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National Audit Office of the Republic of Kosovo is the highest institution 

of economic and financial control which, according to the Constitution 

and domestic laws, enjoys functional, financial and operational 

independence.  

The National Audit Office undertakes regularity and performance audits 

and is accountable to the Assembly of Kosovo. 

Our Mission is to contribute to sound financial management in public 

administration. We perform audits in line with internationally recognized 

public sector auditing standards and good European practices. 

The reports produced by National Audit Office directly promote 

accountability as they provide a base for holding managers’ of individual 

budget organisations to account. We are thus building confidence in the 

spending of public funds and playing an active role in securing taxpayers’ 

and other stakeholders’ interests in enhancing public accountability. 

Performance audits assess whether Government programs are managed 

appropriately, are cost-effective and efficient, and whether the systems for 

measuring and reporting their efficiency are functional. 

Follow-up performance audits are carried out in order to assess the extent 

of implementation of recommendations by the audited organisation 

issued on the audit report. 

This follow-up report assesses the extent of recommendations addressed 

by the responsible actors relating to electronic procurement, issued on the 

published report.       

This follow-up report was carried out in consultation with the Assistant 

Auditor General Vlora Mehmeti and under the management of the Audit 

Director, Mirlinda Ahmeti, supported by Fexhrie Thaqi (Team Leader), 

and Elvin Mala (team member).  
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Executive Summary 

Public procurement is a key aspect in public administration that is also related to public financial 

system, with social and economic results, and as such is the main determining factor of 

governance effectiveness of governance, and the quality of public services and infrastructure. One 

of the important topics of the “Electronic Government Strategy 2009-2015” of the Republic of 

Kosovo is to make procurements available and accessible to the bidders’ community and its 

citizens through implementation of electronic procurement. Establishment of electronic 

procurement was seen as a critical step in modernisation of the procurement process, which will 

further increase the transparency and improve efficiency of the process. The purpose of electronic 

procurement project is to create a procurement platform, based on the successful experience of 

European best practices in the field of public procurement services.    

The electronic procurement in Kosovo has just started being implemented and the National Audit 

Office has given recommendations in the audit report “Implementation of the contract for the 

electronic procurement system” 1, published in the official website of the National Audit Office.  

This follow-up audit report has to do with addressing of recommendations given by the National 

Audit Office in the abovementioned audit.    

Public Procurement Regulatory Commission has prepared an action plan for implementation of 

recommendations and submitted it to the National Audit Office within the time limits foreseen 

under legal requirements. In that plan, the Public Procurement Regulatory Commission has 

stipulated the measures and the persons responsible for implementation of recommendations, but 

has not established timeframes for their implementation. 

The audit team has carried out an assessment to determine the extent of recommendations 

implemented by the Ministry of Finance and Public Procurement Regulatory Commission issued 

in the report. According to our assessment, the Ministry of Finance and Public Procurement 

Regulatory Commission have undertaken several actions to address the issues arising from the 

audit report of 2016, but much remains to be done.  

An initial progress has been achieved in the area of efficiency in terms of transferring of 

knowledge to all categories of users. The Public Procurement Regulatory Commission has been 

able to identify the needs in some areas when it comes to adequate governance of information 

systems, sufficient security of information systems, interaction with external information systems, 

as well as ensuring adequate performance of the information system. However, no specific steps 

have been taken to implement them in full. While the recommendations that belong to the area of 

Institutional Organisation remain insufficient or not addressed at all.  

Out of 13 recommendations, two recommendations have been addressed and was noticed initial 

progress, for nine recommendations was identified the need to address them, but were not taken 

                                                      
1 www.zka-rks.org/repository/docs/e-procurement_2015_Shqip_410300.pdf 
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specific steps, while relating to two recommendations no steps have been taken to address them 

and were not identified the needs to address them.  

In order to make the electronic procurement system operational and create preconditions for 

development of procurements electronically, the Ministry of Finance in cooperation with the 

Public Procurement Regulatory Commission has to ensure all necessary resources, has to increase 

the intensity of addressing of recommendations. This should happen within a timeframe 

established in advance to ensure effective work of the electronic procurement system.  

Response of the Minister of Finance and Chairman of the Public Procurement Regulatory 

Commission 

The Minister of Finance and the Chairman of the Commission had not provided comments 

relating to findings and audit conclusions. We encourage the Minister and the Chairman to 

address recommendations given in this report. 

 

 

 

   



 ZYRA KOMBËTARE E AUDITIMIT –NACIONALNA KANCELARIJA REVIZIJE 
NATIONAL AUDIT OFFICE 

 

3 

1 Introduction 

In July 2016, the National Audit Office (NAO) has published the audit report titled 

“Implementation of the contract for the electronic procurement system”. The contract had an 

initial value of approximately €580,000 given by the World Bank in the form of grant, but after 

extensions and additional request in the contract has reached the overall value of €650,500.  

Our report has addressed some opportunities to improve the approach in the manner of 

implementation of the contract for the electronic procurement system by the Ministry of Finance 

(MF) and by the Public Procurement Regulatory Commission (PPRC) as responsible institutions 

for its implementation. 

Based on the data of the annual report2 of the PPRC for 2015, the value of contracts signed was 

close to €402 million, included in this amount is the value of annex contracts. The value of 

contracts for 2014 was €390 million.    

This follow-up audit was initiated by the NAO at the request of the Chairman of the PPRC to 

obtain expertise by the NAO auditors to correct shortcomings in the electronic procurement 

system. The objective of NAO is to provide assistance to the PPRC and MF through this follow-up 

report so that the electronic procurement system improves and functionalised.   

We have assessed whether the audited entity has addressed the recommendations, if yes, to what 

extent. The assessment made resulted in compilation of this follow-up report.  

1.1 The methodology of audit work 

In order to present changes and actions undertaken, we have used the overall maturity model that 

shows the status of control environment and establishment of controls in the organisation. This 

model developed by COBIT3 presents how the internal control management and the awareness of 

the need for such controls are developed by an ad-hoc level to an optimised level. By using this 

model, we will present developments or advancements made by organisations relating to 

implementation of recommendations presented in the NAO report on the implementation of 

contract for electronic procurement system.   

  

                                                      
2 krpp.rks-gov.net/krpp/PageFiles/File/Raportet%20Vjetore/2016/Raporti%20vjetor%202015%20Shqip.pdf 
3 COBIT është një kornizë e praktikave të mira e krijuar nga shoqata ndërkombëtare profesionale ISACA për 

teknologjinë e informacionit (TI) menaxhim dhe qeverisje të TI. Për më shumë shih: www.isaca.org/cobit 
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The following table presents the maturity level as a brief description of their meaning.  

Table 1- Maturity level based on the COBIT framework 

Maturity level  

0 Inexistent 
Complete absence of a known process. The enterprise has not admitted 
that there is an issue that has to be addressed. 

1 
Initial/ 

ad-hoc 

There is evidence that the enterprise has admitted that issues exist and 
need to be addressed. However, it does not have standardised 
processes, instead it has ad-hoc approaches that tend to be applied on an 
individual basis. The overall management approach is disorganised.    

2 
Repetitive 
but intuitive 

Processes have been developed at the stage when similar procedures 
have been followed by different people who assume the same task. 
There is no formal training or communication of standard procedures, 
and the responsibility is left to the individual. 

3 
Determined 
process 

Procedures have been standardised and documented, and 
communicated through training. However, it is left to the individual to 
follow these processes, and it is unlikely to detect deviations. The 
procedures are not sophisticated but are a formalisation of existing 
practices. 

4 
Manageable 
and 
measured  

It is possible to respect monitoring and measure procedures, and to take 
measures when processes are not working effectively. Processes are 
continuously improving and ensure best practices. Automation and 
other tools have been used in a limited or fragmented manner.   

5 Optimised 

Processes have been refined to a better level of practice, based on the 
results of continuous improvement and maturity modelling with other 
enterprises. The IT has been used in an integrated manner to automate 
the workflow, by ensuring tools for improvement of quality and 
efficiency, by making the enterprise to adapt quickly.  

In addition, during this follow-up audit we have interviewed persons responsible for functioning 

of the electronic procurement system in order to collect facts and evidence. A demonstration of the 

system was done during which were tested several of its functions that are important to perform 

this follow-up audit. 
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2 Recommendations and their level of addressing 

Furthermore, we will present recommendations in line with the published report4 as well as our 

assessment on the level of their implementation, by using the level of maturity.    

The table below presents an overall view on the number and the extent the recommendations were 

addressed by assessing further the implementation of recommendations specifically.  

      Table 2- The number of recommendations implemented based on the maturity level 

 Level of maturity Total  

0  Inexistent 2 Recommendations 

1  Initial/ad-hoc 9 Recommendations 

2  Repetitive but intuitive 2 Recommendations 

3  Determined process 0 Recommendations 

4  Manageable and measured 0 Recommendations 

5  Optimised 0 Recommendations  

From the table we notice that the largest number of recommendations is at the level of Initial/ad-

hoc.    

In the annex 1 of this report was presented the level and the comparison of implementation of 

recommendations based on maturity in a figurative sense.     

  

                                                      
4 www.zka-rks.org/repository/docs/e-procurement_2015_Shqip_410300.pdf 
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Recommendation 1 and the level of implementation 

Overall finding: Institutional organising partially implemented 

Recommendation 1.1 :   

To establish mechanisms that ensure effective management of 
project implementation 

To: 

Ministry Finance  

Description of recommendation:  

Even though development and implementation of the project is in its final stage, mechanisms 
should be established that ensure effective management and supervision during the 
implementation stage and after the implementation of the project.  

Assessment of implementation:  

Activities and functions of the supervisory mechanisms are almost inactive and their setup was 
done in an unreliable manner and without taking into account the recommendations given for 
their arrangement. There is a minimum understanding on the need for organising of these 
mechanisms. However, duties and responsibilities are not official or are implemented partially.   

Level of maturity:  

1  Initial/ad-hoc  

Recommendation 1.2 :    

There should be a clear  process of preparation, management, 
and strengthening of changes  

To: 

Chairman of the Board of PPRC 

Description of recommendation:   

Procedures for managing change should be introduced and implemented based on a defined and 
documented process in order to identify and apply technological improvements of level of 
infrastructure and application. This will codify expectations of users of the department of 
Information Technology (IT), as well as acceptance of changes. There should be a clear process of 
preparation, management and strengthening of changes, which will include approval of senior 
management and the commitment to change (including but not limited to patches and updates).  

Assessment of implementation: 

There is no process for management of changes defined, while the changes can be done without 
any control. Changes can be devastating for business operations.  

Level of maturity:   

0  Inexistent 
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Recommendation 1.3 :    

To establish mechanisms that ensure effective management 
and oversight of project implementation 

To: 

Chairman of the Board of 
PPRC  

Description of recommendation:   

The senior management has to approve the organizational chart as well as the roles and 
responsibilities of the IT department within the PPRC. Job descriptions, RACI tables and diagrams 
of matrix of workflow should provide to 12 employees a more complete and clear direction in 
terms of roles and their responsibilities, including but not limited to functions of system 
administration, administration of security, helpdesk, media management, administration of 
database and  development of the application and maintenance. Segregation of duties should be 
implemented, controlled and set by applying the authorisation of transaction, safeguarding of 
assets, and access to information and authorisation forms.   

Assessment of implementation: 

Activities and functions of the IT department are partially active, and their application is done in 
an unsustainable. Management has a minimum understanding on the need of IT organisation. 
However, tasks and responsibilities are not formally developed and implemented and as such 
cannot be implemented. 

Level of maturity:  

1  Initial/ad-hoc  

Recommendation 1.4 :   

To establish mechanisms that ensure effective management and 
oversight of project implementation  

To:  

Chairman of the Board of PPRC 

Description of recommendation:   

Ownership of the Portal and the related data should be assumed by the PPRC to ensure 
sustainability and to prevent the loss of data related to errors reported by the users.    

Assessment of implementation: 

Those responsible have recognised the need for ownership of the portal and solutions to the 
causes associated with them. Individuals with key knowledge help with problems associated with 
their area of knowledge, but the responsibility of the management of problems is not defined.  

Level of maturity:  

1  Initial/ad-hoc  
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Recommendation 2 and the level of implementation 

Overall finding: Inadequate governance of information system 

Recommendation 2.1:   

Development and implementation of policies and procedures 

To:  

Chairman of the Board of PPRC 

Description of recommendation:    

In an organisation there has to be policies and procedures that will enable effective supervision 
by the management, creation of a positive environment of control, by assuming the responsibility 
for formulation, development, documentation, publication and controlling of policies that cover 
the goals and general guidelines. In order to achieve policy objectives, procedures should be 
documented and steps defined. They will document business processes and controls involved. In 
addition, policies and procedures should be also applied for third parties, who will have to be 
obligated to follow them.    

Assessment of implementation: 

The senior management has not created a suitable environment for control of information. Was 
not noticed the identification of the need to create a package of policies, procedures, standards 
and compliance processes. The only reliance is done on policies, procedures, standards and 
compliance processes, developed by AIS/MPA, which do not meet the needs of the institution as 
a whole. 

Level of maturity:   

0  inexistent  

Recommendation 2.2 :  

Risk management 

To: 

Chairman of the Board of PPRC  

Description of recommendation:     

The risk management process should also be part of approved procedures. This has to ensure that 
the PPRC is able to:  

 Understand and classify risks that affect electronic procurement;  

 Take well-informed decisions related to the degree of risk;  

 Determine the degree of risk and its tolerance for the electronic procurement system; and 

 Understand how to react to risks in a controlled manner.  

Assessment of implementation: 

IT risks are taken into account only on ad-hoc basis. Unofficial risk assessments of risk related to 
electronic procurement system are carried out.  Risk assessments quite often are included in 
project plans but rarely are assigned responsible officials or managers. Specific risks associated 
with IT, such as security, readiness and integrity in certain cases have been included in the main 
plan of the project, as well as progress reports, documented by the implementer of the contract. 
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When risks are taken into account, their mitigation does not have influence. There is no 
awareness on the importance of risks associated with the electronic procurement system.  

Level of maturity:  

1 Initial /ad-hoc 

Recommendation 2.3 :  

Implementation of the Business Continuity Plan and the 
Disaster Recovery Plan 

To: 

Chairman of the Board of PPRC 

Description of recommendation:      

Should be implemented the Business Continuity Plan and the Disaster Recovery Plan. The 
organisation should develop these documents initially based on a business impact analysis. Plans 
and test results should be approved by the senior management, and revised for changes on 
regular basis (e.g., annual review or after changes to the system, of infrastructure or application).  

Level of maturity:  

Responsibilities for continuous service are informal and the authority for implementation of 
responsibilities is limited or non-implementable. The senior management has deepened the 
awareness in terms of risk and the need for continuation of service. The focus of management’s 
attention on continuation of service is on infrastructure resources rather than in IT services, due 
to the failure to construct and activate the centre for recovery and continuation of work.    

Level of maturity:  

1 Initial / ad-hoc 

Recommendation 2.4:   

Helpdesk 

To: 

Chairman of the Board of PPRC 

Description of recommendation:      

Helpdesk is responsible for dealing with end-user support, incident management and reporting, 
the link with technical support on system changes and rectifications, as well as other functions 
that ensure normal functioning of the system.  

Assessment of implementation: 

There is an awareness of the organisation in terms of the need for the helpdesk and a process for 
management of incidents. A non-formal support is available through a network of individual 
knowledge. These individuals have started with development and construction of common tools 
ready to help resolve incidents. There is no formal training or communication of standard 
procedures yet, and the responsibilities are left to individual initiatives.  

Level of maturity:   

2  Repetitive but intuitive 
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Recommendation 3 and the level of implementation 

Overall finding: Insufficient security for information systems 

Recommendations 3.1 :  

Segregation of roles and responsibilities 

To: 

Ministry of Finance and the 
Chairman of the Board of  PPRC 

Description of recommendation:      

All responsibilities defined, documented and the accountability for groups and individuals 
responsible for the security of information should be established and communicated to all 
relevant staff and management.  

Assessment of implementation: 

The IT function is not sufficiently organised in order to focus on organization’s objectives. It is 
organised to respond in individual and ad hoc basis, but not in a sustainable manner to the 
needs of internal and external users. The need for an organised structure, definition and 
segregation of roles and responsibilities is an emergency that needs to be established. In 
addition, there is an emergency for common techniques on management and IT organisation and 
users.  

Level of maturity:    

1 Initial / ad-hoc 

Recommendation 3.2 :  

Effective security measures 

To: 

Ministry of Finance and the 
Chairman of the Board of  PPRC 

Description of recommendation:       

In order to ensure appropriate management of information security should be met the following 
elements: 

 Should be established a policy framework with a concise statement of the Senior 
Management for direction, addressing the value of assets information, the need for security, 
and the importance of defining a hierarchy of classes of sensitive and critical assets. It should 
include the following: standards to develop criteria and prior measuring methods as a 
security base, practices and specific procedures;  

 Awareness on the security of information and the need for training for all employees of the 
organisation, and where the respective external users should receive appropriate training 
and regular updates in order to increase the awareness on security and compliance with 
written security policies and procedures, and to introduce the two-factor access to users that 
access the system.     

Assessment of implementation: 

The organisation recognises the need for IT security. Awareness on the need for security 
depends primarily on individuals. The organisation does not carry out IT security 
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measurements. It security violations require ad hoc response when identified, since 
responsibilities are unclear. Reactions towards IT security violations are unpredictable. This also 
comes due to lack of:  

 IT security management; 

 IT security plan;  

 Identity management; 

 Management of user accounts; 

 Testing, oversight and monitoring of security; 

 Defining security incidents;  

 Protection of security technology; 

 Management of cryptography codes; 

 Prevention, detection and correction of malicious software; 

 Network security; and 

 Exchange of sensitive data. 

Level of maturity:     

1 Initial / ad-hoc 

Recommendation 4 and the level of implementation 

Overall finding: Interaction with external systems at a very low level 

Recommendation 4.1 :   

Link to the external systems 

To: 

Ministry of Finance and the Chairman of the Board of  PPRC  

Description of recommendation:       

A reliable link with the Treasury system should be established as soon as possible in order to 
verify and process the required information. 

Assessment of implementation: 

Even though the organisation has evaluated the need and importance of the link to external 
systems such as the one with TAK systems, Treasury and the MIA, only the one with TAK 
system was done, while for other systems the need and the manner of link and the functions that 
will be provided through these, are still unclear.      

Level of maturity:     

1 Initial / ad-hoc 
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Recommendation 5 and the level of implementation  

Overall finding:     Inefficiency upon transferring knowledge 

Recommendation  5.1 :  

Planning and execution of training to increase capacities 

To: 

Chairman of the Board of  PPRC  

Description of recommendation:        

To develop a detailed and prioritised  training plan for the group of users and should be 
implemented within an agreed timeframe, to ensure that users are trained and certified for 
effective use of the system.  

Assessment of implementation: 

There is awareness within the organisation about the need for education and training programs 
as well processes that relate to them. Training has been identified in project’s implementation 
plans, but as such is not being applied at the adequate level, particularly for external users. In 
addition, identification of training needs or preconditions, performance assessment and 
evaluation of training is missing.   

Level of maturity:      

2  Repetitive but intuitive 
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Recommendation 6 and the level of implementation 

Overall finding:      Inadequate security of system performance   

Recommendation  6.1 :  

Operational acceptance 

To: 

Chairman of the Board of  PPRC 

Description of recommendation:     

All operational acceptances as specified in the Project Plan should be implemented and the 
results documented with in a clearly defined timescale. Acceptance Criteria should be defined for 
the Piloted institutions, in order to validate the proper functioning of the System. User 
Acceptance Test must be fully conducted and documented prior to the system acceptance and its 
upgrade to the production environment. 

Assessment of implementation: 

There is no awareness that IT issues exist and need to be addressed. There are ad-hoc approaches 
that are applied on an individual basis or case after case. The approach of direction is reactive and 
sporadic, there is communication in disagreement with issues and the approaches to address 
them. The management has only a proximate indication as to whether the IT has completed or 
not various functionality system  receipts, but not the necessary information regarding its 
compliance, test results as well as the recommendations and steps that need to be taken to 
identify or improve them.       

Level of maturity:    

1 Initial / ad-hoc 
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3 Conclusion and recommendation   

The MoF and PPRC have taken some actions towards addressing the issues arising from the report 

and the recommendations given in 2015. Out of 13 recommendations, two (2) recommendations 

have been addressed and was noticed initial progress, for nine (9) recommendations was 

identified the need to address, but were not taken concrete steps, while for two (2) 

recommendations no steps have been taken to address them. 

We recommend the MoF to recommend the PPRC to take necessary actions regarding the full 

implementation of unaddressed and partially addressed recommendations by setting deadlines 

and resources necessary for their full implementation, so that they enable effective work of the 

electronic procurement system.  

The action plan for implementation of recommendations has to be updated, including deadlines 

and resources needed for their implementation. 
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Annex 1  

In the following chart were presented recommendations and the level of their implementation, by 

using the maturity level based on the COBIT framework.  

 

Chart 1 – The level of implementation of recommendations based on the maturity level 
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