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1 General 

We were engaged to provide an evaluation of the Financial Management and Internal Control of 

Termokos J.S.C. (the “Company”). As agreed with the Office of the Auditor General (hereinafter the 

“OAG”) representatives the following report is in the common format of the management letter where 

each finding is described then related possible consequences and our recommendations are listed. The 

findings encountered during the review of the above mention entities are grouped into sections listed 

also in the Table of Contents. Our findings have been general and specific to each of the areas. 

Prior to start our fieldwork we have conducted our research of the enterprise to gain an understanding 

of the activities. As such, we have reviewed financial information published by the enterprises as well 

as other information on the recent activity of the enterprises that was publicly available. Furthermore, 

we have met with management and presented them with the scope of the project, provide to them the 

information and documentation required. Upon the completion of our fieldwork we have arranged an 

exit meeting where we have listed, discussed and corroborated the most relevant findings. A formal 

Minutes of Meeting was prepared and communicated to all participants of the exit meetings. Our 

understanding of the Company’s structure and operations is listed as follows: 
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2 Financial reporting 

Introduction 

The Economical and Financial Services Department is composed of the Head of Financial Services, 

Procurement Officer and warehouse managers, Chief of Accounting and accountants.  

The Head of Economical and Financial Service reports to the Managing Director and is responsible 

for the invoicing process and the procurement. Also is responsible for the fair presentation for the 

financial situation of the Company.  

The information is communicated in the regular meetings of the directors of the department with the 

Managing Director and through reports performed on monthly and season basis.  

The procedures are described in the respective job description. 

The financial statements of the Company are monthly prepared from the Chief of Accounting and 

annually audited. 
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2. Finance reporting (continued) 

2.1 Policies and procedures  

Observations 

From the interviews performed we were informed that there are no formal procedures in place to 

address the inputting and maintaining data in the accounting system as well as the preparation of the 

financial statements. 

It was our understanding that the Company will prepare the financial statements in accordance with 

the International Financial Reporting Standards (“IFRS”). However the Company does not have 

adequate procedures and manuals in place to ensure preparation of financial statements in accordance 

with IFRS.  

Possible consequences 

The above may result in inaccurate information recorded in the accounting system. In addition, 

information used for the preparation of the financial statements in accordance with IFRS may be 

inaccurate or incomplete. Consequently financial statements may be significantly misstated due to 

errors caused from usage of inaccurate data or inaccurate accounting principles.  

Recommendations  

We urge the management of the Company to start the process of preparation of the formal policies 

and procedures to be followed during the day to day activities of the Company and during the 

preparation of the financial statements. The manual should address the followings: 

 

1) Procedural issues such as: 

- detailed procedures on how the information/documentation will flow from other departments to 

the Economical and Financial Service department; 

- detailed procedures on how the information with flow within the Economical and Financial 

Service department and when it should be recorded in the accounting system; 

- procedures to ensure that appropriate segregation of duties are established in Economical and 

Financial Service as well as that appropriate approval process is established with different 

levels of approval for different materiality of transactions; 

- procedures to ensure that the opening balances are reconciled to the closing balances early in 

the year; 

- procedures to ensure the preparation and the presentation of financial statements in conformity 

with the applicable financial reporting framework also considering adequate disclosure of 

material matters. 

- anti-fraud procedures regarding the fraudulent financial statements to prevent and detect the 

risk of fraudulent financial statements. 

2) Accounting issues such as: 

- typical accounting entries to be completed during the day-to-day activities; 

- formalized accounting procedures to be followed and the related documentation related to non-

routine transactions, accounting estimates and the post closing entries during the preparation of 

the monthly financial statements; 
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2. Finance reporting (continued) 

2.1 Policies and procedures (continued) 

Recommendations (continued) 

3) Reporting issues as required by IFRS: 

- the procedures to be followed regarding post closing journal entries, consolidation of the 

financial statements and the financial reporting preparation process; 

- Definitions; 

- Initial and subsequent recognition of the balance sheet items; 

- Valuation criteria’s to be used in specific applicable cases; 

- Minimum disclosures regarding the basis of preparations, and other notes to the financial 

statements required from specific standards; 

- Other financial reporting issues applicable to the Company for managerial and decision taking 

purposes. 
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2. Finance reporting (continued) 

2.2 Opening balances 

Observations 

From the interviews with the Head of Accounting we were informed that the opening balances 

reconciliation for the beginning of 2006 has not been performed as the audit of 2005 is not yet 

finalized and completed. In addition, we understand that there is no formal process of reconciliation 

of opening trial balance with financial statements issued and audited for the preceding year. 

Possible consequences 

The above may result in errors to the financial statements due to potential differences in balances of 

accounts as at the end of the previous financial year and opening balances for the current year. In 

particular such differences may exist if certain adjustments are not made with the appropriate value 

date to the amounts in the accounting software, post closing adjustments are made to the system after 

the financial statements have been issued etc.  

Recommendations  

We recommend the management of the Company to ensure that: 

� appropriate review and approval procedures are implemented for the booking of post closing 

adjustments; 

� all adjustments made in the financial statements are also reflected with the appropriate value 

date in the accounting software so that the trial balance as of year end is equal to the amounts 

presented in the financial statements; 

� opening balances in a financial year are equal to audited financial statements of prior year;  

� all procedures regarding closing of the accounts in the accounting system and opening 

balances are adequately documented; 

� sufficient system controls are in place to prevent accounting entries with prior year(s) value 

date, if adequate review and approval is not obtained. 
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2. Finance reporting (continued) 

2.3 Journal entries 

Observations 

There are no formal controls in place to ensure the accuracy and the completeness of the journal 

entries appropriately supported by documentation in the accounting system. We were informed that 

all accounting entries are done from the finance department. 

Access controls 

During our work we noted that: 

� The Economical and Financial Service Director and the Head of Accounting are both able to 

post closing journal entries.  

� There are no established access control procedures.  

� There is no audit trial review for access to the accounting software. 

Authorization of transactions in the accounting 

During our work we noted that:  

� There is no control over the accounting transactions except for the person responsible for such 

transactions (no four eyes principle in place for daily transactions); 

� In case of misstates the staff can directly change the original transactions and there is no formal 

approval for that. The change can be at any time during the year from everyone with no formal 

approval. 

Possible consequences 

The above mention lack of control may lead to errors, misappropriation of assets and in the 

misstatement of financial statements. 

Recommendations  

We recommend the management of the Company to set up procedures to insure that the journal 

entries including routine, nor routine and accounting estimates are complete, accurate properly 

controlled and than recorded into the accounting. In addition, the Management should establish 

procedures over the access to the accounting records to make possible safeguarding of such 

information. 
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2. Finance reporting (continued) 

2.4 Financial statements preparation 

Observations 

(a) Financial statements preparation process 

From the inquiries with the Head of Accounting regarding the financial statements preparations we 

noted that: 

- There is no formal process for the preparation of the financial statements; 

- The system could not prepare the financial statements but only the trial balance; 

- There is no formal control over the preparation of this financial statements from the trial balance 

produced from the system.   

(b) Financial statements for the year ended 31 December 2005; 

From a review of the financial statements we noted that the notes to the financial statements are 

missing. The Company ha prepared only the Balance sheet and the Profit and loss statements while 

the significant accounting policies and other obligatory notes were not prepared as required from 

IFRS. During our inquiry we were not provided with necessary information and explanations on the 

following: 

� Estimation of allowance for bad debts receivables; 

� Estimation of accrual balances at the balance sheet date; 

� Estimation of provision for bed debts and the accounting treatment; 

� Cut-off procedures; 

� Estimation of deferred tax assets and liabilities 

(c) From the interviews it was our understanding that the knowledge’s of the staff relate to IFRS 

were limited as no enough trainings are provided to the staff.    

Possible consequences 

The above mention issues may lead to incompliance with IFRS standards and therefore modifications 

of the Auditor’s Report based on the materiality of the issues raised from possible incompliance with 

IFRS standards. 

Recommendations  

We recommend the management of the Company: 

� To take action in improving and formalize the process of the preparation of the financial 

statements to make possible a full compliance with the IFRS requirements and more specific: 

- Formalize the financial statements preparation process by establishing and approving written 

procedures for this process; 

- Assure the update of this process following the changes in the financial statements framework 

of the Company; 
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2. Finance reporting (continued) 

2.4 Financial statements preparation (continued) 

Recommendations (continued) 

� To assure that the financial statements are complete considering the followings: 

- Stating the framework of the financial statements preparations; 

- Formalize the standard format of the financial statements with the minimum 

elements/disclosures required from the applicable standards regarding the accounting policies 

and other disclosures in the financial statements. 

� Regarding the resources to manage the financial preparation process: 

- Hire qualified staff with the experience and background in preparation and reporting of the 

financial statements; 

- Train the actual staff and update them with the IFRS standards. 
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2. Finance reporting (continued) 

2.5 Subsequent events 

Observations 

During our work we were informed that there are no policies and procedures in place to be used as a 

guide during the preparation of the financial statements for the identification of subsequent events and 

their effect on the financial statements. 

Possible consequences 

The above may result in misstatement to the financial statements due to subsequent events that are not 

identified as of the date of issue of financial statements or their effect on the accounts as of year end 

not being adequately analyzed and accounted for. 

Recommendations  

We recommend the management of the Company the following:  

• A copy of the contract agreement should remain with the finance department.  

• The finance department should be provided with detailed updated lists of all suppliers actually in 

relationships with the Company. 

• A document for the stage of completion of each contract should be prepared. This document 

should support the estimation for the accruals for goods and services received at the balance sheet 

date. 

• For contracts that require technical evaluation of stage of completion the Company may require 

an independent estimation of the stage of completion from individuals or companies with the 

appropriate technical skills. 

• The finance department should have a close look on the minutes of the meetings of shareholders 

and those charged with governance, including established committees such as Executive Board of 

Directors and the audit committee, held before and after the period-end. 

• In the finance department should be assigned a person who will carry these procedures and it is 

the duty of the Managing Director to approve the findings of the subsequent events to be reflected 

in the financial statements after any possible consultation with the Audit Committee. 
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2. Finance reporting (continued) 

2.6 Financial reporting risk management process 

Observations 

As mentioned in this section the financial statements of the Company are based on accounting records 

that reflect numerous internal controls deficiencies. Some of the deficiencies noted in the financial 

reporting system which have their impact on the financial reporting risk management process of the 

Company are the following: 

� Lack of an integrated accounting software for the preparation of the financial statements and the 

related disclosures; 

� Lack of fixed assets and salaries management system; 

� Lack of written manuals and procedures related to the procedure to be performed within the 

Economical and Financial Service regarding recording and financial reporting; 

� Lack of formalization of segregation of duties (reflected into authorization, processing and 

controlling); 

� Lack of four eyes principle in preparing and recording of the accounting transactions and 

financial statements preparations. 

Possible consequences  

Lack of proper financial reporting risk management procedures may pose the following risks:  

� changes in the regulatory or operating environment can result in changes in competitive pressure 

and significantly different risks; 

� new personnel or finance managers may have a different focus on or understanding of internal 

control; 

� significant and rapid expansion of operations can strain controls and increase the risk of a 

breakdown in controls; 

� entering into business areas or transactions with which an entity has little experience may 

introduce new risks associated with internal control; 

� restructurings may be accompanied by staff reductions and changes in supervision and 

segregation of duties that may change the risk associated with internal control; 

� adoption of new accounting principles or changing accounting principles may affect risks in 

preparing financial statements. 

Recommendations 

Risks relevant to financial reporting include external and internal events and circumstances that may 

occur and adversely affect an entity's ability to initiate, authorize, record, process, and report financial 

data consistent with the assertions of management in the financial statements. Once risks are 

identified, management considers their significance, the likelihood of their occurrence, and how they 

should be managed. Management may initiate plans, programs, or actions to address specific risks or 

may decide to accept a risk because of cost/benefit or other considerations. 
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2. Finance reporting (continued) 

2.7 Financial reporting risk management process (continued) 

Recommendations (continued) 

The Company may consider the following control related with the financial reporting risk 

management process:  

� entity-wide objectives and strategies, including any changes, are ratified by the Board and 

documented in the minutes; 

� key performance indicators that are important to the achievement of financial reporting objectives 

are identified and monitored; 

� plans and budgets are at an appropriate level of detail for each management level. 
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3 Budgeting 

Introduction 

The Coordinator for Budgeting and planning reports to the GD and is responsible for budget 

forecasts, budget analysis, accounting control and as well of the control of the other departments that 

relate to the budgeting process. Monitors and controls expenses, income, investments based on data 

provided by the Economical and Financial Department (EFD). Based on current data offered by the 

EFD prepares a 5 year budget. The Budget is also based on technical data provided by respective 

departments. This department consists of only one employee. 
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3. Budgeting (continued) 

3.1 Budgeting process 

Observation 

The Company prepares annual budgets which are subject of Board of Director’s approval. The annual 

budged include a monthly breakdown which forecast the revenue generation and level of spending of 

the Company for each month. However, there is no formalized budgeting process including the 

methods and the methodology of preparing and following such budgets. It is our understanding that 

the responsible person collects information that is provided by different departments, during the 

preparation of the budget for the forthcoming periods, but there is not clear method/analysis how the 

estimation of the budgeted figures regarding the revenue generation and level of spending is prepared 

by each department. In addition, the person in charge for the budgeting has a limited experience on 

the budgeting process. 

Possible consequences 

Preparation of budgets without having a professional methodology and proper experience staff may 

impair the effectiveness of the budget as a strong management tool for monitoring and periodical 

control over the Company’s activities. 

Lack of proper valuation techniques of estimation of the budgeted figures from the departments itself 

may also cause that the budgeted and the forecasted figures do not reflect the actual business trend 

and future growth of the Company.  

Recommendation 

We recommend the management to take measures of establishing a department with the necessary 

tools to make possible an effective and useful budgets preparation process considering the followings: 

� A budgeting methodology is part of the policies and procedures that guide the budgeting process. 

Budgeting process methodology consists of techniques and tools to be used during the budgeting 

process. 

� A broad range of skills and expertise, the minimum required number of staff and ongoing 

professional development are critical to the formation and maintenance of an effective budgeting 

process. The Management should consider training of the actual staff or hiring new qualified 

personnel which needs to possess in-depth knowledge of the industry and best practices; technical 

understanding and expertise in budget preparation and follow up process. 
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3. Budgeting (continued) 

3.2 Incremental Budgeting technique 

Observations 

We noted that the Company uses the incremental budgeting technique for the preparation of the 

budget, which is a traditional budgeting approach, based on the current year results plus an extra 

amount (an” increment”) for estimated growth in the following year. 

Possible consequences  

Incremental budgeting does not take into account the needs of the cost centers. In fact, it often pays a 

budget-holder to overspend in one year in the sure knowledge that in the following year he will be 

given, not only the equivalent to his overspent budget for the current year, but also a percentage 

increase on top of that for the following year. The budget-holder, who under spends, on the other 

hand, is likely to receive a smaller budget allocation in future years. 

Recommendations  

There are different budgeting methodologies which the Company can use, like Zero-based budgeting, 

Flexed budget and Activity-based budgeting. Based on our knowledge in such type of business the 

best way of preparing budgets is to have a mix of methodologies depending on different situations 

and structures of the Company. To successfully implement such budget systems the Company should 

start with setting up adequate cost accounting systems to track costs in accordance with the system 

used for the allocation of resources. In such way the comparison of actual costs versus budget can 

also be tracked effectively and the Company’s budgets will be meaningful. 
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3. Budgeting (continued) 

3.3 Cost accounting analysis  

Observations 

The Company does not have a specific cost accounting system in place. Due to lack of cost 

accounting system, the Company can not perform an appropriate cost analysis. We were informed 

that the information system used by the Company does not provide enough information to support the 

budgeting process by cost centers.  

In addition, the Company does not use or perform any pre-budget cost analysis in order to be able to 

better allocate costs as per budget prepared. Consequently fixed cost is not adequately allocated to 

cost centers and budget decisions mainly relate to direct costs 

Possible consequences  

Lack of specific cost accounting system may lead to inappropriate decision-making due to lack of or 

inaccurate information presented to top management.  

For instance, the energy price determined based on the current cost analysis, may not cover the costs 

of production.  

In addition, due to lack of appropriate cost accounting models and calculation of cost accounting 

variables it is almost impossible to run sensitivity analysis or scenario analysis for various decisions 

to be taken from management during the budgeting stage for the Company or for singe projects.   

Recommendations 

We recommend the Company to implement as soon as possible a cost accounting system. The 

Company should take into consideration the specific needs of the business. It would be of a great 

value if the system implemented is equipped with tools like interface with Central Accounting 

System, or flexibility and great variety of reports that it may generate. Cost accounting analyses are 

important for the evaluation and monitoring process. Divisional managers can be assessed based on 

the performance of the division that they lead.  

Furthermore we recommend the Company to use modern techniques like Activity Based Costing in 

order to absorb fixed overhead costs based on activities of the specific division or line of business. 

This will help the Company in the identification process of those activities which are not effective 

and economic, in order to take corrective actions for either development or closeout of those which 

are impossible to improve.  

Effective cost analysis will help in motivation process of the managers. Managers may be evaluated 

unfairly for costs which are uncontrollable. For example, a rise in raw material prices is outside the 

scope of the management control. Other inputs may be controllable, but are not controlled due to lax 

or inattentive management. 
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3. Budgeting (continued) 

3.4 Lack of statistical and historical information  

Observations 

The Company does not have a complete database where deposited periodically information about the 

revenue generation, level of expenditures and capital investments from the previous years.  

Possible consequences 

Lack of proper historical information and integrated database for the maintenance of actual figures 

from the previous years make it very difficult to estimate and prepare a budget for the forthcoming 

periods. 

Recommendation   

The Company should consider the following: 

� Keep track of the financial information on a department basis 

� Require for each department preparation of monthly reports where included proper consideration 

and analysis for the existing variances between the budgeted and actual figures    

� Integrate the information provided by each department in one database that will facilitate the 

budgeting process for the forthcoming periods   
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3. Budgeting (continued) 

3.5 Evaluation and monitoring process  

Observations 

During our work we noted that the Budget Planning Tariffs, Controlling Statistics and Reporting 

Department periodically prepares variance analyses of budgeted figures with actual results. The report 

is presented to the Board of Directors and after approval is delivered to the executive directors of each 

division. Based on the changes the budget specialist updates the expected results for the future. We 

noted that in the level of the divisions is not performed any performance analyses of the cost 

variances prepared by the budget department in order to take corrective actions for the forthcoming 

period.  

Possible consequences  

Lack of a proper formalized evaluation and monitoring process may lead to the following problems: 

� Budget is not followed up based on the corporate plan and decision.  

� Problems of goal congruence. Dysfunctional behavior may arise if participants are working 

toward different goals. 

� Interdepartmental conflicts may arise and are not resolved in time. 

� Short term targets should be analyzed if they are realistic. If they are unrealistically tough, 

managers may be forced into making short-term/long term trade-offs. 

� Managers and the respective departments are not committed to the targets. 

� Behavioral consequences may arise. Managers will often try to make sure that they spend up to 

their full budget allowance, and do not overspend, so that they are not accused of having asked 

for too much spending allowance in the first place. An effective system should discourage 

wasteful spending not encouraging it. 

Recommendations 

We recommend the Company to implement a formal detailed control and monitoring process as soon 

as possible.  

An enhanced data capture system will be required that is capable of accurately allocating expenditure 

to the various functions, thus enabling the planning and control process to be improved.  

Measurable and relevant performance measures must be established so that it is possible to identify 

during the monitoring process whether each function’s objectives are being archived. 

Consider responsiveness to the changing external environment. There is a need to regular budget 

updates if the budget is to remain relevant as planning and control document.  
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4 PPE Management 

Introduction 

The Technical Assistance Department is responsible for the physical maintenance of the fixed assets 

of the Company while the Head of Procurement (HP) approves the procurement procedures in 

compliance with regulations and procurement law and authorizes the funds. The HP signs the 

contract, reports to the GM regarding the procurement realization and then accepts the invoice and 

sends that to the Accounting Department, where it is recorded in accounting. 

The fixed assets list and the recording and calculation of the fixed assets and the depreciation are 

responsibility of the Chief of Accounting. The physical count is done every year from the 

Commission for the Registration of fixed assets. 
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4. PPE management (continued) 

4.1 Fixed assets management manual 

Observations 

The Company does not have an asset management manual or any other set of written procedures to be 

used as a guide on a day-to-day operation of the assets of the Company. 

Possible consequences 

The absence of an adequate manual for fixed assets management may lead to misappropriation of 

assets. In addition, the financial statements may be misstated if there are no adequate procedures to 

ensure proper accounting of fixed assets from acquisition to disposal. 

Recommendations 

We recommend the management to draft and approve a fixed assets management manual. Such 

manual should at a minimum include procedures regarding the following: 

1) acquisition and delivery of the assets to their operating location; 

2) recording of the assets acquired and composition of the assets’ register; 

3) maintenance, security and insurance of assets; 

4) asset disposals; 

5) physical counts; 

6) accounting of assets, including initial recognition, subsequent measurement, depreciation, 

impairment and derecognition. 

In addition the manual should formally address the following issues: 

1) authorisation levels for acquisitions, transfers and disposal of assets; 

2) reconciliations and controls to be periodically performed; 

3) content of reports to be provided to the management and their frequency; 

4) anti-fraud procedures to mitigate risk of misappropriation of assets 
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4. PPE management (continued) 

4.2 Fixed assets register 

Observations 

There is no software for fixed assets administration. The fixed assets data are maintained in excel 

spreadsheets. The calculation of depreciation is done manually on a group of assets level in excel file 

where the fixed assets details are maintained. The accounting balances of costs and depreciation are 

updated based on the fixed assets register from the Head of Accounting. There are no daily controls 

or any formal reconciliation process in place to make sure that the fixed assets register is properly 

amended. 

Possible consequences 

The absence of a system interface between the fixed assets register and the accounting module and 

the lack of reconciliation procedures in place may lead to misstatement of fixed assets data due to 

potential unintentional errors from the manual nature of recording.  

The lack of proper reconciliation procedures regarding fixed assets might also result in weak controls 

over assets’ movements and complete and accurate fixed assets balances. 

Recommendations 

The management should put in place an integrated system for recording of fixed assets, which can be 

interfaced with the accounting module. This would ensure that all assets purchased and the 

movements are completely and accurately recorded in both the fixed assets register and the general 

ledger.  

Furthermore, this system could facilitate the introduction of a frequent reconciliation between the 

accounting balances and the fixed assets register and will facilitate the calculation of the depreciation 

charge and tracing of the accumulated depreciation on an individual asset basis. This reconciliation 

should be timely performed and formally documented and serve as basis for a further reconciliation 

with the Accounting Department data.   
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4. PPE management (continued) 

4.3 Recording 

Observations 

We were informed that the records in the fixed assets register are performed by the Chief of 

Accounting. Each accounting entry in the system is printed but it is not signed or approved. It was our 

understanding that the records in the accounting system are performed by different persons but the 

accounting module does not have limits regarding the access for different levels of authority in the 

accounting department. 

Possible consequences 

The lack of control and reconciliation procedures over the accounting records of the PPE may lead in 

misappropriation of fixed assets and misstatements of the financial statements. 

Additionally, the risk of override of controls by the Chief Accountant as he is the only one person 

responsible for recording the assets in the register, in the accounting and calculation and booking the 

depreciation may threaten the Company. 

Recommendations 

We recommend the management to set up control procedures to ensure that the assets purchased are 

properly recorded in the fixed assets register and in the accounting system. The approval for each 

asset purchased and recorded in the system should be formally documented. 

The management should consider segregating in the recording and posting process. The four eyes 

principle should be implemented in each accounting function. 

Additionally, timely reconciliation of assets by categories should be properly performed and formally 

documented. Adequate review and follow-up of findings should also be established to ensure that 

differences identified are timely cleared by making the right adjustments.  
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4. PPE management (continued) 

4.4 Annual impairment test 

Observation 

From the work performed and through interviews with Chief of Accounting we were informed that a 

commission composed of engineers and technical experts performs the physical count of the assets 

and evaluates if the assets are in working conditions. However, no evaluation of technical conditions 

of assets is done during the physical count. Consequently such process does not result in any 

subsequent impairment test.  

We were informed that an independent valuation of the fixed assets of the Company was performed 

by an independent appraiser. However, the Company does not have procedures in place to test 

impairment of fixed assets as required by International Accounting Standard 36: Impairment of 

Assets. 

Possible consequences 

Deficiencies in the evaluation of the technical conditions of assets may lead to that the impaired 

assets are not being identified. 

Additionally, the lack of procedures in place to test each class of assets for impairment may result in 

significant misstatements of the financial statements as assets may be carried at values higher than 

their recoverable amounts.  

Recommendation 

We recommend that the management set up a formal process of impairment testing in accordance 

with IAS 36. 

The Company should periodically assess whether there is any indication that an asset may be 

impaired. In such cases the recoverable amount shall be estimated for the individual asset. If it is not 

possible to estimate the recoverable amount of the individual asset, then the Company should 

determine the recoverable amount of the cash-generating unit to which the asset belongs. 

The management must ensure that the results of any impairment test performed and the revaluation of 

assets are properly reflected in the Company’s financial statements. 
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4. PPE management (continued) 

4.5 Deficiencies of the physical count process 

Observation 

During our work we were informed that:  

� as a procedure the Commission for the Registration of fixed assets obtains the list of fixed 

assets by the accounting department and verifies that the assets in the list exist. The additions in 

fixed assets are also traced by the list from accounting department and are counted by the 

commission for the quantity and per location. Physical inventory is not performed as per re-

count procedures; 

� The members of the commission are not specialists for the valuation of the fixed assets, they 

only perform the count of the units as per excel list of fixed assets traced by the accounting 

department; 

� The physical inventory results are detailed in a report signed by the members of the 

commission, attached the excel list of fixed assets which is not signed and does not contain the 

value of fixed assets. It contains the location description and the quantity for each individual 

item in the list. Therefore, no match can be performed from the physical inventory and the 

value of fixed assets in the accounting.  

In addition, we noted that not all assets have attached the identification number or code, making the 

comparison of the fixed asset list with assets counted more difficult. 

Possible consequences 

The above may lead to inaccuracies in the physical count process thus increasing the risk of errors 

being carried in the financial statements. In addition, given the importance of this control, potential 

deficiencies may also result in the physical count team not identifying misplaced or misappropriated 

assets.  

Recommendation 

The management of the Company should consider putting in place a more complete physical count 

process, not limiting it only to verification of existence and quantity. The value per each asset should 

be a component of the counting sheets in order to facilitate the reconciliation of the value of assets 

resulting from physical count to that in the Company’s books and ensure accuracy of assets’ balance. 

Furthermore, the counting commission should include members with technical skills to be able to 

support the rationale for the write off of assets, properly evidence their findings and thus, provide 

management with more adequate information upon which they will take a decision. 

In addition we recommend the management that the identification numbers are attached to all fixed 

assets in order to prevent misstatements of fixed assets register’s data and ensure a more accurate  

and effective management and physical count for these assets. 
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4. PPE management (continued) 

4.6 Insurance of fixed assets 

Observation 

During our interviews we were informed that the property plants and equipments of the Company are 

not insured. 

Possible consequences 

The above may lead to significant losses in case certain fixed assets are damaged or otherwise taken 

out of their normal use in the course of the Company’s operations. Damages to fixed assets may occur 

from forces that are out of the Company’s control or from the Company’s own negligence. Given that 

fixed assets are e crucial factor in the operations of the Company, significant sudden losses of such 

assets may put the future of the Company in great risk. 

Recommendation 

We recommend the Company to establish a careful insurance policy for the fixed assets. In particular, 

such policy should evaluate the priority of the risks to be insured and how insurance coverage is to be 

obtained to ensure that risk is appropriately covered. 

Such policy should be implemented for both the present assets and the assets that will be acquired in 

the future. 
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4. PPE management (continued) 

4.7 Registration of land 

Observation 

Although, there is one of the main objectives of the Company to legalize properties owned, in the 

context of incorporation, we noted that the land, in various locations, is not yet registered by the 

municipality. Currently, the Company is in the process of such registration. 

Possible consequences 

Lose of the Company’s assets and misstatement in the financial statements in case the assets not 

owned by the Company are recorded in the Company’s records. The Company cannot prove the 

ownership of land without proper registration through applicable legal processes. 

Recommendation 

The management of the Company should ensure that registration and all relevant ownership 

documents related to the land be attained as a result of the registration process currently taking place. 
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5 Sales management 

Introduction 

Sales are managed through the Customer Care Department in collaboration with the Accounting unit 

of the Financial Service that is responsible for the invoice preparation and Distribution department 

that is responsible for the preparation of the billing data. The department staff includes: operators, 

lawyer, technician and cash collectors that report to the Head of Customers Care Service. The Head 

of Customers Care Service reports to the Managing Director every two days at the meetings of the 

Executive Board and is responsible for the activities related to customers, such as the invoice 

distribution, claims collection, service quality control etc. 
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5. Sales management (continued) 

5.1 Pricing technique analysis 

Observations  

During our work we were informed that the price of heating products was decided by Energy 

Regulator Organization. Tariffs are approved at the beginning of each heating season. Through 

inquires and interviews we were informed that the Company does not perform any price analyses of 

its heating products.  

Possible consequences  

Lack of adequate price analysis may result in setting prices that disregard the cost structure of the 

Company thus resulting in material loss. In addition, prices may be set beyond the consumer’s 

willingness to pay thus making it difficult to collect. This is particularly important for the Company 

in the present situation when collections are particularly low. 

Recommendations 

We recommend the management to perform accurate analysis of the electricity price considering:  

1) Costs and other elements of the production and distribution; 

2) Price elasticity of service provided by Company as well as substitute services and products. 

3) Income elasticity and willingness to pay; 

4) Other external factors which might effect the decision making process, which might be 

Economic, Political and Legal, Technology and Social factors. 
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5. Sales management (continued) 

5.2 Objectives assessment and follow up 

Observation 

During our inquiries we noted that although the main goals are included in the business plan, there are 

no formal short term strategies or action plan to make possible the realization of the strategic goals. 

It is our understanding that the indicators foreseen in the coming years up to the year 2010 are 

generated using growth coefficients and are largely based in the planning of the improvements in the 

heating network and the quality of the heating service toward the clients. 

Possible consequences 

Absence of specific, measurable, achievable, realizable and timely (“SMART”) objectives supported 

by a well designed strategy and action plan may result in current problems persisting through time. As 

such, business losses may continue to occur. 

Recommendations 

We recommend the management to design short and medium term strategies for each objective set in 

the business plan. In addition a detailed action plan should address each goal and timing of actions to 

be taken as well as related responsibilities should be well detailed and followed up.  
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5. Sales management (continued) 

5.3 Billing System access rights, authorization and segregation of duties 

Observations 

During our work we noticed that the billing system is accessible by four persons, though only one 

person is assigned to the customer data-base updates. In addition: 

• There is no limited access as there is no formal procedure in place, or any system integrated 

controls with regard to customer data-base updates; 

• There is no authorization procedure for data entered into the system;  

• All sales data including prices and quantities sold are inputted in the billing system by one person. 

Possible consequences  

The lack of limited access policy and the authorization procedures regarding the data entered into the 

billing system may impact the integrity and availability of the billing system resources and data, 

affecting directly the quality and accuracy of the invoices.  

In addition the lack of authorization procedures may lead to unauthorized individuals changing, 

damaging database therefore affecting the Company operations. 

Recommendations 

We strongly recommend that in order to avoid the risk of inaccurate invoicing, problems with 

collections, and furthermore the risk of fraudulent activities, the management should ensure that 

adequate access controls are set up for inputting and editing of sales data. Such controls may include: 

• System controls (access limits, posting of the recorded documentations etc.); 

• Segregation of duties (the person who records to be different from the person who processes the 

data in the system or changes the data) 

• Authorization controls (a second person should authorize the data before they are recorded in the 

system); 

• Internal audit controls (Internal audit department should frequently control the access limits, 

authorization procedures through test of controls and test of details) 
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5. Sales management (continued) 

5.4 Accuracy of the information in the Customer database  

Observations 

From our inquiries we noted that the data-base of the Company’s billing system has inaccurate 

information related to the names and addresses of the current customers. Inaccurate customer data is 

at a level of approximately 40% of households as per the Company analysis, while such level was 

estimated to approximately 60% by the external auditor as of 31 December 2004. 

In addition, we were informed that there are no controls in place to make sure data inputted in the 

system are accurate and complete. 

Possible consequences 

Lack of accurate information regarding the customer’s addresses may lead to inaccurate invoicing and 

as a consequence misstatements of revenues booked into the accounting system and stated in the 

financial statements. In addition, this may negatively impact collection practices thus resulting in 

significant losses to the Company.  

Recommendations 

We strongly recommend the management to take the following steps:  

1) Prepare and implement an action plan to make possible the updating of the customer billing 

information; 

2) Set up periodic controls on the accuracy of billing information by continuously verifying and 

updating customer data in the billing system. 
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5. Sales management (continued) 

5.5 Invoice distribution 

Observations 

During our work we noticed the followings: 

1. There is no formally set deadline for the invoice distribution and invoice collection (further no 

overdue penalty is applicable). However, we understand that common practice is to distribute all 

invoices within 15 days from the end of the month. 

2. There is no limit in the invoices that can be distributed by the invoicing officer in one day or this 

number is not based on any analysis. Furthermore the invoices are distributed and collected by the 

same person (the invoicing officer) for the individual customers and small businesses in all cases 

except for bank payments. Each invoice is composed by three coupons: 

If the invoiced amount is not collected immediately the invoicing officer should return both coupon 2 

and 3. 

Possible consequences 

The above may lead to the following: 

1. The customer may neglect paying the invoice and delay the invoice collection; 

2. There may be cases where the invoicing officer may collect the money from the customer and 

not hand the coupon 2 to the customer. In such cases the payment made by the customer can 

not be evidenced and the risk of misappropriation of cash collected is significant. 

Recommendations 

We recommend the management to set up formal deadlines for the delivery and collection of the 

amounts due from the customers. In addition, the management should establish frequent and 

unpredictable controls onto the invoicing officers to be sure that all money collected are properly 

declared. 

 

 

   
Coupon (2) 

 
This coupon is filled and handed 

to the customer when the 

invoiced amount is paid.  

 

Coupon (3) 

 
This coupon is maintained by the 

invoicing officer for report 

purposes. 

 

Coupon (1) 

 
This coupon is always 

handed to the customer for 

the due amount. 
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5. Sales management (continued) 

5.6 Cash collections and transportation 

Observations 

During our inquiries regarding the cash collection on the invoices delivered we noted the followings: 

� The invoicing officer may collect the invoiced amount at the moment of the delivery of the 

invoice; 

� The cash collected is carried in normal bags.  

� Transportation to the Banks is not done in accordance with sound security procedures.  

Possible consequences 

The risk of the invoicing officer being attacked by thieves is quite high given that means used for the 

transportation of cash collected are inadequate. . 

Recommendations 

We suggest the management that in order to avoid the risk of losing the cash collected to take step to 

increase the customer awareness of paying the bills through the banking channels. In addition, the 

Company should assure that the cash is securely transported to a bank using a specialized security 

company or at least using the Company’s own guards and vehicles. They may consider buying an 

appropriate insurance policy to transfer the risk of cash being stolen during transportation. 
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5. Sales management (continued) 

5.7 Collection rate 

Observations 

We were informed that during the last heating season the collection rate has been approximately 31% 

while in the business plan the collection rate was predicted to be 51%. There is no detailed action plan 

to make sure the realization of such objectives but the management believe that a significant part of 

the payments are done during the summer and this is one of the main reason why collection rate is 

below budget at the beginning of the summer. 

Possible consequences 

The low level of collection rate has a significant impact on the Company’s ability to carry out current 

activities as well as in planning the future development. It negatively affects the Company’s liquidity 

and forces it to be continuously dependent on external financing. In addition, the high rate of losses 

does not allow for an adequate maintenance of the distribution network which is a crucial component 

of the Company’s operations.  

Recommendations 

The governing bodies of the Company should take active measures in increasing the collection rate at 

an acceptable level. Some of the actions that can be taken are: 

• Perform a detailed analysis of the causes leading to the low collection rate. Internal and external 

surveys are a good tool to start with; 

• Take appropriate actions to remove or reduce effect of causes that have highest impact on the low 

collection rate. Actions should address causes in an effective manner. Their effectiveness could 

be measured statistically in small intervals of time 

• Set SMART objectives and actively follow up on realization of such objectives; 

 

Make sure that factors like price, collection practices, customer service etc are considered in the 

analysis performed and actions taken. 
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5. Sales management (continued) 

5.8 Debtors follow up and the provisioning policy 

Observations 

During our interviews we were informed that:  

� There is no formal policy or detailed procedures within the Company for the debtor 

management and follow up; 

� Payments of the invoices by the public entities under the governance of different Ministries and 

other Governmental entities are done from the respective Ministries without providing any 

details as to what invoice is being paid or which company’s debt should be reduced; 

� The practice commonly used in cases of uncollectible accounts is to send notifying notes and 

subsequently take additional actions such as: interruption of heating or bringing cases to court. 

However such practices are not formal or consistent across  debtors of the same category; 

� The customer care has prepared a list with customers to be sent to court, but the cases are still 

in discussion at the Administrate and Law Department. It is our understanding that there might 

be objective reasons from a part of customers for not paying such invoices such as billing for 

the services not provided to them; 

� We were informed that the Company performs the valuation of trade receivables on an annual 

basis. We noted that there is no formal process over the estimation of allowances for bad debts. 

The provisioning policy is simple and there are no detailed and continuous analyses for 

calculation of the impairment losses on accounts receivables (i.e. to provide 100% provision for 

all customer balances of 2004). The Company does not follow IAS 39 requirements for 

calculation of impairment losses; 

� When these debts are partially or totally collected the customer’s debt is reduced for the amount 

collected in the billing system. Through inquiry we understood that the bad debts collected 

were not recognized as income. 

Possible consequences  

A lack of formal policies for debtor’s management has a significant negative effect on the collection 

rate. 

A lack of bad debt provision policy and appropriate analysis on the customer recoverable amount may 

lead to misstatement of the financial statements.  

A lack of appropriate accounting entrees when the bad debts are recovered may lead to misstatement 

in the financial statements and in misappropriation of assets. 
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5. Sales management (continued) 

5.8 Debtors follow up and the provisioning policy (continued) 

Recommendations 

We strongly recommend that the management take the following measures:  

1) Prepare and implement an action plan to make possible the delivery of the invoices and the 

payments of the services from the customers within the same month; 

2) Strictly apply penalties and fines to the customers for any delays. Such penalties should be 

disclosed in the invoices issued and in the contracts signed with customers;  

3) Stop providing services to certain customers that have a very low collection rate or are 

significantly in arrears; 

4) Take all legal steps for the recoverability of the customers obligations towards the Company; and 

5) Create a receivables impairment policy based on the estimate recoverable amounts of the 

customers’ obligations and create the provisions for receibables losses based on this estimation; 

6) Set up controls to ensure that the recovered amounts are credited to income and are properly 

recorded in the accounting system 
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5. Sales management (continued) 

5.9 Reconciliation between Billing and accounting systems 

Observations 

The accounting entries regarding the sales and accounts receivables are done from the accounting 

department. The follow up of the individual customers balance is done in the billing system from the 

invoicing unit. We were informed that there is no formal reconciliation process for the balances 

generated from the accounting system with the billing system.   

Possible consequences  

A lack of reconciliation procedures increases the potential risk of error in registration of sale 

transactions and debtor accounts, and furthermore in misstatement of the financial statements.  

Recommendations 

We recommend the Company to set up a periodic reconciliation between the accounting and billing 

system. Differences emerged should be followed up and appropriate adjustments should be made to 

the relative system.  
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5. Sales management (continued) 

5.10 Lack of contract agreement with the client 

Observations  

During our work we noticed that the Company does not have service contracts with all its customers. 

Contracts are mainly available for customers representing public companies and large businesses.  

To our understanding the Company can not build contractual relationships since is not responsible for 

the secondary network that is in-between the final customers and the Company. The secondary 

network is not under the ownership of the Company.   

Due to the lack of house associations that could take the responsibilities for the administration of the 

secondary network it is not possible to conduct maintenance service for the secondary network and 

build contractual relationships with the customer. 

Possible consequences  

A lack of contract agreement with the client leads to possible losses. In absence of a legally binding 

transaction, the client is not legally obligated to pay, and Company may lose the court cases against 

different debtors. This negatively affects the strategic plans, the capability of the Company to survive 

and misstatement of the financial statements given that revenues is recognized while the Company is 

not confident about related collection.  

Recommendations 

We recommend the management to take the appropriate steps in order to ensure that all customers 

service contracts are signed depending on level or type of service provided.  
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6 Liabilities Management 

Introduction 

During the interviews and from the analysis of the financial statements obtained from the client we 

noted  that there are no contractual obligations between the Company and any third party except for 

normal obligations for the suppliers’ service and Value Added Tax (VAT). The liabilities 

management is done from the accounting unit of the Financial Services department. This unit is 

responsible to verify the accuracy of the documentation received from other departments/divisions 

(i.e. procurement), record, follow up and report for the balances and the status of the borrowings and 

other payables of the Company. 

6.1 Suppliers follow up 

Observations 

During the interviews we were informed that there is no ageing analysis performed for the suppliers. 

Analysis of this kind was not previously requested by management. 

Possible consequences 

The above may lead to loss of control over the liabilities, penalties in case of delays in payments or 

compliance with the IAS39 requirements for financial liabilities.  

Recommendations 

We recommend the management to set up and periodically follow the ageing of the obligations and 

the actions to be taken in case of delays. 
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7 Control Environment  
 

Introduction 

The control environment includes the governance and management functions and the attitudes, 

awareness, and actions of those charged with governance and management concerning the entity's 

internal control and its importance in the entity. To enable the establishment of a proper control 

environment the Company has established the following: 

� the Company’s organizational structure; 

� defined responsibilities for each department and the head of each department,  

� long term objectives and strategies through an approved Business Plan; 

� certain policies and procedures (mostly informal);  

� executive bodies to overview controls in place. 

Deficiencies noted with regard to the above and the control environment in general are listed in the 

following pages. 
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7. Control environment (continued) 

7.1 Organizational structure 

Observations  

It was our understanding that the Company is still in the process of completion of the positions 

approved into the organizational structure. In particular we noticed that: 

� The Human Resources department is not operating for the moment (refer to 1.3.5); 

� There is not any Internal Audit function (refer to 1.5); 

� There is not any IT department (refer to 1.7). 

In accordance with the new statute, the Company should establish the following governance bodies: 

� Advisory Committees: The Company will have the following Advisory Committees: Audit, 

Financial and Insurance Committee, Corporate Governance and Compliance Committee, Human 

Resources and Compensation Committee. The Committees shall provide advisory services to the 

BoD and upon request to the Shareholders Assembly, also they have supervisory role with regard 

to the activity of the Company. Every committee will have at least 3 members.  

� Supervisory Board: The Supervisory Board (SB) will be composed of 5 members: 3 will be 

assigned by the Provisional Institutions of Self-Government (PISG), 1 member from Kosovo 

Trust Agency, and 1 member is proposed form the Union of the Independent Trade Unions of 

Kosovo. SB is an interim unit, and can be dissolved by the General Meeting of the Shareholders. 

The SB acts as a supervisory body and as intermediate with PISG. Upon request from the SB the 

BoD should investigate and report on any activity of the Company.  

Possible consequences 

The above may lead to a lack of appropriate control environment that may result in the inability to 

properly manage and mitigate the operating risks the Company is facing and achieve the objectives 

stated in the Business Plan.  

Recommendations  

We recommend the management to:  

� continuously be focused on the process of the completion of the appropriate functionality of the 

departments/functions outlined in the approved organization structure; 

� establish as soon as possible the advisory committees and supervisory committees foreseen in the 

the Company’s statute; 

� immediately establish Internal Audit, IT and HR departments in the near future that will help  

strengthening the control environment and will ensure a better and effective management of the 

the Company’s strategic plan; 

� ensure appropriate control procedures are implemented in the departments and that their operation 

is in line with expectations.  
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7. Control environment (continued) 

7.2 Executive Board governance policies 

Observations 

We understand that the Executive Board does not have any clear policy, statute, or other kind of 

guidelines to define the objectives, duties, responsibilities as body charged with governance.  

Possible consequences  

Lack of statute or defined duties and responsibilities of the Executive Board may lead to uncertainty 

of decision making, loss of objectivity, confusion of priorities, lack of consensus and lack of 

coordination of the organizational activities.  

Recommendations 

We recommend that an appropriate statute is set up for the operation of the Executive Board. 
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7. Control environment (continued) 

7.3 Fraud management 

Observations 

Based on our discussions with the Company’s management and during our review of the control 

environment we noted that the Company has not compiled and implemented a formal fraud policy to 

prevent and mitigate the risk of fraud. Nevertheless, the Company has a number of controls in place 

which prevent and detect the risk of fraud especially related to the fixed assets, cash and 

administrative expenses management to address the misappropriation of assets.  As described in the 

Financial Reporting section there in no manual to address the preparation of the financial statements 

issues and as a consequence the fraudulent financial statements. The management believes that the 

audit of financial statements on an annual basis provides enough assurance to mitigate such risk. 

Possible consequences  

The lack of a formal evaluation of fraud risks as well as of proper policies and procedures to address 

these risks at both, the management and the internal audit level, may result in failure to identify 

possible frauds early enough to avoid the Company’s losses  

Recommendations 

We recommend the Company’s management to introduce a formal fraud risk policy that will 

adequately provide for the management of fraud risk in the Company. The policy should at the 

minimum address the following: 

• Identify a member of senior management as responsible for managing fraud risk within the 

Company; 

• Establish formal policies on how the Company will manage its fraud risk (i.e. what risk will 

transfer to the others through insurances or by contract and what steps will be taken to manage 

the fraud risk); 

• Create a workplace environment that promotes ethical behavior; deters wrongdoing and 

encourages all employees to communicate any known or suspected wrong doing to the 

appropriate person; 

• Training for all personnel upon hiring and regularly thereafter concerning the code of conduct, 

seeking advice and communicating potential fraud; 

• Monitoring of compliance with the code of conduct (i.e. annual confirmation of compliance and 

auditing of such confirmations to test their completeness and accuracy); 

• Incorporation of Ethics/compliance and fraud prevention goals into the performance measures 

against which managers are evaluated and which are used to determine performance related 

compensation. 

• Establish communication channels to enable employees to seek advice where necessary prior to 

making difficult ethical decisions and to express concern about known or potential abuses 

affecting the entity; and 

• Establish a process for promptly investigating where appropriate and resolving expressions of 

concern regarding known or potential abuses, then communicating the resolution to those who 

expressed the concern. 
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7. Control environment (continued) 

7.4 Integrity and ethical values  

Observations 

The Company does not have any code of conduct in place and the ethical values are only addressed in 

the contracts of the employees (not in a much details). In general, to our understanding, there exists a 

trust climate within the employees, but there is no evidence of any regulation over the enforcement of 

the ethical values. Also, there are cases where the attention is drawn to employees for misconducts, 

but no bodies have been established for addressing such risks, and to our understanding these cases 

were uncovered due to the low number of employees and to the close collaboration during everyday 

activity. 

Possible consequences  

The lack of an aggregated code of conduct may lead to poor understanding of the employees 

regarding to their duties, responsibilities and accountability, leading to a lack of professionalism. 

Professionalism is the key to upgrading and enforcing ethical standard within a corporation or any 

work environment. Ethics and how individual employees conduct are followed religiously are the 

individual's call. But it takes a community of professionals and companies living it out together, to 

make code of conduct genuine, positive, and powerful 

Recommendations 

We recommend the management to draft as soon as possible an appropriate code of conduct. Such 

code of conduct should conform to the Company’s organizational structure and the values that a 

sound corporate culture is trying to enforce. In addition, the code of conduct should also address 

issues such as: confidentiality, ethics and independence, protection and proper use of the Company’s 

assets, acceptance of business gifts, compliance with laws and regulations etc. 
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7. Control environment (continued) 

7.5 Override of controls from those charged with governance.  

Observations 

Through interviews, inquires and corroboration we noted that the Company has no formalized 

monitoring and control procedures in place to prevent and mitigate the risk of override of controls 

from those charged with governance.  

Possible consequences  

Lack of both the formalized monitoring and the control procedures to mitigate the risk of overriding 

controls from those charged with governance may lead to intentional misstatements of the nature and 

timing of revenue or other transactions by: 

(1) `recording fictitious business events or transactions or changing the timing of recognition of 

legitimate transactions, particularly those recorded close to the end of an accounting period;  

(2) establishing or reversing reserves to manipulate results, including intentionally biasing 

assumptions and judgments used to estimate account balances; and  

(3)  altering records and terms related to significant or unusual transactions. 

Recommendations 

We recommend that appropriate steps are taken to address the risk of override of controls.  In 

particular, the following could be addressed: 

- risk of management override of controls should be evaluated, especially in areas of financial 

reporting and asset management; 

- appropriate segregation of duties including reviews and authorizations controls should be 

established to addressed the above risks identified; 

- internal audit should consistently test the effectiveness of the design and operation of such 

controls; and 

- establish procedures for governing bodies’ reaction in cases where management override of 

controls is suspected or detected 
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7. Control environment (continued) 

7.6 Human resource policies and practices 

Observations 

In our understanding, based on interviews and the organizational chart of the Company, there is no 

Human Resources (“HR”) department established by the Company and there is no HR manual. This 

role actually is integrated within the Administrative and Legal Unit 

There are no formal procedures in place for the recruitment, staff evaluation, promoting, valuation of 

training needs etc. 

Possible consequences 

The lack of HR department may lead to deficiencies in:  

� recruitment process; 

� performance valuation process; 

� training of staff; 

� implementation of risks management procedures; 

� implementation of code of conduct, etc. 

These deficiencies may negatively affect the quality of the work performed and deteriorate the 

internal control system of the Company. 

Recommendations 

Human resource policies and practices relate to recruitment, orientation, training, evaluating, 

counseling, promoting, compensating, and remedial actions.  The entity's human resource policies and 

practices provide the mechanism to motivate staff to adopt required behavior and business targets. If, 

however, management does not effectively control the structure of remuneration and incentives, it 

may cause individuals or teams to go beyond the bounds of acceptable risk and business practice. 

We urge the management to consider the establishment of the HR department and delegate to it all the 

responsibilities for recruitment of the new staff, periodical performance valuation of all levels of staff 

through a formal process, training etc. 
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7. Control environment (continued) 

7.7 Information systems relevant to financial reporting and communication 

Observations 

During our work we noticed that: 

- The Company does not have an adequate information system to maintain financial and 

operational information and produce periodic financial and operational reports.  Financial 

statements are not generated by the accounting system. They are prepared manually by the Head 

of Accounting Department. 

- The actual accounting system does not generate data such as budgets and forecasts and also 

information about external events, activities and conditions necessary for informed business 

decision-making and external reporting. 

- There is no Information Technology department. 

In addition: 

- There are no policies and procedures to ensure that both internal and external information is 

provided on a timely basis and to allow effective monitoring of events and activities. 

- The schedule for the preparation of the reports is described in the Business Plan for each 

department but no details are described for the elements each report should contain. Although 

trainings for the management and financial reporting are in process, there are no written policies 

as internal manuals of the Company. 

Possible consequences 

The above may lead to deficiencies in the quality and quantity of the information needed and 

therefore may negatively affect the quality of the work performed and deteriorate the internal control 

system of the Company. 

Recommendations 

An information system consists of infrastructure (physical and hardware components), software, 

people, procedures, and data. Infrastructure and software may be missing, or have less significance, in 

systems that are exclusively or primarily manual. Most of information systems make extensive use of 

Information Technology.  

Information systems produce reports containing financial information that make it possible to run and 

control the financial processes of an entity. They deal not only with internally generated data but also 

with information about external events, activities, and conditions necessary for informed business 

decision making and external reporting. 

We urge the management to consider the establishment of the necessary infrastructure, software, 

people, procedures, and data for making sure that the information is secured, accessible, relevant for 

the needs of the staff and the management and is complete to enable the management to prepare 

budgets, follow them and take the appropriate decisions. 
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8 Risk management process 

Introduction 

There is no formal risk management policy applied form the Company. The Company tries to 

manage/mitigate the risk through the controls set up in each department. The executive directors 

frequently report to the Managing Director who reports to the Board of Directors. The Board of 

Directors has the direct responsibility for risk management. According to the new statute, the 

Company will establish advisory and supervisory committees that will also take over certain risk 

management activities. 

8.1 The Company’s risk management  

Observations 

During our review of the Company’s organizational structure and from the interviews with the top 

management we noted that:  

� There is no risk management department under the actual organizational structure. The Company 

is focused more on establishment of an internal control system that indirectly tries to manage the 

risk associated with business, operations and compliance. 

� The Company does not have in place a formal and structured risk management process. During 

the interviews it was our understanding that mainly the instances of business risks identified 

during our work were the following: 

- Each department is responsible to follow the objectives set and approved in the business plan 

and repost on quarterly basis to the Company’s management; 

- The risk assessment is the responsibility of the Executive Board that have to report such risks 

to the Executive Board and further delegates to the Board of Directors; 

- The Board of Directors that periodically deals with the risk based on the information obtained 

from the Executive Board. 

� There is no formal process to divide risk per categories (i.e. strategic, compliance; operational 

and reporting) and the components of the risk management are not clearly defined; 

� There is no Risk Management Committee or other committee directly responsible for the risk 

management.  

Possible consequences 

The above may result in the following: 

� Failure in meeting the objectives and difficulties in implementing the Company’s strategy; 

� Significant losses resulting from inadequate or failed internal processes, people and systems or 

from external events. Operational risk is inherent in many aspects of the Company’s activities and 

comprises a large number of disparate risks. 

� Failure in complying with laws and regulations applicable to the Company; 

� Failure to meet the reporting requirements. 
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8 Risk management process (continued) 

8.1 The Company’s risk management (continued) 

Recommendations 

Regarding the identification and division of the risks we recommend the Management to divide the 

risk as minimum in the followings categories of the objectives of the Company: 

� Strategic – relating to high-level goals, aligned with and supporting the entity’s mission; 

� Operations – relating to effective and efficient use of the entity’s resources; 

� Reporting – relating to the reliability of the entity’s reporting; 

� Compliance – relating to the entity’s compliance with applicable laws and regulations 

This categorization of entity objectives allows a focus on separate aspects of enterprise risk 

management. These distinct but overlapping categories – a particular objective can fall under more 

than one category – address different entity needs and may be the direct responsibility of different 

executives. This categorization also allows distinctions between what can be expected from each 

category of objectives. 

Regarding the risk management processes we recommend the management to set up a formal risk 

management procedure and for each type of risks consider the following steps: 

� Internal Environment – Management sets a philosophy regarding risk and establishes a risk 

appetite. The internal environment sets the basis for how risk and control are viewed and 

addressed by an entity’s people. The core of any business is its people – their individual 

attributes, including integrity, ethical values, and competence – and the environment in which 

they operate. 

� Objective Setting – Objectives must exist before management can identify potential events 

affecting their achievement. Enterprise risk management ensures that management has in place a 

process to set objectives and that the chosen objectives support and align with the entity’s mission 

and are consistent with its risk appetite. 

� Event Identification – Potential events that might have an impact on the entity must be identified. 

Event identification involves identifying potential events from internal or external sources 

affecting achievement of objectives. It includes distinguishing between events that represent 

risks, those representing opportunities, and those that may be both. Opportunities are channeled 

back to management’s strategy or objective-setting processes. 

� Risk Assessment – Identified risks are analyzed in order to form a basis for determining how they 

should be managed. Risks are associated with objectives that may be affected. Risks are assessed 

on both an inherent and a residual basis, with the assessment considering both risk likelihood and 

impact. 

� Risk Response – Personnel identify and evaluate possible responses to risks, which include 

avoiding, accepting, reducing, and sharing risk. Management selects a set of actions to align risks 

with the entity’s risk tolerances and risk appetite. 

� Control Activities – Policies and procedures are established and executed to help ensure the risk 

responses management selects are effectively carried out. 
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8. Risk management process (continued) 

8.1 The Company’s risk management (continued) 

Recommendations (continued) 

� Information and Communication – Relevant information is identified, captured, and 

communicated in a form and timeframe that enable people to carry out their responsibilities. 

Information is needed at all levels of an entity for identifying, assessing, and responding to risk. 

Effective communication also occurs in a broader sense, flowing down, across, and up the entity. 

Personnel receive clear communications regarding their role and responsibilities. 

� Monitoring – The entirety of enterprise risk management is monitored, and modifications made as 

necessary. In this way, it can react dynamically, changing as conditions warrant. Monitoring is 

accomplished through ongoing management activities, separate evaluations of enterprise risk 

management, or a combination of the two. 

Regarding the roles and the responsibilities for the risk management we recommend the management: 

1) To establish the risk management officer position. 

A risk officer – referred to in some organizations as the chief risk officer or risk manager – works 

with other managers in establishing effective risk management in their areas of responsibility. 

Established by and under direct auspices of the chief executive, the risk officer has the resources to 

help effect enterprise risk management across subsidiaries, businesses, departments, functions, and 

activities. The risk officer may have responsibility for monitoring progress and for assisting other 

managers in reporting relevant risk information up, down, and across the entity. The risk officer also 

may serve as a supplementary reporting channel.  

The Companies may found this role most successful when set up with clarity around its responsibility 

as a staff function – providing support and facilitation to line management. For enterprise risk 

management to be effective, line managers must assume primary responsibility and have 

accountability for managing risk within their respective areas. 

Responsibilities of a risk officer may include: 

- Establishing enterprise risk management policies, including defining roles and responsibilities 

and participating in setting goals for implementation; 

- Framing authority and accountability for enterprise risk management in business units; 

- Promoting an enterprise risk management competence throughout the entity, including facilitating 

development of technical enterprise risk management expertise and helping managers align risk 

responses with the entity’s risk tolerances and developing appropriate controls; 

- Guiding integration of enterprise risk management with other business planning and management 

activities; 

- Establishing a common risk management language that includes common measures around 

likelihood and impact, and common risk categories; 

- Facilitating managers’ developing of reporting protocols, including quantitative and qualitative 

thresholds, and monitoring the reporting process; 

- Reporting to the chief executive on progress and outliers and recommending action as needed. 
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8. Risk management process (continued) 

8.1 The Company’s risk management (continued) 

Recommendations (continued) 

2) The establishment of the Risk management committee.  

Functions and responsibilities of the committee should include such matters as: 

- Overall responsibility for the enterprise risk management process, including the processes used to 

identify, assess, respond to, and report on risk 

- Defining roles, responsibilities, and accountabilities at the executive and senior management level 

- Providing policies, frameworks, methodologies, and tools to business units for the identification, 

assessment, and management of risks 

- Reviewing the Company’s risk profile 

- Reviewing performance measures against tolerances and recommending corrective action where 

appropriate 

- Communicating the risk management process to the CEO and the board 

3) Involvement of the Internal Auditors 

Internal auditors play a key role in evaluating the effectiveness of − and recommending 

improvements to − enterprise risk management. Standards established by the Institute of Internal 

Auditors specify that the scope of internal auditing should encompass risk management and control 

systems. This includes evaluating the reliability of reporting, effectiveness and efficiency of 

operations, and compliance with laws and regulations. In carrying out their responsibilities, internal 

auditors assist management and the board of directors or audit committee by examining, evaluating, 

reporting on, and recommending improvements to the adequacy and effectiveness of the entity’s 

enterprise risk management. 

The Institute of Internal Auditors standards also address what roles are appropriate for internal audit, 

making clear that internal auditors should be objective with regard to the activities they audit. This 

objectivity should be reflected by their position and authority within the entity and appropriate 

internal auditor staff assignments. Organizational position and authority involve such matters as a 

reporting line to an individual who has sufficient authority to ensure appropriate audit coverage, 

consideration, and response; selection and dismissal of the chief audit executive only with 

concurrence of the board of directors or audit committee; access to the board or audit committee; and 

authority to follow up on findings and recommendations. 
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8. Risk management process (continued) 

8.2 Risk Management System versus Internal Control System 

Observation 

Internal control is a process, affected by an entity’s board of directors, management and other 

personnel, designed to provide reasonable assurance regarding the achievement of objectives in the 

following categories: 

� Effectiveness and efficiency of operations 

� Reliability of financial reporting 

� Compliance with applicable laws and regulations 

Internal control is encompassed within and an integral part of enterprise risk management. Enterprise 

risk management is broader than internal control, expanding and elaborating on internal control to 

form a more robust conceptualization focusing on risk more fully.  

 

One aspect unresolved by the Company noted during our work is insufficient efforts to address the 

risks at the strategic level. As mentioned in various points in this report the following instances were 

noted: 

� Lack of proper corporate governance bodies, i.e. lack of audit committee, supervisory board, 

compliance committee etc 

� Lack of a proper budgeting and forecasting process 

� Management turnover at the upper level of the organization (i.e. level of general manager and 

chief finance officer)     

Possible consequences 

Proper risk management system focused fully on risk is more effective than an internal control system 

to address risk at all levels but mainly at a strategic level.  

Recommendations 

The following suggestions outline in more details the relationship and differences between the 

internal control system and the enterprise risk management system. 

 
� Categories of Objectives 

Internal Control system specifies three categories of objectives – operations, financial reporting, 

and compliance. Enterprise risk management specifies three similar objectives categories – 

operations, reporting, and compliance. The reporting category in the internal control system is 

defined as relating to the reliability of published financial statements. In the enterprise risk 

management system, the reporting category is significantly expanded, to cover all reports 

developed by an entity, disseminated both internally and externally. These include reports used 

internally by management and those issued to external parties, including regulatory filings and 

reports to other stakeholders, and, the scope expands from financial statements to cover not just 

financial information more broadly, but non-financial information as well. 
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8. Risk management process (continued) 

8.2 Risk Management System versus Internal Control System (continued) 

 

Recommendations (continued) 

 

In addition, the Risk Management system adds another category of objectives, namely, strategic 

objectives, which operate at a higher level than the others. Strategic objectives flow from an 

entity’s mission or vision, and the operations, reporting, and compliance objectives should be 

aligned with them. Enterprise risk management is applied in strategy setting, as well as in 

working toward achievement of objectives in the other three categories.  

The enterprise risk management system introduces the concepts of risk appetite and risk 

tolerance. Risk appetite is the broad-based amount of risk an entity is willing to accept in pursuit 

of its mission/vision. It serves as a guidepost in strategy setting and selection of related 

objectives. Risk tolerances are the acceptable levels of variation relative to achievement of 

objectives. In setting risk tolerances, management considers the relative importance of the related 

objectives and aligns risk tolerances with risk appetite. Operating within risk tolerances provides 

management greater assurance that the entity remains within its risk appetite, which, in turn, 

provides a higher degree of comfort that the entity will achieve its objectives. 

 
� Portfolio View 

A concept not contemplated in the internal control system is a portfolio view of risk. In addition 

to focusing on risk in considering achievement of entity objectives on an individual basis, it is 

necessary to consider composite risks from a “portfolio” perspective.  

 

� Components 

With the enhanced focus on risk, the enterprise risk management system expands the internal 

control system’s risk assessment component, creating four components – objective setting (which 

is a prerequisite to internal control), event identification, risk assessment, and risk response. 

 

� Internal Environment 

In discussing the environment component, the enterprise risk management system discusses an 

entity’s risk management philosophy, which is the set of shared beliefs and attitudes 

characterizing how an entity considers risks, reflecting its values and influencing its culture and 

operating style. As described above, the framework encompasses the concept of an entity’s risk 

appetite, which is supported by more specific risk tolerances.  

 

Because of the critical importance of the board of directors and its composition, the enterprise 

risk management system expands on the internal control system’s call for at least a critical mass 

of independent directors – that is, normally at least two independent directors – stating that for 

enterprise risk management to be effective, the board must have at least a majority of independent 

outside directors. 
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8. Risk management process (continued) 

8.2 Risk Management System versus Internal Control System (continued) 

 

Recommendations (continued) 

 

� Event Identification 

The enterprise risk management and internal control systems both acknowledge that risks occur at 

every level of the entity and result from a variety of internal and external factors.  

And, both systems consider risk identification in the context of the potential impact on the 

achievement of objectives. The enterprise risk management system discusses the concept of 

potential events, defining an event as an incident or occurrence emanating from internal or 

external sources that affect strategy implementation or achievement of objectives. Potential 

events with positive impact represent opportunities, while those with negative impact represent 

risks. Enterprise risk management involves identifying potential events using a combination of 

techniques that consider both past as well as emerging trends, and what triggers the events. 

 

� Risk Assessment 

While both the internal control and enterprise risk management systems call for assessment of 

risk in terms of the likelihood that a given risk will occur and its potential impact, the enterprise 

risk management system suggests viewing risk assessment through a sharper lens. Risks are 

considered on an inherent and a residual basis, preferably expressed in the same unit of measure 

established for the objectives to which the risks relate. Time horizons should be consistent with 

an entity’s strategies and objectives, and, where possible, observable data. The enterprise risk 

management system also calls attention to interrelated risks, describing how a single event may 

create multiple risks. As noted, enterprise risk management encompasses the need for 

management to develop an entity-level portfolio view. With managers responsible for business 

unit, function, process, or other activities having developed a composite assessment of risk for 

individual units, entity level management considers risk from a “portfolio” perspective. 

 
� Risk Response 

The enterprise risk management system identifies four categories of risk response – avoid, 

reduce, share, and accept. As part of enterprise risk management, management considers potential 

responses from these categories and considers these responses with the intent of achieving a 

residual risk level aligned with the entity’s risk tolerances. Having considered responses to risk 

on an individual or a group basis, management considers the aggregate effect 

of its risk responses across the entity. 

 
� Control Activities 

Both systems present control activities as helping ensure that management’s risk responses are 

carried out. The enterprise risk management system explicitly makes the point that in some 

instances control activities themselves serve as a risk response.  
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8. Risk management process (continued) 

8.2 Risk Management System versus Internal Control System (continued) 

Recommendations (continued) 

 

� Information and Communication 

The enterprise risk management system expands on the information and communication 

component of internal control, highlighting consideration of data derived from past, present, and 

potential future events. Historical data allows the entity to track actual performance against 

targets, plans, and expectations, and provides insights into how the entity performed in past 

periods under varying conditions. Present or current-state data provides important additional 

information, and data on potential future events and underlying factors completes the information 

analysis.  

 

� Roles and Responsibilities 

Both systems focus attention on the roles and responsibilities of various parties that are a part of, 

or provide important information to, internal control and enterprise risk management. The 

enterprise risk management system describes the role and responsibilities of risk officers and 

expands on the role of an entity’s board of directors. 
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9 Internal Audit 

Introduction 

From the analysis of the Company’s organizational structure and from the interview with the General 

Director we were informed that the internal audit function has not been established as a separate and 

independent department. The internal audit function is integrated within the departments and 

delegated as per authority levels to supervisors and the head of the respective department that also 

have to perform the control. Given the nature and size of the Company’s operations, the establishment 

of an internal audit function is critical for the control environment and procedures within the 

Company. 
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9. Internal Audit (continued) 

9.1 Internal audit function 

Observations 

An Internal Audit Department had not been established by the end of May 2006.  

Possible Consequences 

Not having an Internal Audit activity exposes the Company to inadequate evaluation of the 

effectiveness of risk management, control, and governance processes. 

Due to the lack of the Internal Audit function, the Company is taking the risk of totally relying on 

management, that may not be in the best position to provide skilled, independent, and objective 

opinions on internal controls. Management is responsible for establishing and maintaining a system of 

internal controls (structures, activities, processes, and systems which help management effectively 

mitigating the risks to enable the achievement of the Company’s objectives). In addition, the 

Company is missing the benefits that internal auditors, as field’s experts, will provide the 

management with advice and recommendations on the Company’s activities and associated risks.  

Recommendations 

We recommend the management to take the necessary steps in order to:  

1) Establish the Internal Audit Department considering the followings; 

� A broad range of skills and expertise, the minimum required number of staff and ongoing 

professional development are critical to the formation and maintenance of an effective 

internal audit activity. During the recruitment process the management should consider hiring 

of new qualified personnel possessing in-depth knowledge of the industry and best practices; 

technical understanding and expertise in the areas of Finance, Law, and Engineering, 

Information Technology, Procurement and other areas considered necessary by the Internal 

Audit department. In addition, we recommend the co-sourcing and outsourcing of some or all 

of Internal Audit functions, when unique competencies and specialty skills are not affordable 

or available, however, the oversight and responsibility for the internal audit activity cannot be 

outsourced; 

� An internal audit methodology is part of the policies and procedures that guide the internal 

audit activity. Internal audit methodology consists of audit plan and work programs. Work 

programs should establish the procedures for identifying, analyzing, evaluating, and 

recording information during the engagement. The work program should be approved prior to 

its implementation in order to achieve the engagement objectives; 

� An internal audit charter is a statement of self-governance within the internal audit function. 

The internal audit charter should be mandatory for all internal audit functions and should 

incorporate all essential matters, which include its accountability structures, responsibilities, 

quality assurance standards and methodology. The internal audit charter should be developed 

taking into consideration the actual staffing and qualifications of the internal auditors. 
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9. Internal Audit (continued) 

9.1  Internal audit function (continued) 

Recommendations (continued) 

2) Establish the Audit Committee 

An Audit Committee typically serves as the liaison among the Board of Directors, external auditors, 

internal auditors, and financial management. The Audit Committee’s independence benefits corporate 

governance and internal control. 

Making effective oversight decisions in the financial reporting, corporate governance, and control 

area normally requires specialized expertise of the Audit Committee members. Therefore, the Audit 

Committee should comprise independent non-executive directors, at least one of whom possessing 

significant accounting or related financial management expertise, as well as other members having 

specialized skills in the areas of corporate governance and internal control, which helps to ensure 

more effective management oversight, fosters financial statement accuracy and transparency, and 

places an appropriate focus on business risks and internal controls. 

Membership requirements should be stated at the Audit Committee charter together with the scope of 

the Audit Committee’s responsibilities and how it carries out those responsibilities, including 

structure and processes. 

The Internal audit should periodically reports to the Audit Committee, as a minimum a report for each 

Audit Committee’s meeting. The report should at a minimum consider the following: 

� The internal auditors should communicate significant engagement observations, information on 

fraud management, and recommendations to the board whether or not the issues have been 

satisfactorily resolved. When appropriate, the audit committee should meet privately with the IA 

Manager to discuss sensitive issues related to these assessments; 

� Gathering of information, and/or arranging discussions with subject matter experts to address the 

Audit Committee’s questions and information needs related to risk management, control, and 

governance processes. Additionally, the internal auditors should review related information 

submitted to the Audit Committee to help ensure completeness and accuracy; 

� Confirmation on the adequacy of the audit staff and budget requirements, as well as the scope 

and result of internal audit activities. The intent of this review is to help ensure that there are no 

budgetary or scope limitations impeding the ability of the internal audit activity to execute its 

responsibilities; 

� Information on the coordination and oversight of other control and monitoring functions (e.g., 

risk management, compliance, security, business continuity, legal, ethics, environmental). This 

activity should help ensure that there is effective and efficient coordination of activities within 

the Company. The internal auditors should also coordinate its activities with the external 

auditors where appropriate and feasible; 
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9. Internal Audit (continued) 

9.1  Internal audit function (continued) 

Recommendations (continued) 

3) Preparation and approval the Internal Audit Plan 

The audit plan should address the most effective use of internal audit resources to achieve the annual 

objectives of the Internal Audit Department.  

Internal audit activities should be aligned with the Company's operational and strategic goals and 

objectives which will ensure efficient utilization of internal audit resources. 

4) Preparation and approval of specific audit programs 

An audit program is a document that lists the procedures to be followed during an engagement, 

designed to achieve the engagement plan. The lack of an appropriate and detailed audit program for 

all elements covered in the audit plan may lead to lack of guidance, misunderstanding and 

misrepresentations of the audit objective and increased difficulties, during the actual conduct of the 

audits. 

After prepared from the head of the Internal Audit departments the audit plan and the audit programs 

content should be approved by the Audit Committee. 

5) Consider risk management 

Internal auditors contribute to the risks’ management in a variety of ways. IA Standards specify that 

the scope of internal auditing should encompass risk management and control systems. One of the 

basic roles the IA can play is to ensure that the entire organization fully understands management's 

responsibility for risk management. 

We recommend the internal auditing to provide assurance activities including: 

� The design and effectiveness of risk management processes. 

� If risks are correctly evaluated. 

� Evaluating risk management processes. 

� Evaluating the reporting on the status of key risks and controls. 

� Reviewing the management of key risks, including the effectiveness of the controls and other 

responses to them. 

Additional legitimate internal audit roles and consulting activities may help to protect the internal 

auditor’s independence and objectivity when accompanied by adequate safeguards. They may include 

the followings: 

� Developing risk management strategy for board approval. 

� Facilitating the identification and evaluation of risks. 

� Coaching management on responding to risks. 

� Coordinating the Company’s risks management activities 

� Consolidating the reporting on risks. 

� Maintaining and developing the Enterprise Risk Management framework. 
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9. Internal Audit (continued) 

9.1  Internal audit function (continued) 

Recommendations (continued) 

We recommend that the internal auditors are not to take the following roles: 

� Setting the risk appetite; 

� Imposing risk management processes; 

� Providing assurance to both the board and the management; 

� Making decisions on risk responses. This is the management's responsibility; 

� Implementing risk responses on the management’s behalf. 

6) Ethics and Independence considerations 

The Ethics and Independence (E&I) policy should be made available to all the IA staff, read and 

signed by them as a form of compliance. The E&I statement should provide information on all the 

relevant E&I issues such as acceptance of gifts or favors from others such as employees, clients or 

business associates, avoiding any Conflicts of Interests, and disclosing any activity that could result in 

possible Conflict of Interest and other requirement as necessary. 

In addition to the above, staff assignment of internal auditors should be rotated periodically whenever 

practicable. 
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10 Information Technology issues 

Introduction 

There is no Information Technology (IT) department under the current organizational structure of the 

Company. 

10.1 IT department 

Observations 

The Company does not have an IT department. 

Possible consequences 

The lack of an IT department increases the risk of inappropriate monitoring of the IT systems and 

applications especially those relevant to the preparation of the Financial Reporting increasing the 

risks of producing fraudulent financial reports. 

Loss of critical data and information due to insecure systems and applications (by not providing for 

adequate back up of the systems and applications in use and the non-existence of an Disaster 

Recovery plan to minimize the loss of data in the event of a disaster such as earthquake or wars)  

Miss perceived importance of IT security by the Company’s employees associated with activities 

such as damage of computer equipments, distribution of critical information outside the Company, in 

turn, affecting the Company’s daily operations. 

Inability to facilitate analysis and reports together with other from of timely information requested by 

management and regulatory bodies i.e. Tax Authorities or Government Bodies.  

Recommendations 

IT is an integral part of all processes that enable businesses to accomplish their missions and 

objectives, as such it is important to evaluate and manage the IT elements through focus on improving  

internal controls.  

• We recommend,  in order to establish a well functional IT department, for each position (such as 

management, operational, and technical levels) to develop a clear description of roles and 

responsibilities for IT controls to avoid confusion and ensure accountability for specific issues as 

follows:  

- Board - One important role of the full Board of Directors is to determine and approve 

strategies, set objectives, and ensure the objectives are being met to support the strategies.  

- Audit Committee - take IT controls as strong elements in oversight of financial issues, 

internal control assessment, risk management, and ethics. 

- Management - Allocating the IT personnel roles and responsibilities in order to provide for 

segregation of duties.  
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10. Information Technology issues (continued) 

10.1 IT department (continued) 

Recommendations (continued) 

• Based on the above, it is recommended the establishment of an Information Technology 

function/department consisting of qualified personnel, with adequate segregation of duties and 

responsibilities as well as resources needed, enabling the Company to perform function such as:     

A. Development of the IT security policies; 

B. Development of both the Disaster Recovery Plan and the Business Continuity Plan 

enabling the continuance of the business operations in case of a disaster.  

C. Acquisition of the appropriate IT equipment (hardware and software) or development of the 

software programs internally. 

D. Monitoring of the users activities ensuring appropriate segregation of duties and access 

provided to the users. 

E. Monitoring the functionality of the applications used for the preparation of the financial 

reporting 

F. Improving the Company’s general IT security.  
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10. Information Technology issues (continued) 

10.2 Lack of IT security policies developed and signed by the users 

Observations 

There is no IT Security policy related to Information Security topics providing information on:  

� Procedures to be followed by help-desk specialists during system installation, configuration, 

setup and maintenance of security policy in local PC systems and applications used by 

employees; 

� Procedures that should be followed by the Company domain servers’ administrators or setup 

maintenance of security policy and servers’ data backup; 

� Help-Desk procedure on reporting and troubleshooting problem in local PC systems used by the 

Company’s employees; 

� Responsibilities of explaining policies to new-starters; 

� Obligations to employees with regard to the information security; 

� IT responsibilities for information security; 

� Policy for access to Information Systems; 

� Policy for securing data. 

 

Possible consequences 

Information security policies are a cornerstone of the information security infrastructure. They define 

the management commitment to information security, define general principles, determine 

appropriate mechanisms, and alerts employees to their responsibilities regarding information security. 

Therefore, the lack of an approved Information Security policy may impact the integrity and 

availability of the system resources and data, as well as lead an increase of information risks due to 

misunderstanding of the importance of the information security by employees.  

Recommendations 

We recommend the Company the developments of an Information Security policy is separated into a 

separate document, covering areas such as: General Information Security, Acceptable Use, Password, 

Workstation/Laptop Use, Network Use, Electronic Mail, Information Classification, Privacy, Incident 

Response (Helpdesk), User Accounts etc. 

In addition, this policy should be distributed, or made available, to all users of the of Company’s 

information systems (the users are required to sign an approved acceptance form indicating that they 

have read and understood the security policy). 
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10. Information Technology issues (continued) 

10.3 Lack of Business Continuity Plan and Disaster Recovery Plan  

During our work we were informed that there is no progress on the development of the Business 

Continuity Plan (BCP) and formulation of the Disaster Recovery Plan (DRP), at a minimum for the 

most critical areas of the Company. 

 

Possible consequences 

 

Business continuity planning refers to the process of developing advance arrangements and 

procedures that enable an organization to respond to an interruption in such a manner that critical 

business functions continue with planned levels of interruption or essential change. The lack of a 

formally approved and tested BCP and DRP, covering all the necessary procedures, assigning the 

responsibilities and duties in case of an interruption of the Company operations, decreases the 

possibility of recovery the lost data, especially data and systems related to re-performance of critical 

operations such as financial information and other sensitive information of the Company. 

 

Recommendations 

 

The BCP defines the roles and responsibilities and identifies the critical information technology 

application programs, operating systems, networks, personnel, facilities, data files, hardware and time 

frames needed to assure high availability and system reliability based on the business impact analysis.  

We recommend the development of the BCP, which should include the following components: 

� Identification. Identify potential threats and risks of the business. 

� Prevention. Prevent or minimize the probability of the incident. 

� Detection. Identify the circumstances under which the Company determines entering 

contingency status. 

� Declaration. Specify the conditions on which contingency is declared and identify the 

person(s) who can declare it. 

� Escalation. Specify the conditions on which contingency is escalated and identify the 

person(s) and order of escalation in the event of contingency. 

� Containment. Specify the immediate action required to contain or minimize the effect of the 

incident on customers, suppliers, service providers, stakeholders, employees, assets, public 

affairs and the business process. 

� Implementation. Specify the complete list of actions to be followed to declare contingency 

status (such as offsite processing, backup recovery, offsite media and manuals, employee 

transportation, and distribution and provider contracts). 

� Recovery. Recovery is the advance planning and preparations that are necessary to minimize 

adverse business impact (such as financial loss and image damage) and facilitate faster 

recovery and ensure continuity of core technology assets that support the critical business 

functions of the Company in the event of disaster within an acceptable time frame.  
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10. Information Technology issues (continued) 

10.1 Lack of Business Continuity Plan and Disaster Recovery Plan (continued) 

Recommendations (continued) 

The key aspects to be reviewed might be: 

- Resumption. Resumption of critical and time-sensitive processes immediately after the 

interruption and before the declared mean time between failures (MTBF); 

- Revival. Revival of vital and less time-sensitive processes is related to resumption of critical 

processes; 

- Restoration. Repairing and restoring the site to original status and resuming business 

operations in totality, or putting in place a complete new site; 

- Relocation. Relocating to alternative site temporarily or permanently depending upon the 

interruption. Relocation may not be required in all kinds of interruptions; 

- Crisis management. The overall coordination of the organisation’s response to a crisis in an 

effective, timely manner, with the goal of avoiding or minimizing damage to the 

organization’s profitability, reputation or ability to operate. 

With respect to the Disaster Recovery Plan we recommend the establishment of an appropriate 

Disaster-recovery strategy based on the criticality of the IT systems for continuing key business 

processes taking into consideration the cost of each possible strategy. The primary Disaster-recovery 

methods in descending order from the fastest time to recovery and the highest cost of adoption are as 

follows: 

� Hot Site – An alternate site fully equipped with the resources required to recover business 

functions affected by a disaster. Such a facility enables an organization to resume business 

processes almost immediately. The location and size of a hot site should be proportionate to the 

amount of equipment and resources needed to ensure complete business recovery.    

� Warm Site – An alternate processing site that is capable of providing backup operating support 

for critical business operations in the event of an unexpected disruption. Warm sites are only 

partially equipped with resources such as hardware, communications interfaces, electricity, and 

environmental conditioning. Such a facility may generally enable an organization to resume 

business operations within six to 12 hours following a disaster; 

� Cold Site – An alternate business facility that offers only the environmental conditions, such as 

air-conditioning and raised flooring, necessary to conduct business operations in the event of an 

unexpected disruption. This option may enable an organization to be operational within two to 

four days following a disaster. 



ABCD 
Office of the Auditor General 

 Report on 

Termokos J.S.C. 

 15 June 2006 

 

 65 

10. Information Technology issues (continued) 

10.4 IT risk analysis 

Observation 

From the interviews we were informed that there is no formal IT risk evaluation process.  

Possible consequences 

The lack of the IT risk analysis may lead to non identification and evaluation of risks and their impact 

on the Company’s operations. Therefore the Company may plan projects involving high risks since 

the IT functions are interrelated and affect all the Company’s operations.  

Recommendations 

We recommend, as a first step in performing an effective risk management, that it is necessary to 

begin with a clear understanding of the Company’s appetite for risk translated in an IT context, such 

as future investments in technology, the level of protection for IT assets and the level of assurance 

required. Second task involves identification of the current risk exposure covering the entire IT 

environment. Having defined risk appetite and identified risk exposure, strategies for managing risk 

can be set and responsibilities clarified. Dependent on the type of risk and its significance to the 

business, management may choose to: 

� Mitigate, e.g., Acquire and deploy security technology to protect the IT infrastructure 

� Transfer, e.g., Share risk with partners or transfer to insurance coverage 

� Accept, i.e., Formally acknowledge the existence of the risk and monitor it. 

Each decision should be properly supported 
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11 Tax Issues 

Introduction 

The Company is liable to corporate income tax, VAT, personal income taxes and other taxes 

applicable in Kosovo. There is no department responsible for taxes but the responsibilities for 

calculation and follow up of tax issues are delegated and incorporated to responsible departments. 

11.1 Tax issues management 

Observations 

During our work it was noted that the Company does not have any organized structure to handle the 

tax issues. The preparation of the tax declarations is being made by the Head of the accounting 

department. The latter has his duties defined in his job description, included in the contract of 

employment. In addition, the Company has a weak control over the documents on which the 

preparations of the tax returns are based. 

Possible consequences 

The missing of internal regulations and procedures may lead to a lack of appropriate accuracy 

regarding the preparation and filling of the tax returns. This may cause the reassessments from the tax 

authorities who can further impose the penalties and interests for incorrect preparation and payments 

of tax obligations. 

Recommendations 

We recommend the Company to prepare an internal regulation which will set up the responsibilities, 

procedures and internal controls to be followed by the people involved with tax issues. 
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11. Tax Compliance (continued) 

11.2 VAT issues 

Observation 

We were informed by the Head of Accounting that the Company is filling VAT declaration based on 

payments of the selling invoices, which is not in compliance with the VAT Regulation. According to 

this Regulation the Company is obliged to declare the VAT liability on the invoiced amount. The 

VAT returns do not reconcile with the VAT accounting registrations. The Company justify this way 

of VAT declarations with the difficulty to collect the debt from the customers.  

The General Manager informed us that Kosovo Tax Authorities (KTA) suggested this way of 

calculation and preparation of the monthly VAT declarations to the Company. However, the 

Company does not have any written confirmation regarding this issue. 

Possible consequences 

The tax authorities may reassess the VAT monthly declarations prepared by the Company. Based on 

Regulation No.2001/11, the tax authorities may impose penalties and related interests for failure to 

declare and pay the full amount of the VAT obligation. 

Recommendations 

We urge the Company to discuss with KTA the issue related to the incorrect preparation of the VAT 

declarations (based on payment of the invoices) in order to avoid any possible risk. It should obtain 

an official confirmation from KTA for the way of preparation of the VAT declarations. 
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11. Tax Compliance (continued) 

11.3 Corporate income tax 

Observation 

It was our understanding that generally, the tax declarations for the corporate tax are in accordance 

with Regulation no.2004/51 “On corporate income tax”. However, we noted that the Company has 

not yet finalized its financial statements and the audit is not yet completed although the tax returns 

have already been submitted to the tax authorities. 

Possible consequences 

If the profit shown in the final audited financial statements is higher than the one shown in the tax 

return the tax authorities may reassess the corporate tax obligation. This may lead to possible 

penalties and related interests for incorrect declaration and payment of the additional corporate 

income tax.  

Recommendations 

We recommend the Company to periodically make the reconciliation between the data presented in 

the financial statements and the data presented in the final declaration of corporate income tax. In 

case of any discrepancy in the final declaration the Company should make the restatement of the 

annual declaration as required by the fiscal legislation. 
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12. Comment from entity  

 

 

Termokos Comments Answers to comments 

 
“Termokos” SHA ka mirëpritur 
raportin tuaj dhe e konsideron si 
ndihmesë në institucionalizimin e 
përgjithshëm dhe respektimin e 
rregullave të punës andaj 
vërejtjet e bëra nga baza reale 
do të përpiqemi ti mënjanojmë. 

 

Ne falenderojme kompanine tuaj per bashkepunimin dhe 

impenjimin pozitiv te stafit ne procesin e auditimit. 

Ne vijim te pergjigjeve te komenteve me poshte ne gjykojme 

qe raporti te mbetet i pandryshuar dhe komentet e 

meposhtme ti bashkangjiten atij. 

 

We thank the company for its collaboration and the staff’s 

positive commitment in the audit process. 

Further to the answers to comments, also provided below, we 

consider that the report should remain unchanged and the 

comments are added to it. 

 

 

raporti nuk fletë asgjë për 
procedurat e përgjithshme dhe    
rregulloret e përgjithshme të cilat 
zbatohen dhe janë prezantuar 
ekipit tuaj 
 

 

 

 

Raporti ka per qellim te evidentoje vetem mungesat ne 

sistemet e kontrolleve te brendshme dhe risqet qe keto 

mungesa sjellin, dhe jo te listoje kontrollet, rregulloret etj. qe 

ekzistojne. 

 

The purpose of the report is to point out deficiencies in 

internal controls and the risks that the Company is exposed to 

due to these deficiencies and not list existing controls or 

regulations. 

 

 

 
raporti nuk përmend strukturën 
organizative ndërsa ajo i është 
prezantuar ekipit tuaj  

 

Raporti nuk ka qellim te pershkruaje Organizaten ne 

pergjithesi. 

 

The reports purpose is not to generally describe the 

Organization. 

 

 

 

ekipi i auditimit nuk ka marr për 
bazë rrethanat specifike të 
“Termokos” SHA por e ka trajtuar 
“Termokosin” njësoj sikur 
kompanit e mëdha ngase si 
kompani e vogël që jemi po të 
krijojmë shërbime tjera si i 
kërkon raporti p.sh: për burime 
njerëzore etj. atëherë 
“Termokos” do të duhej të kishte 
shumëfish ma tepër punëtor se 
që ka ndërsa rrethanat financiare 

 

Vleresimi i mungesave ne kontrollet e brendshme eshte bere 

duke pasur parasysh praktikat qe duhet te ekzistojne ne cdo 

kompani, pavaresisht nga madhesia e saj. Pjesa me e madhe e 

rekomandimeve tona mund te zbatohen pa rritur numrin e 

stafit. 

 

We have identified deficiencies in such internal controls that 

any company should have, despite of the size of the 

company. The largest portion of our recommendations can be 

implemented without increasing the number of staff. 
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nuk na lejojnë. 

 

Çështjen e shërbimeve dhe 
komisionet që parashihen me 
statut si janë: për financa, 
burime njerëzore etj. e për të 
cilat ne i kemi njoftuar se janë në 
fazën e formimit pas 
transformimit të kompanisë por 
kjo nuk është prezantuar në 
raport ndërsa në të kundërtën 
janë shkruar si vërejtje.  
 

 

Perderisa ky proces nuk eshte perfunduar verejtja e bere dhe 

rekomandimet perkatese do te jene pjese e raportit. Eshte 

mire qe rekomandimet e bera te konsiderohen dhe do te 

ndihmojne ne duhet te konsiderohen dhe do te ndihmojne ne 

cdo restrukturim apo rishikim te proceseve te kompanise. 

 

As long as this process is not complete, the comments and 

recommendations will remain as part of the report. 

Recommendations made should be considered and will help 

in any restructuring or redesigning of the company’s 

processes. 

 

 

Ne kemi ofruar dokumentacion 
katastral për pasurinë dhe ajo që 
duhet të bëhet është vetëm 
ndryshimi i emrit në katastër 
çështje kjo që i përket AKM dhe 
Komunës  

 

Perderisa ky proces nuk eshte perfunduar verejtja e bere dhe 

rekomandimet perkatese do te jene pjese e raportit. 

Kompania duhet te jete pale active ne zgjidhjen e kesaj 

ceshtjeje. 

 

As long as this process is not complete, the comments and 

recommendations will remain as part of the report. The 

company should play an active role in finding a solution to 

this issue. 

 

 


