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1 Introduction 

The aim of this audit was to assess the implementation of a new IT system for the support of 

procurement processes of the Kosovo Government. 

Following a comprehensive analysis involving the most important stakeholders and external 

consultants an „electronic-procurement and readiness report‟ was adopted in 2012 by World Bank. 

This report contained a roadmap for the introduction of an IT system intended to manage all 

procurement processes of Kosovo Government entities at all levels. 

The roadmap led to the initiated plan for developing an “e-procurement” system for Kosovo with 

support from the World Bank. A detailed contract incorporating e-procurement requirements was 

signed on 08 December 2014, for a total value of 578,991€ between the World Bank and the 

Ministry of Finance on behalf of the Public Procurement Regulatory Commission (PPRC) with a 

consortium consisting of a Croatian company (Infodom) and a Kosovan company (Komtel). The 

project implementation started on 15 December 2014, and initially was expected to be completed 

within a year (14 December 2015).  

The National Audit Office of Kosovo considers this system of substantial importance for the 

Kosovo Government, the numerous stakeholders including public and economic entities, and 

would improve processes, add effectiveness as well as transparency. Furthermore IT projects of 

this nature are considered as high risk due to complexity, the high number of parties involved and 

interaction with other IT systems of the Government that need to be coupled for effective 

exchange of data.  

1.1 Definition of electronic procurement system  

The roadmap recognised a key lesson from all national developments that e-procurement is not 

simply a software application, and approaching it in those terms will not lead to a successful 

outcome. E-procurement is a strategic programme and a good business design is vital. Technical 

tools are not sufficient to ensure success. Succinctly, e-procurement is not only a technical solution 

but an end-to-end business solution. 

The contract required the e-procurement system to be based on a standard software solution 

called @Spin, developed by INFODOM and implemented in some other countries. Customised 

software was required to add functionalities tailored to the Kosovo context.  
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The project scope included development of key modules for:  

 Centralized registration of economic operators, contracting authorities, Central 

Procurement Agency, Procurement Review Body, Public Procurement Regulatory 

Commission and other users; 

 Dashboard; 

 Electronic tendering (from procurement planning up to the signing of the contract); 

 Electronic Framework agreements; 

 Electronic auctions; 

 Electronic reverse auctions; 

 Module for Central Procurement Agency; 

 Module for Procurement Review Body; 

 Contract Management System; 

 System and Security Administration; 

 Application Usability and Help. 
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1.2 Duties and responsibilities of institutions involved in this 

project 

1.2.1 Public Procurement Regulatory Commission (PPRC) 

According to the Public Procurement Law (PPL) of Kosovo, PPRC: 

 Is responsible for the overall development of the public procurement system in Kosovo 

and the implementation of the PPL; 

 It is responsible for monitoring, supervision and enforcement of the PPL in Kosovo; 

 Ensures that such system operates in manner that achieves higher utilization, rational, 

efficient and transparent use of public funds, by encouraging competition and respecting 

the equality of participants in the public procurement process; 

PPRC consists of four departments one of which is the Department for Information Technology 

responsible for the strategic development of the information system of public procurement in 

Kosovo as well as collecting statistics for procurement. In the context of this project: 

 The Operational Acceptance Test shall be the primary responsibility of PPRC 

(PSMP/PPRC/1B2.1/2014-02/03, 2014).  

 The PPRC shall become responsible for the care and custody of the System or Subsystem 

upon their delivery and future maintenance (PSMP/PPRC/1B2.1/2014-02/03, 2014). 

1.2.2 Ministry of Finance  

The Main responsibilities of Ministry of Finance are as follows: 

 To coordinate the development and ensure the realization of a balanced annual budget for 

the public administration;  

 To create multi-annual budgets and long-term public investment programs in  

cooperation with public administration institutions; 

 To coordinate with public administration institutions and, where appropriate,  

multilateral and bilateral donors on issues related to financing from donors and 

grant contribution; 

 To ensure effective and transparent use of donor funds on the agreed purposes; 

 To ensure that all income and other sources of funding from public administration  

institutions, including voluntary contributions, are registered according to budget rules; 

 Ensure the implementation of the tax and customs legislation in the Republic of Kosovo; 

 To coordinate the activities of international financial institutions, etc; 
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1.2.3 World Bank  

E-procurement is part of the World Bank‟s Public Sector Modernization Project (PSMP) that has 

these main objectives: 

 To strengthen the performance of key budget organizations in budget formulation, budget 

execution, and public procurement; 

 To establish the foundations for fiscally sustainable payroll management and effective 

human resource management in the core civil service;  

 To create conditions for further automation of government work processes and for 

development of e-government applications. 

Approval date of this project was 04 February 2010 while closing date of PSMP project is 30 June 

2016 (World Bank PSMP, n.d.).  

1.3 Economic and social benefits 

Since the Internet provided a supply management tool in the mid-1990s, companies have tried to 

gain the benefits e-procurement can deliver: cost reduction, process streamlining, improved 

contract compliance, increased spend under management, and more (Aberdeen Group).  

The roadmap sets the key goals of the e-Procurement Program as: 

 To enhance decision-making capabilities of procurement officials by providing meaningful 

and comprehensive procurement information;  

 To improve financial planning and budgeting; 

 To improve transparency in procurement procedures and practices; 

 To bring efficiency throughout the procurement process and minimize the procurement 

cycle time; 

 To foster and encourage participation and promote competition among suppliers; 

 To harness economies of scale through demand aggregation and maximize value for 

money in government procurement; 

 To enhance citizens‟ and businesses‟ confidence in the government procurement process 

and the utilization of public funds; 

 To optimize inventory levels through the adoption of efficient procurement practices; 

 To ensure confidentiality, integrity and authenticity of all transactions and data between 

the procurement entities and the suppliers;   

 To improve service levels to all stakeholders involved in government procurement. 
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These policies are summarized as three broad high-level objectives as shown in Figure below. 

 

 

The economic value of Government Procurements amounts to approximately 390 Million euros 

(Raporti Vjetor i Prokurimit 2014, 2015). Potential benefits of an effective and efficient E-

procurement system exceed many times the investment for the system itself and may have a 

positive impact on the economic development and investment climate as well.  

Furthermore we also note that the E-procurement system will be compulsory in order to meet the 

EU directive (2014/24/EU) for this field (DIRECTIVE 2014/24/EU, 2014).  

  

E-procurement objectives 

GOVERNANCE  
Transparent Processes 

Accountability 

EFFECTIVENESS  
Informed management 

Efficient processes 

ECONOMIC 
DEVELOPEMENT 
Competitiveness  

Investment climate 
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1.4 Audit methodology 

Our audit approach focuses on assessing and evaluating the actions taken by management to 

ensure effective management of the contract. 

During this audit we mainly focused on questionnaires, interviews, analysis, review of documents 

and physical examinations. We assessed the roadmap, the contract, project management and 

progress reporting. Interviews were held with the relevant parties, such as: chairman of the PPRC 

board, members of the board, director of the department for information technology and officials 

of the department for training. We also conducted interviews with other parties including 

Ministry of Finance, Agency for Information Society and World Bank.  

We held a meeting with high level stakeholders to discuss our preliminary findings to ensure that 

all relevant information had been obtained to ensure the accuracy and objectivity of this report. 

Because of the importance of this project we also conducted a study tour to identify e-procurement 

implementation best practices in an EU member state. Experience has shown that it takes years to 

implement e-procurement. The outcome of the study tour indicated that PPRC was too optimistic 

to think that this could be implemented within a year.  

Initially we also aimed to assess the interface with other systems, testing, user training, user 

manuals, logical security, and internal controls within the system. However as these parts are not 

developed enough yet at the moment we will classify this audit as an Administrative and IS 

Audit, instead of Operational IS Audit, and recommend its auditing in the future, with a special 

emphasis on General Controls. 

We need to emphasise that the pre-study stage ended in 30th of November 2015 and we had a 

quick verification in the beginning of February 2016, so the disclosed finding relate as of that date. 

There was good cooperation with PPRC and they provided us the required documents as 

requested. 
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2 Conclusions and recommendations  

2.1 Main conclusion 

A major part of the E-procurement system is not yet fully implemented. Many of the project 

deliverables have not been realised due to lack of managerial, human and technical capacities in 

the responsible government agencies. Because the potential benefits are only partially met, old 

manual systems with associated inefficiencies and risks have to remain in place. The potential of 

benefits of the developed software and implemented hardware remain heavily underutilized and 

it is doubtful that this will improve in the near future. This is disappointing because the project 

roadmap and the initial contract contained a proper base for a successful project, even though the 

duration of the project implementation was short and tight. It will take considerable further efforts 

by government to gain full benefits of E-procurement in the near future. Nevertheless a follow up 

plan for the next years might enable the lacking organisational deliveries once PPRC undertakes a 

serious effort to stick to the original road map and plans. The NAO therefore made a number of 

recommendations connected to the secondary conclusions that should be feasible.   

2.2 Secondary conclusions 

Our main conclusion is based on the following secondary conclusions. 

Institutional organisation 

1. The expected project implementation framework required the establishment of a number 

of advisory/review bodies (Project Steering Committee, Project Implementation 

Committee, Project Management Unit and Project Advisory Committee) which were not 

implemented resulting in a lack of flow of information to governing bodies on the Project 

status. This mitigated again effective monitoring and timely intervention resulting in costs 

and delays in Project implementation. 

Information Systems Governance 

2. No documentation exists demonstrating an effective Governance framework 

encompassing policies and procedures (their approval or implementation) or risk 

management /action plan to be taken in order to effectively treat risk.  
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Information Systems Security 

3. PPRC was supposed to provide a secure environment for the operation of e-Procurement 

in the absence of Public Key Infrastructure (PKI). A proposal to use the e-ID system owned 

and developed by the Ministry of Internal Affairs (MIA) with good security levels had 

logistical/cost implications and PPRC has decided to leave users to authenticate by only 

using a single-factor authentication: username and password. This increases the risk of 

unauthorized use of the system. 

Interoperability 

4. The E-procurement System is expected to Exchange information with other e-Government 

services in order to effectively validate and process data and avoid duplication. Too little 

has been done regarding this although some of the reasons for this are beyond the PPRC‟s 

influence. 

Knowledge transfer 

5. The training of the expected 800 users has not been undertaken. Very limited training for 

the Train-of-Trainer (ToT) has been conducted. PPRC is planning to train 300 users this 

year – a rate of training which would require three years (3) to train all users and delay full 

implementation of e-Procurement within the same timescale. 

System performance assurance 

6. We were unable to verify that all testing had been performed by the Purchaser. Test 

books/cases were provided by the Provider but only partially conducted. Communication 

and response to the requirements by the Purchaser were partially made using the test 

books/cases. As such it is almost impossible to track and verify completion of the changes. 

We consider these secondary findings in more details in sections 2.2.1 to 2.2.6.  
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2.2.1  Institutional Organisation only partially implemented 

The E-procurement Readiness and Roadmap prepared in October 2012 (IGS-PPRC, 2012) 

highlighted Project Management methodology and institutional requirements. These 

recommendations were carried to the project Terms of Reference and included in the Contract 

signed between the relevant parties. 

Criteria: 

It was recommended that a number of bodies were established to govern, provide oversight, and 

communicate on the activities and deliverables of the project with some of their purpose as 

follows:  

 Project Steering Committee (PSC) – PPRC has established a PSC comprised of executive 

representatives of key stakeholders. It should work to a set of implement targets. It is 

important that all members of the PSC are fully aware of all of the aspects of an e-

Procurement programme including its milestones and objectives.  

 Project Implementation Committee (PIC) – is required, supported by an Advisory 

Committee and should include e-procurement advocates as well as IT specialists from 

government entities. These individuals should remain regardless of any restructuring of 

their agencies of origin, and it should report to PSC.  

 Project Management Unit (PMU) – has roles in two stages, namely (i) during system 

development and implementation, and (ii) for on-going support when e-Procurement 

becomes operational. The PMU should be led by a full time Director, who is responsible to 

PPRC and reports to the PIC and, as required to PSC. The PMU will also arrange 

interdepartmental working groups/committees to advance various aspects.  

 Project Advisory Committee (PAC) – a multi-agency advisor group should be created to 

help guide development and implementation issues and build some broader ownership.  

 Information Systems (IS) roles and responsibilities should be clearly defined and approved 

by the senior management of the institution. It must be determined whether the formal job 

description and structures coincide with the real ones and are adequate. 

Finding:  

a) The expected project implementation framework requiring the establishment of a number 

of advisory/review bodies (PSC, PIC, PMU, PAC) was not implemented resulting in a lack 

of flow of information to governing bodies on the Project status. A Project team was 

established, but without clear definition of its function and responsibilities, therefore it 

acted partially as PMU and PIC. PPRC for almost two months, during June and July, was 

without a Board of Directors, and after its re-establishment a single member of the board 

was appointed to oversee the Project Implementation, but not a body as recommended. 

This resulted in poor communication among the stakeholders, accountability and 

ownership issues not being clearly defined, and the situation mitigated against effective 
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monitoring and timely intervention.  Issues being faced were not properly escalated to a 

higher level to be resolved. This resulted in costs and delays in Project implementation. 

b) As the Project was being developed, proper requesting, reviewing, testing and 

implementation of changes were not identified. There might be a gap in configuration 

between the initial proposed solution during the contract agreement phase and the final 

product developed, therefore leading to improper or unavailable management of the 

system as there is no evidence of modification conducted. 

c) The PPRC Information Technology department structure has not been officially approved 

by the senior management of the organization, and as such roles and responsibilities have 

not been clearly defined, nor the segregation of duties in place. 

d) Support Desk/Help Desk activities must be clearly defined in order to properly assist user 

facing different issues or errors related to the services provided. During the warranty 

period (1year) the supplier is supposed to provide a web portal1 that will enable 

registration and tracking of the reported issues, but it is unclear what will happen with the 

data after the expiration of the warranty period. Functionality of the Support Desk/Help 

Desk has not been clearly defined and approved by the Senior Management 

We recommend the Minister of Ministry of Finance to ensure that:  

a) Although the project development and implementation is on its final phase, the bodies 

should be established, in order to ensure effective management and oversight of the 

implementation/ post implementation phase of the project. 

We recommend the Chairman of PPRC Board to ensure that: 

b) Change Management procedures should be introduced and implemented based on a 

defined and documented process to identify and apply technology improvements at the 

infrastructure and application level. This will codify the Information Technology (IT) 

department user expectations, and acceptance of the changes. There must be a clear 

process of preparing, managing and reinforcing change, which will involve senior 

management approval and commitment for changes (including but not limited to patches 

and upgrades). 

c) Senior Management must approve the organizational chart, and roles and responsibilities 

of the PPRC Information Technology department. Job descriptions, RACI charts and 

matrix workflow diagrams should provide the employees a more complete and clear 

direction regarding their roles and responsibilities‟, including but not limited to the 

functions of the System administration, security administration, service desk (help desk), 

media management, database administration, and application development and 

maintenance. Segregation of duties must be implemented, controlled and defined by 

implementing transaction authorization, asset custody, access to data and authorization 

forms.  

                                                      
1 www.komtelpe.net/HD 
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d) Ownership of the Portal and the associated data should be taken over by PPRC in order to 

provide consistency and prevent data loss related to errors reported by users. 

Best practice  

In order to successfully operate and further develop the processes and the services being provided 

by the organization, capacities of the IT staff should be supplemented with the knowledge on IT 

Project Management, IT Service Management, physical and logical security, and other related 

fields ensuring abreast on technology developments and latest trends.  

2.2.2 Inadequate Information Systems Governance 

The E-procurement System, according to the contract, shall be sole responsibility of the PPRC and 

they will be the owners of the system. PPRC will receive the source code of the system and all 

related information and access to the software, which will enable them to modify and adopt the 

application in the future if required. 

As the owners of the system, PPRC will be also responsible to develop and oversee the 

implementation of policy, procedures, or any other relevant regulation.  

Criteria: 

a) Under the „Management Policy, Legislation, and Business Model‟ of the contract, the 

following policies regarding electronic transactions would be developed as part of 

implementation: 

 IT Security Policy including in relation to the administrator; 

 Application Usage Policy (includes clause on limited liability); 

 Audit Trail Policy; 

 Business Continuity Planning; 

 Disaster Recovery Planning; 

 Backup Policy; 

 Archival Policy; 

 E-Payments/Receipts Policy; 
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b) Procurement policies and rules in the e-Procurement environment also need to address 

several management issues: 

 Inconsistence between electronic and hardcopy documentation from government 

agencies, and from private sector; 

 The malfunction of government facilities before closing time set for electronic bid 

lodgement; 

 Electronic bid opening procedures with paper; 

 Small medium enterprise (SME) engagement and facilitation; 

 M-technology applications; 

 Authentication method; 

c) The system will ensure Recovery Point Objective (RPO) of 24 hours and Recovery Time 

Objective (RTO) of 2 hours, as a minimum. 

d) Warranty and Post-Warranty service: Response to the request from the purchaser or its 

users for fixing the problems and asking for assistance to use the system shall be done 

instantly, not delayed more than 12hrs.; supplier will provide one (1) year of e-

Procurement system warranty, three (3) years of warranty for computer/server/laptop, 

and two (2) years of warranty for other equipment. 

Finding: 

a) No documentation exists demonstrating an effective Governance framework 

encompassing policies and procedures (their approval or implementation) or  risk 

management /action plan to be taken in order to effectively treat risk.  

b) There are few of the administrative instruction (UA-01/2010, 2010) (UA-02/2010, 2010) 

(UA-03/2010, 2010) (UA-04/2010, 2010) (UA-01/2015, 2015) (UA-02/2015, 2015) ,released 

and distributed by the Agency of Information Society (AIS) from the Ministry of Public 

Administration (MPA) to all the institutions of Republic of Kosovo, including PPRC, but 

they do not cover the PPRC requirements.  

c) Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) were not properly 

developed and implemented and the effectiveness of these have not been tested. 
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We recommend the Chairman of PPRC Board to ensure that: 

a) Policies and procedures should exist in the organization that will enable effective oversight 

by the management, create a positive control environment by assuming responsibility for 

formulating, developing, documenting, promulgating and controlling policies covering 

general goals and directives. In order to achieve policy objectives, procedures must be 

documented and steps defined. They will document business processes and the embedded 

controls. In addition policies and procedures shall apply to third parties, who shall have to 

follow.  

b) A risk management process also should be part of the policies and procedures to be 

adopted. This should ensure that PPRC is able to: 

 Understand and classify the risks that impact on e-procurement 

 Take well-informed decisions about the extent of the risk 

 Determine the risk appetite and the risk tolerance for E-procurement system 

 Understand how to respond to the risk in a controlled manner. 

c) Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) should be implemented. 

The organization should develop these documents initially based on a Business Impact 

Analysis. The plans and testing results should be approved by senior management, and 

reviewed for changes on regular basis (i.e. yearly review, or after system, infrastructure, or 

application changes). 

d) Support Desk/Help Desk function is responsible to deal with end-user support, incident 

management and reporting, liaise with technical support for system changes and 

corrections and other functions that ensure smooth operation of the system. 

Best practice  

In order to achieve the business value, business and IT must be aligned. Secondly the IT risks must 

be managed, and this can be driven by embedding accountability in the enterprise. We highly 

recommend implementation of a generic IT Service Management Framework. The 

recommendations as mentioned above can be implemented through internationally acknowledged 

frameworks for IT Governance. The PPRC could consider making use of one of the frameworks 

that are listed below, or eventually select a relevant subset out of these. 

 COBIT – was developed by ISACA to support Governance of Enterprise IT by providing a 

framework to ensure that IT is aligned with the business, IT enables the business and 

maximizes benefits, IT resources are used responsibly, and IT risks are managed 

appropriately. It provides tools to assess and measure the performance of 37 possible 

processes within an organization (COBIT, 2015). 
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 ISO/IEC 27001 – series of standards is a set of best practices that provides guidance to 

organizations implementing and maintaining information security programs (ISO/IEC 

27001, 2011). 

 ITIL (Information Technology Infrastructure Library) - is a set of practices for IT service 

management (ITSM) that focuses on aligning IT services with the needs of business (ITIL, 

2011). 

 ISO/IEC 20000 – series of standards is a specification for IT Service Management (ITSM) 

that is aligned with ITIL‟s service management framework. It consists of specific 

requirements for service management improvement and it provides guidance and 

examples for its application (ISO/IEC 20000, 2011). 

2.2.3 Insufficient Information Systems Security 

The E-procurement System requires a secure environment to operate successfully. Effective 

security measures include, but are not limited to controls over access to data, processing, 

transmitting and storage. Ownership and responsibility should be defined in order to achieve the 

desired outcome.  

Criteria:  

a) Logical and physical Access, and network infrastructure, control, identification and 

authentication will be analysed and evaluated for effectiveness in accomplishing 

information security objectives and avoiding losses resulting from exposure. Security 

incident handling will also be evaluated for effectiveness and prompt reaction and/or 

escalation of the problems. 

b) Information Systems Security management should facilitate and implement an institution 

wide information security program, which includes business impact analysis, business 

continuity plan, and disaster recovery plan, in support of the institutions critical business 

processes.  

c) The e-procurement system shall support and provide the facility for: 

digitally/electronically signing of all the documents, forms and communications; issuing 

digital signatures or other alternative methods in absence of Public Key Infrastructure 

(PKI) based digital signature for the authentication and encryption of data adopted by the 

Republic of Kosovo; and ensure secured and authorized transactions in the e-Procurement 

System. 

d) System shall encrypt data end-to-end when transmitting through public networks and the 

WAN. The data transfer between application server and client (web browsers) is expected 

to be secured using Secure Socket Layer (SSL). Transition from transmission to storage 

encryption must be on a streaming basis. 
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Finding:  

a) Roles and responsibilities were documented before the system implementation started, 

therefore they don‟t fully identify the responsibilities and accountable personnel.  

b) PPRC was supposed to provide a secure environment for the operation of e-Procurement 

in the absence of Public Key Infrastructure (PKI). A proposal to use the e-ID (e-ID, 2014) 

system owned and developed by the Ministry of Internal Affairs (MIA) with good security 

levels had logistical/cost implications and PPRC has decided to leave users to authenticate 

by only using a single-factor authentication: username and password. This increases the 

risk of unauthorized use of the system. Private keys are sent to users e-mail in XML format 

and persisted in the system. E-mails are not encrypted. 

We recommend the Minister of Ministry of Finance and the Chairman of PPRC Board to ensure 

that: 

a) All defined and documented responsibilities and accountabilities for the groups and 

individuals responsible for information security must be established and communicated to 

all relevant personnel and management. 

b) In order to ensure proper Information Security Management, the following key elements 

must be conducted: 

- The policy framework should be established with a concise top management 

declaration of direction, addressing the value of information assets, the need for 

security, and the importance of defining a hierarchy of classes of sensitive and critical 

assets. It should include the following: standards to develop minimum security 

baseline measurement criteria and methods, and specific procedures, practices and 

procedures. 

- Security awareness and training for all the employees of the organization and where 

relevant external users should receive appropriate training and regular updates to 

foster security awareness and compliance with written security policies and 

procedures, and two-factor authentication for the users accessing the system should be 

introduced. 
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Best practice  

Security objectives to meet organizations business requirements include the following: 

- Ensure the integrity of the information stored on their systems and while in transit 

- Ensure the continued availability of their information systems and data 

- Ensure conformity to the applicable laws, regulations and standards 

- Preserve the confidentiality of sensitive data while stored and in transit 

According to current best practices and standards (e.g., ISO 27001 and COBIT 5), adequate 

information security can be ensured only via a holistic approach, with respect to all relevant 

threats. Among all security measures applicable to the provision of electronic services, the 

authentication procedure plays a fundamental role in mitigating the insidious risk of identity 

theft. In order to mitigate this risk, Strong Authentication can be implemented. This is an 

authentication procedure requiring the combination of multiple authentication factors, including 

at least two (2) of the following: 

- Knowledge – Something the user knows; i.e. password, personal identification number 

(PIN) 

- Ownership – Something the user owns; i.e. mobile phone, smart card, token 

- Inherence – Something the user is; i.e. fingerprint, voice pattern, iris/retina  

Combination of any of the two above presents a two-factor authentication. 

2.2.4 Interoperability 

The E-procurement System has been designed to Exchange information with relevant IT systems 

in order to effectively validate and process data. The three main institutions that the system will 

Exchange data are:  

a) Tax Administration of Kosovo (TAK) in order to verify the information of entities, and 

their relevant obligations to the TAK. Using the fiscal number it should check existence of 

subject, retrieve basic data and check if the subject paid all taxes. 

b) Treasury - in order to verify financial and budgetary information in regard to the entity 

and their obligations to the contracting authority or any other entity. It should check that 

payment deposited for lodging a complaint by an economic operator used the correct 

UNIREF code, and it should check payment for invoices that were sent from suppliers. 

c) Contracting authority can accept invoice and manage payment Kosovo Treasury through 

financial management software “FreeBalance System” through required web services 

request.  
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d) Ministry of Internal Affairs (MIA), in order to verify and validate Certificates residing in 

the E–ID cards. 

Criteria: 

This e-Procurement system should interface with external systems for the verification and 

information about Business registration, tax and VAT clearance, daily information on currency 

exchange, and e-Catalog. 

E-procurement shall be possible to integrate/interface with the “Free Balance” system, e-ID, 

Business registration and trade, Tax and VAT System, e-catalog.  

Finding: 

 By Tax Administration of Kosovo (TAK) the service has been enabled and provided the 

solution to PPRC. Although the solution was not implemented until February 2016, during 

the time when we were auditing. The solution would act as a web service, where queries 

with the Fiscal number of the business would be sent to TAK, and TAK would respond 

back by providing the information related to the owner of the Fiscal number. The solution 

was tested outside of the e-Procurement system (as a stand-alone solution) but not as an 

incorporated solution into the e-procurement system. This deficiency is overcome after the 

completion of our work on the field. We managed to test the online functionality of this 

application. 

 Data exchange with the Treasury was never implemented nor tested. There were 

communication issues between the Treasury and PPRC as the definitions weren‟t clearly 

defined, nor the possibilities of implementation discussed. 

 Although a solution with MIA was introduced during the project implementation phase 

PPRC decided not to implement this solution for unknown reasons, although MIA has 

shown willingness and readiness to support its implementation. 

We recommend the Minister of Ministry of Finance and the Chairman of PPRC Board to ensure 

that: 

PPRC is revising and assessing the plans to ensure effective interoperability in those areas defined 

within the original plans. Gradually coupling with the E-procurement system should be 

programmed for implementation as soon as possible. This will promote the planned quality and 

reliability aspects of the system and avoid entering false (or duplicate) data.  

Trusted Interconnection with the Treasury system must be established as soon as possible, in 

order to verify and process the required information.  
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2.2.5 Inefficient Knowledge Transfer 

By the end of this year all user procurement certificates will expire. According to the new law 

amendment on public procurement (Ligji nr. 05/l-068, 2016), all procurement officers should 

conduct training programs and be certified in accordance with regulations, guidelines, and 

relevant decisions of PPRC until 12.31.2016. One of the modules of this training program is the e-

procurement as well. There are almost 800 users at government level that need to be trained to use 

the e-procurement. 

The Helpdesk as the first contact point for assisting users to identify and find solutions to different 

system usage issues must also be trained. 

Criteria:  

The supplier, in this case INFODOM, shall provide a comprehensive training plan and execute all 

relevant activities for the transfer of knowledge and technical skills to the users. 

 User: the e-Procurement System Supplier will provide training of trainers for users from 

PPRC, Central Procurement Body (CPA), Procurement Review Body (PRB) and contracting 

authorities;  

 Technical: the e-Procurement System Supplier will provide system level technical training 

to the PPRC technical team for trouble shooting, data center configuration, data backup 

and restore, and other technical problems in e-Procurement System. 

 Management: the e-Procurement System Supplier will provide e-Procurement System 

management training to the one batch of e-Procurement system administrators, 

administrators and Contracting Authority administrators. 

  Manuals: the e-Procurement System Supplier will prepare and provide manuals for each 

of the User types mentioned about separately. 

 Study visit: the e-Procurement System Supplier will organize a study tour for seven (7) 

persons for one week, (nomination of the participants will be done by the PPRC from 

among key stakeholders of the e-Procurement System implementation) in one of the 

European countries where the supplied e-Procurement system is successfully running with 

most of the functionalities similar to the e-Procurement System to be implemented in the 

Republic of Kosovo. 
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Findings: 

During our audit, we noticed that there was no training for users of e-procurement system, 

technical team, managerial training and there was manuals provided for each of the User types, 

that were forseen with the contract. As for the study visit, they did not provide any document to 

prove the benefits of this visit. 

The training of the expected 800 users has not been undertaken. Very limited training for the 

Train-of-Trainer (ToT) has been conducted. PPRC is planning to train 300 users this year – a rate of 

training which would require three years (3) to train all users and delay full implementation of e-

Procurement within the same timescale. 

We recommend the Chairman of PPRC Board to ensure that: 

A detailed, prioritized training plan for the user group should be developed and implemented 

within an agreed timetable to ensure that users are trained and certified to effectively use the 

system. 

2.2.6 Inadequate System performance assurance 

To determine if the institutional requirements have been meet and validated, it is crucial to 

conduct proper testing of the implemented system to ensure that it meets user requirements. 

System usage may reduce if expected benefits are not realized. 

Criteria: 

The Purchaser (with the assistance of the Supplier) will perform the following tests on the systems 

and its subsystems to determine whether these meet all the requirements mandated for 

Operational Acceptance. 

- Unit Testing – validates that each individual module of the e-Procurement system, are 

working properly; 

- Function Testing – validates that the mandatory functional requirements of the system 

supplied work properly. It is necessary to conform that the system supplied conforms to 

the specification. 

- Integration testing – validates that that combined parts or modules of the e-Procurement 

System are working properly 

- Volume Testing – validates that any values that may become large over time of the system 

can be accommodated by the program and will not cause the system to stop working or 

degrade its operation in any manner 

- Performance Testing – verifies that the full system operates in accordance with the 

business requirements; 
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The e-Procurement system will be implemented in phased manner. Six (6) nominated government 

agencies will start using the e-Procurement System in pilot implementation phase. 

The Operational User Acceptance Tests shall be the primary responsibility of the Purchaser 

Findings: 

At the conclusion of the audit, we were unable to verify that all testing had been performed by the 

Purchaser. Test books/cases were provided by the Provider but only partially conducted. 

Communication and response to the requirements by the Purchaser were partially made using the 

test books/cases, and partially by taking print screens and emailing them to the Provider. As such 

it is almost impossible to track and verify completion of the changes. 

A Memorandum of Understanding (MOU) has been signed with seven (7) institutions: Ministry of 

Trade and Industry, Ministry of Public Administration, Ministry of Local Government 

Administration, Ministry of Finance, Ministry of Infrastructure, Ministry of Environment and 

Spatial Planning, and Kosovo Energy Corporation. It specifies that these institutions will start 

using the e-Procurement only as a „scholarly‟ or „learning‟ mode, but it does not specify the 

performance measurement metrics, or expected outcomes of this phased implementation 

approach. It is also unclear what the baseline acceptance criteria will be, in order to declare if the 

pilot phase has been successful or not. It is also unclear how the system will be tested and/or 

learned from if it does not exchange information with TAK and Treasury. 

As the previous tests (unit, functional, integration, volume, and performance tests) has not been 

completely conducted nor documented, the results from the User Acceptance Test could postpone 

the successful implementation of the system, if major issues are found.  

We recommend the Chairman of PPRC Board to ensure that: 

All operational acceptances as specified in the Project Plan should be implemented and the results 

documented with in a clearly defined timescale. 

Acceptance Criteria should be defined for the Piloted institutions, in order to validate the proper 

functioning of the System. 

User Acceptance Test must be fully conducted and documented prior to the system acceptance 

and its upgrade to the production environment. 
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Terminology 

Authentication It is a process in which credentials given in the file are compared with 
those in a database of information to authorized users in a local 
operating system or within a server verification. If the credentials 
match, the user is allowed to access 

Backup The procedure for creating and preservation of data copies, which 
will be used in case of loss or damage to the original data 

Business Continuity Plan - BCP  Is a plan to continue operations if the infrastructure or environment 
of the organization is affected by different levels of the disaster, 
which preclude the normal course of its operations 

Cypher  It‟s a method to encrypt or decrypt data 

Dashboard  It is one of the user interface that organizes and presents information 
in an easily way to read 

Digital Signature  Is an electronic identification of a person or entity created using a 
mathematical algorithm intended for a receiver to verify data 
integrity and identity of the sender 

Disaster Recovey Plan - DRP  It is a documented process or package of procedures to recover and 
protect the IT infrastructure in the event of a disaster. Such a plan, 
usually documented in writing, specifying the procedures by the 
organization it has to follow in case of a disaster. 

Encryption - Decryption  Is a way to enhance the security of a message or file by scrambling the 
contents so that it can be read only by someone who has the right 
encryption key to unscramble it 

end-to-end  A term used in many business fields referring to the starting point 
and end of a method or service. This theory involves philosophy to 
eliminate as many layers of middle or steps possible to choose the 
performance and efficiency in every process 

Interface  It's a common border through which the two separate components of 
a computer system exchanging information. The exchange could be 
between programs, computer hardware, peripheral equipment, 
people and their combinations 

M-Technology Abbreviation of Mobile Technology, which enables access to and 
utilization of the system from mobile devices 

Patch  A patch is a piece of software designed to update a computer 
program or its supporting data, to fix or improve it 

Public Key Infrastructure-PKI  It is a set of roles, policies and procedures needed to create, manage, 
distribute, use, storage, and revocation of digital certificates and 
manage public-key cryptography keys 
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RACI chart RACI stands for Responsible, Accountable, Consulted and Informed, 
which shows who is responsible, competent, informed and consulted, 
which are four parameters in a matrix used in decision making. RACI 
chart describes the activities undertaken in the framework of an 
organization of persons or roles 

RPO – Recovery Point 
Objective  

RPO is defined by business continuity planning. It is the maximum 
targeted period in which data might be lost from an IT service due to 
a major incident. 

RTO – Recovery Time 
Objective  

RTO is the targeted duration of time and a service level within which 
a business process must be restored after a disaster (or disruption) in 
order to avoid unacceptable consequences associated with a break in 
business continuity. 

Secure Socket Layer - SSL Is the standard security technology for establishing an encrypted link 
between a web server and a browser. This link ensures that all data 
passed between the web server and browsers remain private and 
integral. 

Streaming  Is a technique for transferring data so that it can be processed as a 
steady stream and ongoing 

Swim Lane Many methodologies for modeling the processes use the concept of 
swimlanes as a mechanism to organize activities into separate visual 
categories in order to illustrate different functional capabilities or 
responsibilities (organizational roles).It is a visual element used in 
process flow diagrams, or flowcharts, that visually distinguishes job 
sharing and responsibilities for sub-processes of a business process 

UNIREF - Unified Reference 
Payment Code 

The instrument used for identification and classification of payments 
as well as their registration in KFMIS 

Update  Is the process for adding new information or making additional 
corrections 

User Acceptance Test-UAT  is the last phase of the software testing process. During UAT, actual 
software users test the software to make sure it can handle required 
tasks in real-world scenarios, according to specifications. 
UAT. It is one of the latest procedures and critical to software project 
that must occur before the software developed is launched for use.  

Wide Area Network - WAN A wide area network (WAN) is a telecommunications network or 
computer network that extends over a large geographical distance 

XML-Extensible Markup 
Language 

Is a markup language that defines a set of rules for encoding 
documents in a format that is both human-readable and machine-
readable 
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