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The National Audit Office undertakes regularity and performance audits and 
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Our Mission is to contribute to sound financial management in the public 

administration. We perform audits in line with internationally recognized 

public sector auditing standards and good European practices. 

The reports of the National Audit Office directly promote accountability of 

public institutions as they provide a base for holding managers’ of individual 

budget organisations to account. We are thus building confidence in the 

spending of public funds and playing an active role in securing taxpayers’ and 

other stakeholders’ interests in enhancing public accountability. 

The performance audits undertaken by the National Audit Office are 

independent, objective and reliable reviews that assess whether government 

actions, systems, operations, programs, activities or organisations operate in 

accordance with the principles of economy1, efficiency2 and effectiveness3 and 

whether there is room for improvement.    

The Auditor General has decided related to this report “Management and 

Usability of e-Assets Application” in consultation with the Assistant Auditor 

General, Vlora Spanca who supervised the audit. 

The team that produced this report consists of: 

Myrvete Gashi, Audit Director 

Fexhrie Thaqi, Team Leader 

Arbërore Sheremeti: Team member for IT 

Elvin Mala, Auditor of Information Systems 

 

NATIONAL AUDIT OFFICE-St. Musine Kokollari, No. 87, Prishtina 10000, Kosova 
Tel.: +383 (0) 38 60 60 04/1002/1012-FAX: +383 (0) 38 2535 122 /219  

http://zka-rks.org  

 

                                                      
1 Economy – The principle of economy means minimizing the cost of resources. The resources used should be 

available at the right time, at the right quantity and quality, and at the best price.  
2 Efficiency - The principle of efficiency means getting the maximum out of available resources, which has to do 

with the link between the resources engaged and the results given in terms of quantity, quality and time. 

3 Effectiveness - The principle of effectiveness means achievement of predetermined objectives and achievement 
of expected results. 

http://zka-rks.org/
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Executive Summary 

Public institutions are responsible for preservation of public assets and therefore the proper manner 

to ensure preservation is recording of all assets in easily accessible and secure applications. The 

Government of Kosovo drafted the necessary legislation that aims at developing applications that 

would provide easy access for each institution at any time. For purpose of recording assets over 

€1,000 a module within the application of Kosovo Financial Management Information System has 

been developed, while for assets under €1,000, the e-assets application has been developed.   

Along with e-assets application guidelines for each step to be followed are provided, including 

training that should be organized for each official in a Budget Organization. The responsibility for 

all activities related to this application falls under the Ministry of Public Administration, namely on 

the Agency for Information Society. This application was intended to be used by all Budget 

Organizations.    

As of 2010, the Ministry of Public Administration introduced this application where all assets under 

€1,000 should be recorded. However, the overall use by all Budget Organizations remains a 

challenge. The National Audit Office in the audit reports of Financial Statements for Budget 

Organizations has continuously expressed the concern of incomplete use of e-assets application, and 

for not being used at all in a number of Budget Organizations. To ensure its use it has been 

recommended year after year.     

In order to assess this, we carried out an audit where the objective was to assess management and 

monitoring of the e-assets application by the responsible institution, which would enable proper 

functionality and operation. In addition, in this audit we analysed the usability of this application 

by Budget Organizations. This was done by testing the application where all assets under €1,000 by 

budget organizations are recorded.     

Subject to the audit was the Ministry of Public Administration, namely the Agency for Information 

Society as the owner of the e-assets application and six Budget Organizations that were selected as 

sample to assess the usability of this application. Sample budget organizations of this audit are: 

Ministry of Internal Affairs, Ministry of Culture, Youth and Sports, Municipality of Ferizaj, 

Municipality of Lipjan, Customs, and the Privatization Agency of Kosovo. This audit has covered 

the period from the start of the project (2010) up to September 2017.     
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Overall Conclusions  

The Ministry of Public Administration, namely the Agency for Information Society has not secured 

an appropriate functioning of the e-assets application. E-assets application has flaws and is not 

being fully used by budget organizations. Even though around one million Euros were invested by 

the Government for development and maintenance of the application, the main goal for 

establishment of a unified central base for effective management of public assets has not been 

achieved. The Agency for Information Society did not pay appropriate attention to the 

establishment of IT support and operational activities. Some standard activities are carried out, but 

on an ad hoc basis, whereby no procedures or rules upon their execution were not followed. The 

application suffers crashes, delays and quite often is not operational at all. Requests are not recorded 

and there are no control mechanisms for their handling.       

Notwithstanding abovementioned shortcomings, the application contains main modules that 

enable budget organizations to record assets under €1,000. However, the use of application by 

budget organizations is limited. The Regulation on Management of Non-Financial Assets obliges 

budget organizations to use this application, but some organizations use other forms of registers or 

applications which in some cases are accompanied by additional costs from the Kosovo budget. 

Failure to fully use the application exposes assets under €1,000 to loss or misuse and incorrect 

reporting. Out of six budget organizations audited, Kosovo Customs, Municipality of Ferizaj and 

the Ministry of Culture, Youth and Sports either do not use the application at all or use it at very 

limited level.      

Furthermore, the Ministry of Public Administration and the Ministry of Finance have no 

cooperation in relation to the implementation of the e-assets application. The Ministry of Finance 

has not addressed whether the assets under €1,000 presented in financial statements by Budget 

Organizations have been extracted from this application. Consequently, there is a risk that assets 

under €1,000 presented in the Financial Statements of Budget Organizations are incomplete and 

inaccurate. 

Improvement of identified shortcomings may significantly affect proper functionality of the e-assets 

application.    

Key Recommendations    

The Ministry of Public Administration, namely the Agency for Information Society, should ensure 

proper functionality of the application by establishing IT control framework, which will contain 

policies, procedures, guidelines or similar and accurate documentation that is apprehensible and 

approved. It should define its elements, which are in line with the goals of the institution and the 

manner of operation.          

The Agency for Information Society should provide training to all public officials so that the 

application is used entirely with all its modules. In addition, training should be provided for 

responsible officials that use e-assets to enter data as required under the applicable regulation.    
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To ensure proper management of information related to assets under €1,000, Budget Organizations 

should ensure that responsible staff is using the e-assets application. This would ensure proper 

management of assets of Budget Organizations.   

The Ministry of Finance and the Ministry of Public Administration should establish regular and 

continuous communication to ensure that assets under €1,000 are presented in financial statements 

only from the data extracted from this application. 

(For more detailed conclusions and recommendations, refer to the body of the report) 

Response from audited entities  

Ministry of Internal Affairs, Municipality of Lipjan, Customs of Kosovo and Kosovo Privatization 

Agency agreed with audit findings and recommendations. We have not received a response from 

Ministry of Finance and Municipality of Ferizaj, while comments of Ministry of Public 

Administration (Agency of Information Society) and the Ministry of Culture, Youth and Sports can 

be found in Annex 2. 

Audited institutions involved in this audit are encouraged to make all efforts to address received 

recommendations.   
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1 Introduction  

State assets comprise a considerable part of its budget expenditures. The purpose of purchasing and 

possessing assets is to facilitate the work when providing services to citizens. Therefore, their 

preservation and use is very important, thus public institutions draft rules and procedures for their 

management. 

Public institutions own a large number of assets that are used by public employees and managed 

by institutions where are being used. Previously, asset registers were held on Excel spreadsheet, 

while with information technology advancements registers are held in software packages that 

provide data on the assets status of an institution at any time, with high security and easily traceable.     

The Government of Kosovo in 2009 drafted a strategy for electronic governance, the purpose of 

which is to provide services to citizens and businesses, and this is provided through information 

and communication technology. This raised the need for having an application that records assets 

and includes all institutions at different levels. As a result, in 2009 an application was developed 

and launched in 2010 enabling public institutions to have data on the status of their assets.          

Asset recording is regulated in two levels; all assets in public institutions with value over €1,000 

Euros are recorded in the Kosovo Financial Management Information System (KFMIS), which is 

managed by the Ministry of Finance (MoF), namely the Treasury, while assets under €1,000 are 

recorded in the e-assets application that is managed and monitored by the Ministry of Public 

Administration (MPA), namely the Agency of Information Society (AIS).        

This electronic application should provide easy and safe access, and for this, it is managed and 

monitored by IT experts at any moment, as this is an application that provides data on the status of 

assets and AIS is foreseen to provide high security over the recording of data entry and any changes 

that occur for any recorded asset can be traced.        

For the management of non-financial assets, the MoF drafted a regulation requiring that assets are 

recorded at the time of purchase and verifying their physical condition at least once a year. All 

institutions are obligated to record assets in e-assets application. Among other things, assets 

recording are based on the monetary value and the depreciation/amortization rate.        
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1.1 Audit Problem   

Public institutions should record assets with value under €1,000, and this was done by institutions 

in an Excel spreadsheet or by creating databases, as well as other applications that provided this 

service, which is difficult to monitor and preserve. Therefore, the Government has invested in 

building a unique system where all assets are recorded.      

The Kosovo Assembly has expressed its concern related to recording of data in this application, by 

requesting an explanation from the MoF for such an action, and as a consequence actions were taken 

for amendment of the regulation that would allow the use of the application by all BOs.4        

In the table below, we will present budget organizations that are responsible for using the e-assets 

application and status of usability over the years.     

Graf 1. Level of use of e-assets application from 2010 up to 2017  

 

Source: Data from e-assets application   

According to e-assets, there are 154 budget organizations (central level, local level, independent 

agencies and executive agencies) that are obligated to use this application. In the table above, 

institutions were grouped based on the number of transactions, based on the system use of all 

modules within the year, starting from the BOs that use it at a good level that have more than 1,000 

transactions, in the second or medium level those that have 1-1,000 transactions, and those that are 

not using it are those with zero transactions.5 A variation of e-assets use by BOs can be seen from 

this classification.         

The level of e-assets use has not been presented in a good level in regularity audit reports either. 

Based on audits conducted by the National Audit Office (NAO) for 2015, out of 92 audits conducted 

                                                      
4 Recommendation to revise the regulation by the COPF. 
5 This selection was done by considering the size of BOs and transactions that may occur within a year. 
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it has been reported that a number of budget organizations do not use this application at all, while 

others use it to a limited extent. Poor level was also reported for 2016, where according to 92 audit 

reports, 39 BOs use this application entirely, 21 use it partially, and 32 do not use it at all. In addition, 

according to these reports, some budget organizations have purchased special software packages 

for the same purpose. This, besides not being in line with the applicable regulation, results in 

inadequate control over the public assets by the Government and in increase of public spending.              

1.2 Audit objective  

The purpose of putting in place the e-assets application was to create a central unified database for 

effective and accurate management of public assets. This recording would help individual 

institutions to assess the state of assets at any time, as well as the Government to have a complete 

view of assets at the state level.  

The objective of this audit was to assess management and monitoring over the e-assets application 

by the responsible institution, which should enable proper functionality. In addition, in this audit 

was analysed the use of this application by budget organizations. This was accomplished by testing 

the application where assets under €1,000 by budget organizations are recorded.    

1.3 Audit questions  

To respond the audit objective we have posed the following audit questions: 

Key audit question is: 

Is the e-assets application being managed and used properly? 

1. Is the MPA, namely AIS effective in ensuring functionality of the application? 

 Were any procedures for use and functionality of the application been developed?    

 Was any proper segregation of roles and responsibilities for functionality of the 

application been made?    

 Does the application allow all functions as foreseen? 

 Has the training provided achieved its goal for the users of the application? 

 Is the support provided to users effective?   

2. Is the use of application effective and efficient?  

 Is e-assets application being used by all budget organizations? 

 Does the e-assets application provide easy access? 

 Can reporting be monitored and to what extent is the data presented in the application 

secure?    
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1.4 Audit criteria   

The criteria presented in this chapter are based on audit questions as well as on official documents 

that regulate responsibilities of the parties involved in use and monitoring of the application.  

The criteria below will be presented based on the order of questions:  

 The MPA should document, approve and communicate adequate policies and procedures 

for purposes of guiding actions that AIS undertakes, in order to fulfil its mandate; 6  

 In order for the application to function fully, roles and responsibilities should be clearly 

segregated and described. Starting from the committee appointed for a project, the entire IT 

should be positioned at a satisfactory level within the organization; 

 The MPA, namely AIS, should have mechanisms in place with which ensures that all policies 

and procedures are followed; 7  

 In order to carry out security activities and data quality in the application, MPA should have 

established procedures and work plans which should be in line with AIS objectives; 

 In case of an application request or changes to it, AIS should conduct tests and based on 

results accepts or rejects the application or changes to it; 8    

 In order for the application to be user-friendly, AIS should ensure that all users from all 

levels are trained to use e-assets application.9 

 The personnel employed in public institutions are responsible from the moment of 

recruitment up to the termination of employment relationship to maintain the 

confidentiality of information. This would ensure the government of a professional 

approach of personnel, and avoid the security risk of organization’s information;       

 Validation rules are designed well, documented and implemented in terms of input; invalid 

data is properly rejected by the application; validity criteria are updated in a proper and 

authorized manner; there are comprehensive controls such as rules, registration and 

authorization in case of possibility of inputs`core controls;    

 The MPA should have documented objectives of institution’s management network, 

assistance and services measurement, defining problem types and those responsible of the 

HelpDesk.  

 In order to ensure full presentation of assets under €1,000, all public institutions are obligated 

to use the entire application by ensuring documentation, preservation, recording, alienation 

and reporting of assets; 10    

                                                      
6 The IT audit manual for Supreme Audit Institutions. 
7 Ibid. 
8 Ibid. 
9 Contract of MPA with Data ProgNet: Application for assets management within the e-government.  
10 Regulation of MoF no. 02/2013 on the management of non-financial assets in budget organizations, Article 2 
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 The AIS supports BOs by ensuring that application is fully functional and easy to use by all 

users; 

 MPA, namely, AIS should develop a plan that identifies new requests or needs of 

Information Technology (IT), as well as a committee for monitoring that needs to have 

sufficient information for decision-making; 11     

1.5 Audit scope  

The purpose of this audit is to assess the use and monitoring of the e-assets application, and our 

main focus has been in the MPA, namely the AIS, as the administrator and the one monitoring this 

application. Part of the assessment was testing the functionality of the application and the 

possibilities it provides for easy and efficient use. Assessment was done by testing the application 

in terms of user-friendly by all institutions and how the entire process is being managed by AIS, 

starting from user training up to the functionality of the application.        

In relation to budget organizations as users of the application, the situation in the field was analysed 

by selecting budget organizations using the application and those that do not use it at all. At central 

level two ministries have been selected, including two agencies and two municipalities at local level. 

This was done to understand the situation at all levels and their comparison.  

Entities were selected as a sample based on the level of use/non-use of the application. In addition, 

entities were audited that based on research have resulted that they use other applications for the 

same purpose.  

Entities selected with level of use over the years are:  

 Ministry of Internal Affairs (MIA), 

 Privatization Agency of Kosovo (PAK) 

 Municipality of Lipjan (ML). 

While those with the lowest level of use over the years or that do not use it all are: 

 Ministry of Culture, Youth and Sports (MCYS), 

 Kosovo Customs (KC), 

 Municipality of Ferizaj (MF).  

Meanwhile, the Ministry of Public Administration, namely the Agency for Information Society is 

the main subject of this audit as the responsible one for management and monitoring of the 

functioning of this application. This audit covered the period from the beginning of the project from 

2010 to September 2017.   

                                                      
11 The IT audit manual for Supreme Audit Institutions 
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1.6 Audit Methodology   

In order to evaluate the manner of use and management of the e-assets application we have used a 

number of methods in order to respond to audit questions.   

During the audit we have analysed: 

 The legal framework in terms of rights and obligations related to the management and use 

of the application; 

 Strategy for e-governance and the action plan;   

 The manual for e-assets application and its modules;  

 Contracts and technical specifications related to requirements that arise to make the 

application usable and functional; 

 The role of AIS and the communication with budget organizations as users of e-assets 

application; 

 We have tested the application in terms of functioning and use; and 

 Obtained evidence collected by audited entities regarding the manner of assets recording in 

the application. 

We have also interviewed: 

 Senior officials responsible in audited institutions; 

 Sub-administrators, namely officials responsible for Information Technology; 

 Internal auditors; 

 Assets officers; 

 Warehouse officers; 

 Goods receiving officers; and 

 Logistics Officers. 
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2 Description of the e-assets application  

This chapter will contain the description of the role of function of the e-assets application, as well as 

the role and responsibilities of all institutions as users. The responsibility for management and 

monitoring of the e-assets application has been assigned to the MPA, namely the AIS, in order to 

ensure proper functioning of the application as well as its monitoring and maintenance, while BOs 

are responsible for recording all non-financial assets under €1,000.    

2.1 Management of public assets and legal framework 

Management of e-assets application for values under €1,000 has been assigned to the AIS and its 

role is to ensure full functionality by providing high security for its use to all public institutions as 

users of this application. 

The Law on Public Financial Management and Accountability obliges budget organizations to 

maintain public assets properly12. Based on this, each institution should record assets at time of 

purchase or acquisition.   

In addition, in order to have proper recording of assets, the Ministry of Finance has drafted the 

regulation on recording of non-financial assets, which aims to ensure full use of this application for 

all non-financial assets.  

Assets register includes financial assets (individual value over €1,000 with a lifespan of more than 

one year), non-financial assets (individual value under €1,000 with a lifespan of more than one year) 

and stocks. Financial assets should be recorded in the KFMIS, while non-financial assets and stocks 

should be recorded in the e-assets application. 13    

2.2 Content of e-assets application 

All public institutions are obligated to record all assets under €1,000 in this application. The one 

responsible for the approval of internal rules and procedures for recording, preservation and 

alienation of assets is the Chief Financial Officer. 14   

The application consists of modules through which assets are managed with all entry/exits of assets 

and consumable materials of the institution, barcodes for identification of equipment are generated, 

track of depreciation of equipment is kept and status of stocks, as well as requests by each employee 

of the relevant institution through the application to obtain equipment and consumable material. 

The table below explains the role and the content of each module.            

                                                      
12 Law no. 03/L-048, on Public Financial Management and Accountability, Article 8 
13 Ibid, Article 6 
14 Ibid, Article 4  
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Table 1. Composition and content of the application according to roles  

Modules  Purpose of module 

Module of 
Administration 

All forms that relate to institutions, users and other support parts of the 
application are included within this module. 

Module of warehouse  This module manages transactions in the warehouse including entry, 
exits, discharge, transfer, and barcode-labelling. In addition, through 
this module data on Economic Operators, goods, donations is 
managed, and requests made by employees are handled.   

Module of assets  It is a part of the application that receives ready-made data from the 
warehouse module. All the data that is recorded by the warehouse 
officer that belongs to the category of Inventory is used by the assets 
officer to create his own assets book.  

Module of accounting  Serves for the accounting register where all the data according to the 
description and the possibility of modification can be seen.   

Module of logistics   In this module the data on issuances that can be done based on an 
invoice number, worker, location and office can be found.     

Module of personnel  Recording and requests is included in this part of the module. Here you 
can find data on the institution and existing users, as well as requests 
for new registrations. 

Module of 
engineering  

This module serves for recording of work, requests that may arise for 
execution of works where description and justification of the request is 
included.    

Positions15 that can use the modules, which have access to the application, are based on their role 

and responsibilities. The table below presents these positions within the application and the 

responsibilities of each according to the hierarchy.       

  

                                                      
15 Positions: are defined for public officials appointed by the BO that can be with the same responsibilities that the 

application requires.  
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Table 2. Positions in e-assets and responsibilities of each position  

Position within the application                         Duties and responsibilities  

Administrator This role has the responsibility of managing the application, monitoring and 
other changes in the application that cannot be done by other responsible 
levels. 

Sub-
Administrator  

In each budget organization at least one internal sub-administrator within the 
BO is assigned for maintenance and management of e-assets application. 
His/her task is to create new user accounts and administration of other 
categories such as opening of warehouses, departments, categories, 
measuring units, request etc.  

Internal Auditor Carries out an audit of e-assets application and verifies the data of the 
application by comparing it to the hardcopies.     

Personnel 
Officer 

Is responsible to define positions of employees, relevant departments and 
levels of approval, in line with their contracts or the Decision for the position 
appointed. From this position he/she will enable the internal administrator to 
identify changes in the organization so that are undertaken actions in the 
application which should always be up-to-date.      

Logistics Officer Under the monitoring of the warehouse, namely entry and exits, and ensures 
that orders for goods are done on time by the warehouse officer.    

Warehouse 
Officer 

Orders goods in each organization, which is done based on needs and 
specifications. After ordering, the Warehouse Officer also receives goods and 
at the same time receives requests from employees for goods. Warehouse 
Officer also delivers required goods to the employee. In coordination with the 
Logistics Officer issues, discharges or make internal or external transfers.     

Assets Officer It responsible to record, track and maintain assets of the organization and 
ensures complete recording of assets in accordance with the accounting 
register. For alienation of each piece of equipment is established a committee 
which decides on obsolete or damaged equipment. Asset officer is not allowed 
to be part of the committees but is obligated to execute committee’s decision 
in the application.     

Employee   Any official regardless of the position is able to make an online request for the 
material needed, and is able to verify assets he is charged with at any time by 
using reports provided in the application.   

Source: Assets management system within the e-governance, Manual 

All these positions are defined based on the size of organisations and its composition.   
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2.3 Role and responsibilities of the MPA (AIS)  

The Ministry of Finance has drafted a regulation under which roles and responsibilities of all parties 

that use the application have been designated. While the MPA, namely, AIS conducts management 

and monitoring of the e-assets application.  

For development of e-assets application and its maintenance was contracted an Economic Operator 

(EO) form the IT field and its role is to provide easy access and use to all budget organizations. A 

committee for management of this project was appointed within the AIS, which in cooperation with 

EO provides technical support to all budget organizations as users of this application. In addition, 

this committee is also responsible to ensure that data is at a reliable level, and that can be used for 

all necessary reporting as foreseen under the regulation. 16      

The AIS should provide continuous technical support to all BOs starting from continuous training 

for officials of all levels defined in the application, and this training is done in cooperation with the 

EO. The AIS has also produced a manual that is integrated into the application for the purpose of 

describing each step that one can take under each level in the application. This manual describes 

application steps for each module and steps that users of e-assets have to take. Furthermore, 

application also contains video tutorials, which facilitate obtaining of information on the use of the 

application by its users.       

E-assets application enables linking of institutions for assets recording and its functioning according 

to applicable laws and regulations on assets management, starting from the data of officials that are 

employed in public institutions. In addition, the role of AIS is to ensure traceability in the application 

for all events that occur in all forms, reports, and other modules of the application.      

Furthermore, in order to have a fully functional application additional hardware is needed17, which 

enables identification and recording of assets. The MPA (AIS) has distributed needed hardware in 

all budget organizations that enable generation and reading of barcodes, since all organizations are 

obligated to identify devices with unique codes.     

  

                                                      
16 Law no. 03/L-048, on Public Financial Management and Accountability, Article 24  
17 Hardware parts are; Barcode printers, barcode scanners, and barcode labels for barcode generation. 
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2.4 Role of budget organisations in using the application  

In the application 154 budget organizations are registered as users of e-assets application. This 

number includes the Assembly, Office of the President, Government and executive agencies under 

their management, independent institutions and municipalities.  

For each consumable material or asset purchased by each budget organization, committees for their 

receipt are established, which then are recorded in the e-assets application. An identification 

number or barcode is generated by the application for each asset which is unique. Through 

hardware devises you can print this barcode which is placed on each device. Budget Organizations 

also record consumable material, which is recorded by the Warehouse Officer. These registers 

enable budget organizations to have complete and accurate data on the stocks and assets as a whole. 

This register also serves to the committees that verify assets which is done at least once a year.       

BOs can generate reports from the system and these reports provide complete data, which are 

presented in the Annual Financial Statements by individual organizations. The Chief Financial 

Officer in the BO ensures that the data presented in the Statements are complete and accurate.  

In order to do this positions are assigned according to the application and each officer is active 

starting from the employee who files a request for goods, and then is approved by the line manager. 

It is the responsibility of the warehouse officer to keep records of stocks in the organization, and 

assets officer to record each asset issued to employees in the organization. Every asset of the 

organization is in the ownership of that official of that same BO, or is in the register of stocks.              

A sub-administrator is assigned in every BO whose role is to manage the manner in which the 

application is used, create accounts for new users, assign roles that are based on positions under the 

organizational chart of the BO. This position is intended to provide technical assistance to officials 

in the workplace.          

The Internal Auditor has an oversight approach in the e-assets, the role of which is to assure the 

Chief Financial Officer that consumable material or assets are recorded in the application and that 

the data is complete and accurate. Furthermore, another responsibility of the internal auditor is to 

ensure that data generated from the e-assets application is the same as their hardcopies.       
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3 Key findings 

This chapter addresses findings related to the management of e-assets application by AIS as its 

owner/administrator including the level of use by public institutions that are obligated to use the 

application fully and with accurate data.   

3.1 Responsibility of MoF, MPA and BO in implementation of the 

law and regulation 

The Regulation on recording of assets has been drafted by the Ministry of Finance wherein roles 

and responsibilities of public institutions are described (in this report presented as BOs) on the 

manner of recording and preservation of assets. However, roles and responsibilities have not been 

shared, nor the cooperation of MoF and MPA in terms of the manner of implementation of this 

regulation. It has not been mentioned what is the role of the MPA, namely of the AIS related to the 

manner of assets management and monitoring, while from responsible officials we have found out 

that they have no cooperation in practice.18   

Even though the MoF has drafted the regulation, no monitoring processes have been included 

therein on how budget organizations enter data in the application or ensure the use of this 

application by all BOs.    

In addition, regarding the data presented in the financial statements on assets with value under 

€1,000 is not specified the application from which the data was used, even though in the regulation 

drafted by the MoF, it is stated that BOs are obligated to use e-assets application and is the only 

application that serves to record assets under €1,00019. Our findings presented below indicate that 

BOs use different applications to record assets under €1,000.    

Our audit findings have revealed that institutions spend public funds to develop applications that 

serve the same purpose as the e-assets application, where out six audited entities selected as sample 

we have noticed that Customs have developed a database that uses it for this purpose, while the 

MIA continues spending on an application where recording of expenses (assets) under €1,000 is 

included.  While other audited entities use an Excel spreadsheet as their main base for recording of 

assets under €1,000.    

                                                      
18 Interview developed in the MoF in May 2017 and AIS on July 2017 
19 Regulation of MoF no. 02/2013 on management of non-financial assets in budget organizations, Article 6, clause 3, 

p11, and the meeting in Treasury on May 2017 
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3.2 Effectiveness in management and functioning of e-assets 

application 

The goal of the application was to provide possibilities for broad use by the government and the 

BOs, so that they are aware at all times of the situation of non-financial assets in order to control 

expenses and assets as a whole. Our findings show that there is a lack of initiative from the AIS and 

BOs to use this system entirely. From the interviews conducted at AIS and BOs, we concluded that 

adequate steps were not taken to ensure that the application includes all public officials.    

3.2.1 Drafting and implementation of procedures for use and functionality 

of the e-assets application  

The AIS as the unit that is responsible to ensure proper use and functionality of the application has 

failed to draft procedures that would ensure proper control over the application. As such, initially 

the knowledge to assign responsibilities was lacking, but also actions that need to be taken to enable 

proper use of the application, as well as its functioning.     

Based on interviews conducted with AIS director and the officials that administer or operate with 

the system, we have noticed that procedures for system functionality are missing, starting from 

establishment, operation, updating and up to the system recovery. In addition, procedures that 

define functional operations, which ensure proper functioning of the system are missing.      

Furthermore, the proper manner of use of e-assets application was not designated due to the absence 

of proper segregation of roles and responsibilities, definition of actions that need to be taken for 

introduction and maintenance of the application.        

We have found that procedures for monitoring and controlling of the system are missing, which 

procedures would determine:    

 Protective measures of the system, which would ensure that the system is confidential, 

available and reliable;  

 There is no action plan of recovery in extraordinary cases or in case of disasters; 

 The only document that can partially guide users to use the system is the User Guide, which 

is accessible through the system; and 

 Due to lack of procedures, these activities are carried out based on office practices or ad-hoc 

decisions by persons responsible or committees, but not based on any procedure or by 

documenting these actions.     
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3.2.2 Segregation of roles and responsibilities for functionality of the 

application 

The AIS has a large number of applications that are linked with IT, and these processes are overseen 

by the staff employed within this agency. In order to ensure that the projects reach the objectives set 

out in the contracts signed with the EO on development and maintenance of these applications, are 

established committees that consist of different areas of IT. Based on tasks assigned, from committee 

members is also requires responsibility during the process of development and maintenance of the 

application. During the audit we have found that AIS possesses an approved document where only 

the responsibilities of the manager of the project for e-assets and for establishment of a committee 

of this project are described. No roles or responsibilities have been documented for any of the 

members involved in the project.20      

Regarding the composition of the e-assets application, AIS has provided an organizational chart as 

a guide for describing roles and responsibilities for each level within this application. From the 

organizational chart and the comparisons between roles found in the e-assets application, we have 

found that in the application there are other roles that have been shown in the figure below which 

are not described in the guide, and there are no other descriptions of roles and users who have these 

responsibilities in the application.        

The roles found in the application are shown in the figure below, which is operational in the 

application, ranging from roles such as ‘Verifier’, ‘Work Request’, ‘Work Request 

Logistics’,’EngineeringDepDiv’, ‘Engineering Authoriser ‘, ‘Internal transfer‘ do not have a 

description on the responsibilities that they have in the application.         

Figure 1. Roles and positions found in the application.    

  

Source: Data from e-assets application   

                                                      
20 Interview with the Head of AIS and the Director of e-Governance Directorate, July 2017. 
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According to work responsibilities from the organizational chart and monthly reports submitted by 

the EO in AIS, and audits in other BOs, we have found that a large number of users are registered 

by EOs or the administrator of the application in the MPA, even though this responsibility belongs 

to the sub-administrator of the application of the respective institution. Opening of these accounts 

is done without any written procedure but only with an e-mail from the new user.      

According to the organizational chart provided and verifications in audited institutions, we have 

found that the warehouse officer has responsibility in the application at the level of the sub-

administrator. This account is opened by the EO or the application administrator in the AIS. While 

the tasks and responsibilities of the sub-administrator is to open accounts of new users and the 

administration of other categories such as opening of warehouses, departments, categories, 

measuring units, applications etc., while the duties of the warehouse officer are handling of orders, 

receipts, discharges, internal or external transfers, receives requests from employees for goods etc. 

These are responsibilities of different nature that are carried out by the same user.           

According to technical specifications of e-assets, the application should allow unhindered access to 

users in the application, and prevent transactions to be executed without knowing the name of the 

user. This enables the institution to have full knowledge of which official has accessed the 

application and what actions were taken. By verifying the list of users we have found that more than 

800 users are not identified, which in the application are registered with different names that are 

not in line with requirements and purpose of the application. Based on analyses conducted we have 

noticed that most of them are in the position of the employee, but there are also positions responsible 

for management of the application such as in the role of the sub-administrator which we have found 

more than 70 of them. In the table below we will present some of the cases found in the list of users 

offered by the AIS.     
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Table 5. Sample from the list of unknown users in the application 

 

Source: Data from database of e-assets application   

In addition, in the complete list of officials that use e-assets application we have noticed that 

averagely 2000 users have opened more than one account with a name, but have added a number 

or a symbol as the application does not allow registration of a name more than once. From audited 

institutions, we have requested explanation for this issue, but besides that they may have forgotten 

the password, there is no justification and there is no evidence that it has been approved by the 

budget organization.  

  

Name and Lastname Institution Position User

Departamenti i  Administrimi i  Sistemit Administrata Tatimore e Kosovës Punëtor Departamentii.AdministrimiiSistemit

Depo Centrali  tel. Agjencia e Statistikave të Kosovës Zyrtar depo Depo.Centralitel.

Sub Admin Administrata Tatimore e Kosovës Sub Administrator Sub.Admin

subadmin AKSP Akademia e Kosovës për Sigurie Publike Sub Administrator subadmin.AKSP

arh subadmin Autoriteti Rregullativ i  Hekurudhave Sub Administrator arh.subadmin

subadmin Bat.1 BRSH  I Punëtor subadmin.Bat.1

subadmin fna Fakulteti i  Ndertimtarise dhe Arkitektures Sub Administrator subadmin.fna

Subadmin IPK Instituti Pedagogjik i  Kosovës Sub Administrator Subadmin.IPK

SubAdmin KD Kompania e Deminimit Punëtor SubAdmin.KD

subadmin Vushtrri-QKMF Komuna Vushtrri Sub Administrator subadmin.Vushtrri-QKMF

FOTOKOPJE FOTOKOPJE Agjencia Kosovare e Privatizimit Punëtor FOTOKOPJE.FOTOKOPJE

416 test Fakulteti Filozofik Punëtor 416.test

00/ - koridori Fakulteti i  Edukimit Punëtor 00/.-koridori

ZYRA  SIMFK Agjencia  për  Ndihmë  Juridike  Falas Kërkesë e Punës ZYRA.SIMFK

ASK Raporte Agjencia e Statistikave të Kosovës Verifikues ASK.Raporte

Depo Centrali  tel. Agjencia e Statistikave të Kosovës Zyrtar depo Depo.Centralitel.

arkep logjistika Autoriteti Rregullativ i  Komunikimeve Zyrtar i  Logjistikës arkep.logjistika

Sami BRSH  I

test personeli Fakulteti i  Inxhinierisë Elektrike dhe KompjuterikZyrtar i  Personelit test.personeli

Depo dkft Komanda e Forcës Tokësore Zyrtar i  Depos Depo.dkft

depo depo Komuna e Deçanit Zyrtar i  Depos depo.depo

Sami K. Komunal Podujeve

Test Test Ministria Administrates Publike Zyrtar i  Logjistikës test.logjistikaaa

Test Test Ministria Administrates Publike Zyrtar i  Pasurisë Testpasuria.Map

TEST TEST Ministria e Punëve të Jashtme Zyrtar i  Depos TEST.TEST2

Test Test Universiteti i  Shkencave të Aplikuara - Ferizaj Zyrtar i  Pasurisë Test.Test5

Depoja  Podrum Fakulteti i  Shkencave Matematike-Natyrore Punëtor Depoja.Podrum

Laboratori nr 8 Lab hulumtues i kimisë organikFakulteti i  Shkencave Matematike-Natyrore Punëtor Laboratorinr8.Labhulumtuesikimisëorganik

Laboratori nr 8 Lab hulumtues i kimisë organikFakulteti i  Shkencave Matematike-Natyrore Punëtor Laboratorinr8.Labhulumtuesikimisëorganik1

------- ------ KDS Punëtor -------.------

Depo #NAME? KDS Punëtor Depo.#NAME?4

/ / Komuna e Deçanit Punëtor /./1

/// /// Komuna e Deçanit Punëtor ///.///

1 Kurshumlia Komuna e Gjakoves Punëtor 1.Kurshumlia

................... ............... Kuvendi Komunal Dragash Punëtor ...................................

Depo #NAME? RMC Punëtor Depo.#NAME?3
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3.2.3 Functioning of e-assets application 

The AIS should have mechanisms (quality assurance reports, testing plans, testing programs, test 

results, criteria for acceptance or rejection, disaster recovery plans, etc.) with which ensures that the 

application functions in line with its purpose.    

Part of the activities exercised by the committee in AIS is management and verification of quality 

and the functionality of the application, but we were not provided with any quality assurance 

reports, testing plans, testing programs, test results, criteria for acceptance or rejection, disaster 

recovery plans, etc.  

According to the committee in AIS, testing of the application was done in the presence of all its 

members but no action was documented. We have found that this has resulted to be an inadequate 

mechanism as many matters were found in the application which do not have full functionality and 

full control over the application.     

 A number of modules were not provided as foreseen in the contract (budget module). In 

addition, the manual has the Engineering module, which covers service requests for works, 

but according to our testing, it has never been used.      

 The application has lack of control over the data recorded in the application and as a result 

from the database we have found that many identical items are recorded under different 

sub-categories, while assets from the same category are recorded with different names, 

which results in incorrect depreciation of assets and reports give a unreliable view for 

institutions.   

 In cases when an official is working on a particular application module and has encountered 

a challenge, we noticed that there is no direct support integrated into the module, while the 

manual is very deficient and does not describe the full function of each module.       

3.2.4 Training over the use of the application 

Part of the obligation that derives from the contract between the MPA and the economic operator is 

also training of all users that use the application. During the fieldwork, we have obtained lists of 

officials that have participated in training, but not a list that proves that this contract objective is 

achieved by training all officials that are responsible for using e-assets application. The AIS had not 

held records of training participants and does not have knowledge of the involvement of all 

institutions in this training. Furthermore, in the audited institutions we have noticed that not all 

those that use this application have participated in this training.        

Training provided intended to introduce the manner of use for different levels, but from interviews 

conducted with involved officials, we understood that sub-managers and internal auditors had not 

attended in training in any of six audited entities21. In addition, during the interviews with other 

                                                      
21 Interviews developed with Internal Auditors, July-September 2017. 
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users of this application, they stated that they did not attend any training on how to use the modules 

specifically. The application also provides a manual that helps in how to use the modules but we 

have noticed that some entities officials continue to have deficiencies in using this application.        

In addition, during the testing of application we have found that the module of depreciation is not 

used by any of the BOs that use e-assets. In the AIS, we have noticed that this module is applicable 

and each BO can conduct depreciation manually by selecting specified category from the dropdown 

list. From interviews conducted with the officials, we noticed that none of them has knowledge of 

this opportunity as they were not part of the training.  

3.2.5 Support for application users 

A helpdesk was set up in the AIS, which enables public institutions to present their technical 

problems and difficulties when using applications that this organization manages, part of which is 

e-assets. During the audit, in order to test the support provided to users, we asked users of BOs to 

present their problems related to e-assets application. In two audited institutions were made 

attempts to contact them by phone, which have failed, and then the request was sent by e-mail, but 

no confirmation was made that the request was received during the time spent in the institution.    

In the AIS we have not found any mechanisms that would enable tracking and handling of user 

requests. Requests were received in the office number (through the helpdesk or directly to the 

officials responsible for this application) but also on mobile phones of various officials. Requests 

were made on an ad-hoc basis, which were not recorded, and no consultations were made regarding 

the obstacles or malfunctions that may exist in the application22, or consultations regarding the roles 

of users.      

Nevertheless, officials in AIS and the contracted company, as part of training and support to the 

users had organised visits to different BOs in order to provide technical support for difficulties 

encountered during the use of application, for which evidence has been provided.        

  

                                                      
22 Damage of equipment during work while being affected by external or internal factors. 
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3.3 Use of e-assets application  

Budget Organisations are required to use e-assets application to record consumable goods and 

assets withy accurate data by using all the modules and positions in the application.  

During the audit we found that none of BOs that were part of our audit sample uses all the modules 

and positions in this application. We have found that the sub-administrator who opens accounts 

and administers other categories (opens warehouses, departments, categories, measuring units, 

request etc.) is active only in one of the six audited BOs, in the MCYS.  

None of the internal auditors from the six audited entities uses the e-assets application upon 

assessment. From our tests and audit reports provided we have found that internal audits 

performed by internal auditors have not used reports generated by the e-assets application, instead 

they are based on other internal applications that these BOs use (such as Excel, database or other 

applications).  

Personnel Officer in any of the audited BOs is not functional, neither is the position of the employee 

that is related to the online request module, which is not in use in almost any entity audited BOs and 

usability according to positions in the application are presented in the table below.  

Table 1. Exploitability of the application- Assets from the audited BOM based on the positions 
assigned to the application.  

Source: Data from database of e-assets application   

In six audited institutions selected as sample we have noticed different use of levels within the 

application. Kosovo Customs does not use the e-assets application while in the MCYS and the 

Municipality of Ferizaj we have found limited use of the application. A better situation is noticed in 

Audited BOs 

Positions in the 
Application MIA MCYS M. Ferizaj M. Lipjan Customs  PAK 

Sub-Administrator   -  - - - - 

Internal Auditor - - - - - - 

Personnel Officer  - - - - -  

Logistics Officer    -  -  

Warehouse Officer   -  -  

Assets  Officer   -  -  

Workshop - - - - - - 
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the MIA, PAK and Municipality of Lipjan. The level of use of e-assets application over the years 

2010-2017 is presented in the chart below.  

Graph 2. Use of application by sample BOs. 

 

Source: Data from database of e-assets application   

Budget Organisations in general do not use e-assets for online recording of data, which would give 

complete and accurate information on the condition of assets in the organization. Customs has a 

database that they developed and is the only application that has been used so far. 

The base for asset registration in the municipality of Ferizaj and PAK is in Excel. The PAK partially 

records e-assets inflows/outflows. According to our data in the Municipality of Ferizaj we have 

noticed a limited recording, while from assets officer we were told that they are unaware of these 

records (system inflows/outflows of goods). 23      

Different from abovementioned BOs, the Municipality of Lipjan uses e-assets application and Excel, 

but the data in the e-assets application is complete. In addition, the MIA does double recording, as 

inflows/outflows of stocks are recorded in both applications, in the e-assets and they have a similar 

application, which among other modules has the module of recording assets under €1,000.      

The application consists of different modules, which are linked with one another, but not all these 

modules are being used by BOs. The module of online request that should be used by each officer 

when handling requests for goods is practically not used by any of the audited entities. The request 

Module was foreseen to become operational in 2010, out of six audited BOs we noticed that only 

one of them has made efforts to use this system. The AIS has provided data only for 2016 and there 

are no evidence of earlier state.     

  

                                                      
23 Interview with assets officer, June 2017. 
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Graph 3. Use of online request by BOs. 

 

Source: AIS, the questionnaire for assessment of e-assets, 2016. 

The Graph shows that in 2016 only the MCYS has made a limited number of requests through this 

module, while other BOs had not even made one request. This is because there is no initiative from 

AIS or the BOs. As a result, requests are done by using different methods such as electronic (e-mail) 

or physical forms that are sent to the warehouse officer. While this leads to disagreements in 

inflows/outflows in the application, as well as to non-recording of assets (see annex 1).  

From a physical inspection conducted, we noticed that many assets in the BOs are without an 

identification number or barcode and as a result is unknown to whom these assets are issued. Such 

cases were identified during the audit in MCYS, MIA, PAK and Municipality of Ferizaj.     

3.3.1 Difficulties of BOs when using the application    

The use of the application by BOs is done on daily basis and for this AIS ensures that there are no 

functioning difficulties. Given the low level of use of the application AIS has sent a questionnaire to 

all BOs in order to understand difficulties encountered upon the use of the application and whether 

it meets their needs. Out of institutions that have responded, we consider that only a small part does 

not fully meet the needs to use it.    

Graph 4. Assessment of e-assets application by users in the BO.    

 

Source: AIS, the questionnaire for assessment of e-assets, 2016. 
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While, when it comes to difficulties of use, based on a part of the questionnaire sent by the AIS we 

noticed that many BOs have given responses for same problems when using this application. During 

the fieldwork we have interviewed officials involved in the process, and according to them, even 

though they have responded to the abovementioned questionnaire, they have not noticed any 

improvements so far and they have no knowledge on how these issues were addressed. While when 

it comes to extracting reports from the system, the system never generates the same report and the 

data is incomplete, as it does not include all recorded items24. In addition, during fieldwork we have 

noticed that the access to the system is accompanied with intermissions. The table below shows the 

list of problems presented by the BOs and the ones that have difficulties when using e-assets 

application, problems which we have also identified during the fieldwork.       

Table 4. Types of problems identified from users of e-assets in BOs. 

Types of problems encountered No. of institutions 

Accuracy of reports/data  17 

Additional reports  5 

Access to the application/additional access 10 

Application works fine 3 

Need training 15 

Migration of data 3 

Depreciation of assets 4 

Interruption of application during use 6 

Speed problems  6 

Swap of data/improvement 5 

Charging officials with assets  3 

Adding assets categories 2 

Duplication of data 4 

Problems in addressing problems  5 

Printing of barcodes / Scanner/ Printer 5 

Source: AIS, the questionnaire for assessment of e-assets, 2016. 

  

                                                      
24 Interviews with officers of assets, warehouse, and receipt in the PAK, ML and MCYS.  



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE  - NATIONAL AUDIT OFFICE 

 

 23 

 

3.3.2 Monitoring and security of data presented in the e-assets application 

E-assets application generates reports that should serve the budget organization for internal use. 

These reports are a reference point for control and monitoring of each action taken by users, based 

on the position assigned in the application, in order to check completeness and accuracy of the data 

entered into the application. For this procedures for drafting report requests are established to 

ensure that the completeness and accuracy of the output data/application reports is assessed prior 

to further processing. In addition, reports are processed in accordance with classification of applied 

confidentiality. Distribution of output data/reports should be well controlled.      

Audit findings show that the e-assets application does not generate sufficient reports that are 

needed for effective and efficient data management in the application. This is because AIS does not 

assess the needs of reports for monitoring of entered data and the control of the actions of 

application users. 

Reports on the history of recorded transactions are missing. Neither the AIS as the owner of the e-

assets application or any other user (BOs) are able to verify and control whether a transaction was 

deleted, how this transaction was recorded before deletion, whether a transaction was changed or 

what data in the transaction.  

Filtering of data is not functional, thus the reports present all the data in the application rather than 

just the requested data. Filters of two modules are not functional, Warehouse/Reports module and 

Administration/Statistics module:   

 It has also been noticed that the application does not filter the data based on requested date. 

If a user requests statistics on warehouse inventory/consumable material purchased only in 

the prior year, the report presents all assets/goods in the warehouse, regardless of the cut-

off date.  

 While testing the application we have noticed cases like in the report “5 Report of Goods 

Received” when applying the filter “Subcategory”, for example, for toner, the report 

generates data for all items without exception, instead of just generating the list of toners.     

Reports in the Administration/Statistics module and the Report on Auditing of Users are accessible 

by each user in the role of sub-administrator, regardless the institution where one works. Here is 

exposed personal data of all employees in the public sector such as the Personal Number (the report 

’Number of Access’) which is in disagreement with protection of personal data.25   

It has also been noticed that the module of Administration/Statistics does not contain any report 

that shows who are the active/inactive users of the application.   

  

                                                      
25 Defined under the Law no. 03/L-172, on Protection of Personal Data, Paragraph 6, 7 p4 
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In the database or in the existing reports in the application we have not found sufficient information 

to track each process that takes place in the application:   

 The database does not have any tables wherein is recorded  the data on the process of 

modification or deletion of data;   

 In the structure of tables it is seen that most of the tables lack columns for identification of 

occurrence of an event, user as well as the IP Address26 from where the event has occurred;     

 In the table for identification of accesses into the application there is no saved information 

on what the user has searched or what was printed;  

 In the table for identification of when a user accessed the system is saved only the data for 

the last year (2017), while there are users whose access time to the system has not been 

recorded;    

 There is a considerable number of users access rights of which were not reviewed or 

determined based on their position or the institution they work at (there are users who even 

though they have changed the institution, they continue to have access to that institution); 

 There are users who are open in two or more different roles; 

 There is no list of users or a special report wherein are found inactive users of the system;   

 In the list of users has been identified that 90% of users have the possibility of accessing the 

e-assets application through the dropdown list “no domain”27.   

                                                      
26 Internet Protocol (IP) Address is a numeric tag used to identify a computer or device within a network.   
27Domain: area or fields owned or controlled by the Government or its subordinates. 
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4 Conclusions 

Recording, preservation and use of assets in a rational manner should be the primary goal of each 

institution and the officials employed in the public sector. Our conclusion is that this application 

has not achieved its main goal to create a unified central base for effective management of public 

assets even though the government for its development and maintenance has invested more than 

one million Euros. As a consequence of this, the government as the one responsible for management 

public money but also public institutions, are not in a position to present the real situation of non-

financial assets due to non-recording of consumable material or assets fully and on time.   

In addition, due to lack of communication between the MoF and the MPA was not implemented the 

regulation which obliges institutions to use this application for non-financial assets. This is because 

the MoF has never verified the source of data in the financial statements for assets under €1,000, 

while the MPA, namely the AIS, has a limited role in BOs to obligate them to use e-assets application. 

Consequently, even though BOs are obligated to use this application, the data on non-financial 

assets presented in financial statements are extracted from various applications.    

Drafting and implementation of procedures for use and functionality of e-assets 

The MPA has not developed policies and procedures required for appropriate use and functionality 

of the e-assets system. This situation creates uncertainty in execution of these activities, and also 

creates dependence on third parties contracted to carry out these activities.    

When contracting third parties, it is impossible to monitor and assess effectiveness and efficiency of 

the service provided.   

Segregation of roles and responsibilities 

If the AIS does not assign duties and responsibilities to a certain committee assigned for the project, 

then the performance of the system is directly affected, as a result of which steps may not be 

followed which are necessary for functioning of the system, disregarded user requests and 

problems, operating manuals not reviewed, etc., and directly affect the non-use of the system.     

Failure to adhere to duties and responsibilities under the organizational scheme, affects the security 

and reliability of the system directly, as a result of which were opened inadequate users, in adequate 

roles, in updating of accesses when users move through jobs that do not require the same level of 

responsibility, in lack of verification of users who no longer work in the institutions, etc.   

Training on the use of the application 

Due to non-use of the application by all public officials, and by not informing them of their 

obligations when using this application, and due to limited training on how to use it, has direct 

consequences whereby the purpose of the application is not reached, which should have complete 

data on all costs incurred for values under €1,000, but without excluding those over €1,000 as well.  
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The depreciation continues not to be done by BOs even though the application enables this, which 

is as a consequence of not including this module in the training, then we can conclude that no 

training was provided for this or it was not explained well.     

Support and use of the application 

The AIS had not paid proper attention to setting up IT support and operational activities. Some 

standard activities are carried out, but on an ad-hoc based on some practices applied by the officials, 

whereby no procedures or rules are followed. Most of activities are carried out without any prior 

planning, and requests are processed without a prior assessment or approval. The system has 

interruptions, delays and users have no knowledge of why this is happening. Requests are not 

recorded and for their handling there is no control mechanism.    

Usability of the e-assets application  

Even though the use of application is a legal obligation and is in effect as of 2010, institutions do not 

fully use the e-assets application. The BOs do not use all modules and positions in the system and 

this causes discrepancies of data within the system. Internal Auditors are not involved in verifying 

the data entered by the responsible officials at the BO, which causes inadequate monitoring when 

recording and issuing assets to officials.   

Possibility of using the application  

The AIS has taken an initiative to improve the application by sending a questionnaire to BOs in 

order to give them the opportunity to express their concerns again, but although the responses came 

back in 2016, no improvements have been made. Due to this officials were negligent, as based on 

these difficulties they justified themselves for not using the application.  

Monitoring and security of data in the application  

Due to lack of assessment of needs for different reports results there are minimum controls over the 

recorded data, their accuracy and completeness, which results in an unreliable position of 

assets/expendable material and the manner in which they are recorded.    

Due to the inability of the application to generate reports as needed and as the user requires it, is 

time-consuming and extra effort as reports that are not filtered by the application need to be 

manually processed and this makes the user/application inefficient. 

AIS did not conduct tests on database and application in order to verify whether process trails are 

recorded as per technical specifications. As consequence of this, the application unbaled the 

required controls in order to ensure integrity and reliability of the data. 

In addition, exposing the information to unauthorized parties can lead to misuse of system data. 
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5 Recommendations  

The recommendations given intend to improve functioning and usability of the e-assets application. 

Findings and conclusions are structured based on responsibilities of MPA, namely AIS, which is 

responsible for management of the application and BOs that are obligated to use this application. 

We recommend the MoF as the drafter of the Regulation and the MPA as application management 

to establish regular and continuous communication to ensure that presentation of non-financial 

assets in the financial statements is done only from the data generated by this application.   

For the MPA, namely AIS, in the position of management and monitoring of the e-assets application 

we recommend to:  

 Establish an IT control framework, which would contain policies, procedures, guidelines or 

documentation that is accurate, comprehensible and approved. It is necessary to define its 

elements, which are in line with goals of the institution and the manner of functioning. These 

elements should include the value that they offer, the acceptable risk, integrity, personnel 

competencies, responsibilities and accountability. Besides drafting and implementing them, 

AIS should ensure that they are being followed;    

 Review policies or plans for quality assurance and determine what activities they perform. 

The quality assurance group should review documents to ensure that they reflect 

institution’s requirements, full functionality of the system, controls to eliminate possible 

errors during data entry, review manuals, and training programs, review reports to 

determine whether appropriate corrective action was taken to avoid potential errors, and 

back-up testing and action plan in case of disasters;    

 Draft procedures so that everyone involved in management of e-assets application, to have 

separate roles and responsibilities according to the position set by the budget organization;  

 Review organizational chart and describe roles and responsibilities for each existing level in 

the e-assets application. In addition, to make sure that all parties involved in the application 

are implementing policies and procedures according to the roles and responsibilities 

assigned to them; 

 Establish work procedure for user support. This procedure should contain proper contact 

means by users as well as submission of request, the manner and the escalation conditions, 

as well as the time of the handling of the request and the manner of implementing the 

request;   

 Ensure that the application is operational during use, by being easily accessible. In addition, 

to determine measuring units that would enable monitoring and assessment of adequate use 

and functionality of the system;    

 Ensure adequate controls to prevent disclosure of information to unauthorized parties, and 

to protect the information that they possess;     
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 Establish necessary tables in the database in order to identify each process that takes place 

and reflect them in reports, so that they enable tracking and control over all events that occur 

in all forms, reports, and other modules of the application, as foreseen under the technical 

specification for e-assets;   

 Ensure that have been produced reports that allow tracking of all events that occur in the 

application as foreseen under technical specifications. At the same time, to review 

application’s functionality in terms of generating reports and to take steps so that errors 

identified in application reports are corrected;   

 Carry out necessary measurements, which would enable measuring of efficiency and 

effectiveness of the service provided, regardless whether it will be a service provided by 

agency’s internal or external/contracted units. Take urgent actions to close unidentified 

users in the application, and  

 Find the opportunity to provide training for all public officials so that the application is fully 

used. In addition, to ensure training for responsible officials that use e-assets in entering data 

which is obligatory by the applicable regulation;   

Recommendations for institutions, namely BOs, users of e-assets application are to:    

 Ensure that e-assets is used according to requirements that arise from applicable laws and 

regulations. This includes all purchases that take place in an organization;   

 Use all modules fully, to ensure that all officials are notified of obligations that arise from 

the applicable regulation, by being active in using the application for any service that may 

be provided within the BO; and      

 Internal Auditors use the application to verify whether the responsible officials are entering 

the appropriate data in the application, and that this data corresponds to the real situation.    
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Annex 1. List of BOs and inflows/outflows in the e-assets application 

Number of inflows/outflows from warehouses of public institutions 

Institution Inflows  Outflows 

  2010 2011 2012 2013 2014 2015 2016 
 May 
2017 2010 2011 2012 2013 2014 2015 2016 

May 
2017 

Tax Administration of Kosovo 140 76 138 112 297 138 0 0 516 2011 1926 2117 2259 2307 0 0 

Agency for Free Legal Aid 0 0 99 602 51 87 103 50 0 0 563 1312 762 780 688 241 

Kosovo Agency for Medicinal Products and Equipment 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Kosovo Agency of Statistics  2 127 66 98 253 76 55 336 0 1008 3682 1480 1501 1468 596 514 

Food and Veterinary Agency  484 907 168 217 306 629 440 114 484 907 102 950 582 464 360 114 

Kosovo Cadastral Agency  742 237 380 80 504 121 132 3 1583 1119 888 574 1003 479 502 561 

Privatization Agency of Kosovo  0 5839 1303 1161 2851 2529 576 68 0 4826 5738 5620 4470 2854 1700 4133 

Kosovo Property Comparison and Verification Agency  4002 688 654 686 329 334 380 141 2695 4548 3048 234 2 66 82 282 

Anti-Corruption Agency  283 110 164 248 114 146 84 38 426 912 678 781 545 515 407 134 

Central Procurement Agency  131 48 57 5 13 0 0 0 29 149 304 72 0 0 0 0 

Agency of State Archives  0 112 485 358 262 101 151 2 0 110 1174 1182 661 306 645 4 

Agency for Administration of Sequestrated and Confiscated 
Property  1 292 251 115 136 68 44 8 1 1506 982 835 1594 537 654 112 

Kosovo Forest Agency  98 59 415 598 10515 494 72 313 20 36 9 670 251 369 71 305 

Agency for Gender Equality  0 0 81 32 24 65 58 10 0 0 73 60 66 78 203 47 

Academy of Justice  24 7 1284 257 445 242 158 0 0 0 1044 562 787 615 425 96 

Kosovo Academy for Public Safety  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Kosovo Academy of Sciences and Arts 463 370 125 279 1196 200 315 28 440 352 61 1291 2042 2993 2748 1793 

AKSM 0 0 0 0 32 270 198 0 0 0 0 0 0 58 309 54 

Civil Aviation Authority  303 94 194 60 6 153 0 0 250 157 188 90 113 169 0 0 

Kosovo Competition Authority  0 0 198 5 0 0 0 0 0 0 131 35 0 0 0 0 

Railway Regulatory Authority  175 7 19 69 22 15 0 0 0 0 11 235 1 62 0 0 

Communications Regulatory Authority  29 714 223 165 148 81 141 0 0 122 458 556 309 399 423 99 

Logistics Battalion  163 0 70 941 1459 2206 419 483 0 0 376 999 916 1994 404 549 

Xhenio Battalion  13 0 772 21 423 104 322 193 0 0 768 17 29 10 810 105 

National Library of Kosovo  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

BMO 92 0 826 1447 2410 2765 3918 1700 0 0 919 1437 4530 3521 3813 620 

BRSH  I 0 0 3811 57 656 321 397 587 0 0 3459 39 651 28 926 286 

BRSH  II 1 0 6447 119 1053 669 290 624 0 0 4227 29 736 2072 538 78 

BRSH  III 103 56 2023 901 1074 1294 359 316 0 0 1636 371 738 1302 530 105 

BRSH Command  0 244 1462 277 2867 1908 1428 909 0 0 1112 499 4554 3764 1981 1834 

KSF Central Warehouse    1281 893 28785 9052 9810 7479 7757 674 0 0 383 4463 8474 9538 10070 2377 

Kosovo Customs  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Agribusiness faculty 0 0 0 0 37 404 34 21 0 0 0 0 80 434 102 55 
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Faculty of Arts 0 0 0 0 38 31 30 7 0 0 0 0 62 94 99 33 

Faculty of Business 0 0 0 0 63 69 186 12 0 0 0 0 260 324 336 210 

Faculty of Economics 0 811 1876 719 758 262 597 25 0 101 3779 2175 2092 1706 1677 553 

Faculty of Philology  0 116 3844 76 274 48 183 13 0 700 4167 443 306 288 446 177 

Faculty of Philosophy  763 728 3364 559 212 158 152 0 685 402 481 881 717 400 468 87 

Faculty of Arts 0 1875 36 47 144 78 414 1 0 2017 243 289 476 312 250 343 

Faculty of Agriculture and Veterinary 0 2691 83 179 76 175 64 8 0 2574 91 703 686 723 218 12 

Faculty of Education 0 0 3200 50 189 205 232 809 0 0 1087 3595 719 968 516 935 

Faculty of Physical Education and Sports  0 0 905 0 74 350 260 0 0 0 746 159 0 572 661 260 

Faculty of Geosciences and Technology – Mitrovica  0 160 121 2540 25 54 0 0 0 0 0 2468 420 225 0 0 

Faculty of Electrical and Computer Engineering  0 1936 0 40 0 0 0 0 0 1899 1 0 0 0 0 0 

Faculty of Mechanical Engineering 0 4011 128 173 78 58 47 617 0 1735 312 458 385 312 284 555 

Faculty of Tourism Management, Hotel and Tourism 
Management  0 0 0 0 33 30 367 3 0 0 0 0 104 108 449 78 

Faculty of Medicine   0 0 0 7 0 76 4453 0 0 0 0 0 0 0 4443 0 

Faculty of Construction and Architecture 515 2475 80 88 259 60 192 1 483 2499 222 254 273 246 146 225 

Faculty of Mathematics-Natural Sciences 0 0 0 0 4820 620 538 48 0 0 0 0 4776 1251 1295 312 

Faculty of Applied Business Sciences – Peja  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Faculty of Applied Technical Sciences – Mitrovica  258 14 185 21 1 1 0 0 250 15 275 61 1 0 0 0 

Faculty of law  71 2626 186 437 852 165 459 23 0 1 351 2180 589 411 1121 520 

Faculty of law  0 0 0 0 43 62 36 6 0 0 0 0 121 202 137 83 

The Constitutional Court of Kosovo 888 366 148 70 176 19 133 6 869 447 71 40 26 41 3 2 

Police Inspectorate of Kosovo  226 129 195 750 457 292 264 4 0 0 0 1705 2535 1503 801 488 

Institution of Ombudsperson  129 190 208 287 238 328 459 23 0 0 2158 1987 1463 1648 1139 387 

Institute of History   0 15 1077 34 21 21 45 0 0 16 509 610 199 158 91 3 

Kosovo Institute for Public Administration  0 38 480 7 54 48 35 7 0 33 486 344 125 193 260 51 

KDS 9 10 6827 531 1363 1161 779 215 0 0 0 87 53 17576 2468 709 

Kosovo Council for Cultural Heritage   90 43 30 16 12 62 48 0 15 1 4 80 46 185 0 6 

Kosovo Security Council  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Land Force Command  30 42 1016 1250 752 478 480 56 0 0 1092 562 134 99 166 22 

Independent Media Commission  74 82 45 35 106 23 70 0 74 82 45 35 104 7 0 0 

Independent Commission for Mines and Minerals  2 2 4 7 87 187 574 136 2 2 4 7 87 375 1746 471 

Central Election Commission  57 128 35 1352 4764 166 169 44 29 279 339 94 979 748 425 621 

Public Procurement Regulatory Commission  0 0 39 0 0 0 0 0 0 0 0 0 0 0 0 0 

Communication Company  42 5 33 45 722 1157 111 0 0 0 1232 0 798 0 110 0 

Medicine Company  36 0 2160 140 257 516 719 142 0 0 0 1655 90 284 1159 225 

Municipality of Deçan 1342 1479 1136 973 952 762 524 54 1314 1389 1119 956 950 756 531 46 

Municipality of Gjakova  1520 1367 1248 1156 1096 628 307 1100 1606 2252 2029 2070 2070 1431 277 782 

Municipality of Prishtina  0 0 114 535 772 617 574 151 0 0 0 2395 3686 3153 2871 953 

Municipality of Ferizaj 29 530 499 255 870 864 1083 0 17 1691 1817 1510 1301 897 1090 0 

Municipality of Gllogoc 445 1059 978 611 0 0 0 0 427 974 963 594 0 0 0 0 

Municipality of Kaçanik 63 3071 2101 3163 1527 413 775 35 6 2999 2027 2565 2021 438 766 36 

Municipality of Kllokot 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
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Municipality of Obiliq 364 578 273 232 1107 1012 577 367 127 2462 1552 1279 2340 2102 1661 597 

Municipality of Vushtrri  1405 855 1019 1224 1260 1303 3130 412 1876 1343 1482 1709 1640 1403 3622 1368 

General Council 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipal Assembly of Partesh  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Assembly of Republic of Kosovo 0 1462 1788 511 678 896 1669 104 0 14 2524 1731 3290 7092 6385 1993 

Municipal Assembly of  Dragash 39 125 335 176 210 289 205 19 676 624 1013 857 760 945 1107 210 

Municipal Assembly of  Fushë Kosova 25 225 18 3785 5271 2869 3305 325 14 226 11 3787 2884 3540 2807 1676 

Municipal Assembly of  Gjilan 0 176 0 13 0 0 15 714 0 6 0 8 0 0 0 0 

Municipal Assembly of  Gracanica 0 81 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipal Assembly of  Hani i Elezit 270 678 54 37 29 66 440 30 104 1165 400 279 326 353 1381 323 

Municipal Assembly of  Istog 0 625 913 1075 514 465 562 265 0 1584 2253 2691 2100 1934 1433 791 

Municipal Assembly of  Junik 824 678 619 720 311 63 144 0 792 757 733 441 392 165 190 0 

Municipal Assembly of  Kamenica 0 1017 1298 1453 1343 4622 5993 615 0 988 1364 1246 1542 4640 7626 1358 

Municipal Assembly of  Klina 350 1029 219 557 536 432 605 60 327 461 493 1058 588 559 602 54 

Municipal Assembly of  Leposavic 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipal Assembly of  Lipjan 20 7506 2547 2240 4880 4094 2734 410 22 7045 2629 2241 4689 2709 2700 408 

Municipal Assembly of  Malisheva 18 65 223 16 0 0 0 0 18 11 186 101 0 0 0 0 

Municipal Assembly of  Mamusha 420 0 0 0 0 0 0 0 372 43 0 0 0 0 0 0 

Municipal Assembly of  Mitrovica 1447 1536 1656 1489 20516 2559 1658 35 1320 1762 1644 1494 7003 2563 1662 34 

Municipal Assembly of  Novobërda 170 61 0 0 0 0 0 0 9 35 0 0 0 0 0 0 

Municipal Assembly of  Peja 610 610 562 304 309 162 237 42 630 1846 1590 1205 1402 1412 1127 156 

Municipal Assembly of  Podujeva 77 211 511 473 1001 316 373 568 3 535 1700 1150 1301 781 404 850 

Municipal Assembly of  Prizren 97 141 112 165 144 185 151 33 345 726 813 1119 1133 1099 233 10 

Municipal Assembly of  Rahovec 1268 2485 183 479 0 0 4171 591 418 110 23 0 0 0 4343 602 

Municipal Assembly of  Ranillug 0 13 5 5 0 0 0 0 0 1 0 0 0 0 0 0 

Municipal Assembly of  Shtërpca 134 1580 1671 3088 1833 1812 2193 600 105 1499 1657 2620 2238 1816 2182 607 

Municipal Assembly of  Shtime 1057 3727 1919 2315 2251 1946 3800 1111 952 5462 3064 2949 3240 2914 4956 1472 

Municipal Assembly of  Skënderaj 519 5618 5304 4906 4639 4992 4028 1438 546 5554 5315 4866 4630 4970 3981 1451 

Municipal Assembly of  Suhareka 4362 3795 3607 2618 3253 4477 3180 247 4580 3858 3673 2554 3487 4896 3146 334 

Municipal Assembly of  Viti 0 2304 1824 3270 3119 2720 3315 293 0 2438 2085 3440 2401 3318 3645 373 

Municipal Assembly of  Zubin Potok 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipal Assembly of  Zveçan 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Ministry of Public Administration 2989 1599 2260 1438 2118 674 1175 277 8777 5405 3690 5114 7907 7660 6040 1985 

Ministry of Local Government Administration  1935 761 714 341 379 142 477 0 367 313 1642 581 190 102 33 87 

Ministry of Education, Science and Technology  300 865 266 147 185 179 197 51 389 1861 1119 775 1022 700 800 160 

Ministry of Agriculture, Forestry and Rural Development  0 106 1190 1311 825 913 1287 153 0 0 1126 1207 1157 1584 1330 946 

Ministry of Diaspora  0 61 1256 825 2772 995 431 102 0 192 1720 1280 2983 3693 2531 626 

Ministry of Justice 147 1254 531 492 552 391 352 38 0 2926 1656 1371 1413 1451 1196 174 

Ministry of Finance  223 144 135 227 291 21 135 0 81 6 0 4 1 0 0 0 

Ministry of Finance – Treasury  0 0 0 0 193 178 203 12 0 0 0 0 17 1025 776 208 

Ministry of the Kosovo Security Force   1612 930 585 1394 1150 1072 603 34 1534 8223 2841 4003 5095 4233 2558 1338 

Ministry of Infrastructure 0 3745 516 599 688 768 1135 105 0 5503 3778 3214 2838 2799 3655 955 

Ministry of European Integration  524 708 280 360 372 2625 230 74 296 1215 592 1027 1134 910 608 360 
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Ministry of Culture, Youth and Sports  0 0 12 297 444 208 1096 0 0 0 0 8 87 9 47 0 

Ministry of Environment and Spatial Planning  453 6534 5003 468 283 544 365 0 159 427 677 465 305 104 0 1 

Ministry of Labour and Social Welfare  0 0 0 14037 84 251 1437 103 0 0 0 13973 65 391 1323 189 

Ministry of Foreign Affairs  1811 442 61 1074 129 116 203 8 1981 54 0 431 492 1071 524 253 

Ministry of Health  0 79 327 373 210 99 67 140 0 52 505 747 103 48 55 290 

Ministry of Trade and Industry  1226 444 429 894 569 546 515 254 5141 1704 1451 2301 3154 2137 2193 491 

Ministry of Economic Development  0 0 454 626 406 585 266 17 0 0 1587 1935 1388 1525 1333 528 

Ministry for Communities and Return  3 836 86 154 77 101 103 0 3 833 75 188 71 164 222 21 

Minister of Internal Affairs  3812 1616 2095 1548 2030 1872 2884 759 5850 8384 10411 6065 4937 6775 7118 2784 

Forensic Medicine  0 485 151 342 247 211 149 196 0 989 649 1336 849 880 695 391 

MNAO 0 0 0 0 32 270 198 0 0 0 0 0 0 58 309 54 

Financial Intelligence Unit of Kosovo     0 52 0 51 43 67 59 0 0 0 0 0 1 220 79 69 

NJNRK 0 0 496 144 363 251 317 57 0 0 218 1227 676 431 867 164 

Procurement Review Body  0 73 179 47 40 84 45 0 0 39 0 280 42 24 36 30 

Election Complaints and Appeals Panel 125 96 101 100 32 15 39 0 0 0 368 382 254 110 182 126 

KSF police  180 78 260 177 329 452 290 32 0 0 553 1095 629 884 912 135 

Kosovo Police  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

State Prosecutor 0 409 1655 4987 979 1187 1960 71 0 14 203 495 414 1464 1885 387 

University Clinical Centre of Kosovo 0 0 0 15 0 0 0 3874 0 0 0 0 0 0 0 2658 

The National Centre for Blood Transfusion  43 3 198 206 43 217 566 189 0 0 0 0 0 1814 7460 3116 

Rectorate - University of Prishtina 0 0 1635 855 658 805 927 984 0 0 1635 1393 1090 1501 818 385 

RMC 464 73 2383 2376 2105 1489 1250 3 0 0 1448 3218 1231 774 24 0 

Secretariat of the Kosovo Judicial Council  0 833 1883 4086 3182 1134 180 0 0 12 1768 8502 2217 2299 1276 72 

Secretariat of the Kosovo Security Council  36 130 115 31 59 33 14 13 0 35 201 133 125 89 346 33 

Kosovo Correctional Service  0 1216 5983 13781 19213 22011 17035 7642 0 1127 15758 29612 80400 90649 85941 22945 

Municipality of Gracanica  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipality of Partes    0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Municipality of Štrpce  134 1580 1671 3088 1833 1812 2193 600 105 1499 1657 2620 2238 1816 2182 607 

University Haxhi Zeka 0 0 0 0 238 139 210 26 0 0 0 0 321 365 319 196 

University of Gjakova "FEHMI AGANI" 0 0 0 114 627 1899 404 0 0 0 0 0 0 2363 690 806 

University of Prizren  528 4115 19 1833 941 166 168 40 12 0 0 0 0 18 7949 487 

University of applied sciences - Ferizaj 0 385 1 8 2743 126 61 34 0 101 34 0 2852 212 161 58 

Public University Haxhi Zeka 0 0 0 0 238 139 210 26 0 0 0 0 321 365 319 196 

ZAMV 0 0 0 0 32 270 198 0 0 0 0 0 0 58 309 54 

Office of the Auditor General  595 356 243 147 213 117 553 28 2137 2509 2706 2578 2036 1734 1750 628 

Office of the Prime Minister 0 1296 786 1116 856 857 786 246 0 4518 2653 2072 1408 1277 1028 337 

Energy Regulatory Office   0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
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Annex 2 Comment from audited entities 

Finding  Agreed 
Yes/ No 

Comments from MYCS  KNAO comments  

Personnel Officer in any of the audited 
BOs is not functional, neither is the 
position of the employee that is related 
to the online request module, which is 
not in use in almost any entity audited 

NO -MCYS has active the position of 
personnel, employee but is required more 
effort to be used completely. 

-For the personnel official, as explained 
yesterday, that this profile is related to 
approval of requests made by officials, as 
follows: e-assets manual, starting from 
page 105, sub-chapter APPROVAL OF 
REQUESTS until page 107, explains 
procedure and the role of personnel 
position regarding the approval of 
requests, which the same comment was 
also mentioned in the draft report used by 
the MCYS, and not as personnel officer in 
the division of personnel. Therefore, as 
such was applied by the MCYS, after 
consulting with AIS officials.  

- - Based on the data generated by the 
application that have been taken from the 
AIS for all users of BOs, it turns out that in 
MCYS these two positions are not 
functional. 

- - The Manual has divided the personnel 
module in two parts, on the personnel one 
and the requests one, and based on 
description there are two sub-chapters that 
are not related as from the personnel officer 
is required to register users with personal 
data, that no other sector can have, with 
exception of human resources, namely the 
personnel according to the same manual.       
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Finding  Agreed Yes/ 
No 

Comments from MPA/AIS KNAO comments  

Security measures of the system, 
which would ensure that the system 
is confidential, available and reliable;  

 

NO 

We consider that the system is secure based 
on the Penetration Test, is confidential, 
available and therefore reliable. (We have 
sent you the security report via email).  

According to the Regulation No. 02/2010 on 
the Management of Information Security of 
MPA, institutions are obligated to have 
written policies and procedures for system 
security. The AIS does not have these 
procedures. One of the lags of this system’s 
security may be non-implementation of the 
Article 37 Criteria for Access to the Network 
of Regulation No.02/2010.  

The only document that can partially 
guide users to use the system is the 
System’s Manual, which is accessible 
from within the system;  

 

NO 

The system has a manual on use of the 
system (according to user roles, by also 
assisting them with video tutorials, including 
here the right to direct assistance or through 
the EO). 

The manual does not contain the 
information needed for users to work in the 
application according to its instructions. All 
audited institutions have expressed 
difficulties in using the application as well 
as lack of necessary guidelines under the 
manual.  

Part of the activities exercised by the 
committee in AIS is management and 
verification of the quality and 
functionality of the application, but 
we have not been provided any 
quality assurance report, tests plan, 
tests program, tests results, criteria for 
acceptance or rejection into 
application or changes to it, disaster 
recovery plan, etc.  

 
NO 

Terms of Reference and contracts have been 
the basis for acceptance or rejection of 
completed works, which have always been 
verified and tested before accepting 
application modules. 

The criteria for acceptance or rejection are 
according to the list of terms of reference, 
which have always been verified and tested 
before accepting application modules. 

As for the disaster recovery plan (we have 
backup copies in another location, which can 
be recovered in the event of a disaster).   

According to Regulation 02/2010 Article 23 
– Management of Operational Changes and 
Article 43 security during the programming 
and support processes, AIS should have 
different operational procedures, technical 
review of changes to the operating system as 
well as changes to software packages should 
be documented. The AIS does not possess 
these plans, policies, and procedures.  
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According to the committee in the 
AIS, application testing has been done 
in the presence of all its members 
whereby no action was documented. 
We have found that this manner has 
resulted to be an inadequate 
mechanism, as were found many 
matters in the application that do not 
have full functionality and full control 
over the application.  

NO Every problem that has occurred during 
testing was reported via email. Some of this 
type of evidence was also given to you 
during the audit period. In addition, reports 
on acceptance of works on monthly basis 
were followed, which the committee has 
verified and accepted. In certain cases were 
even done video tests.    

The manner of testing the application has 
resulted to be inadequate mechanism, this is 
proved by work reports of the EO, where 
only in April-2017 have been made a total of 
9 requests from different institutions for 
improvement of data (the same situation 
was presented in all monthly reports), which 
implies that the application has lack of 
control over the data that can be processed.  

A number of modules have not been 
delivered as foreseen in the contract 
(budget module). In addition, the 
manual has included the engineering 
module which handles work requests, 
but according to our testing this has 
never been used. 

Part of the obligation that derives 
from the contract between the MPA 
and the Economic Operator is training 
of all users as part of application use. 
During the field work we have 
obtained some lists of officials that 
participated in the training but not a 
list that proves that this contract 
objective is fulfilled by training all 
officials responsible to use the e-assets 
application. The AIS does not hold 
complete records of all participants in 
the training and has no knowledge of 
the involvement of all institutions in 

 

 

NO 

The budget module is considered the module 
of assets register (book) together as well as 
accounting register where each asset is 
reflected with a financial value. Proof of this 
are attached contracts. In the contracts 2010, 
2012, 2014, the budget module has not been 
foreseen. 

We have provided training and support to all 
institutions at their request. For these 
trainings we have records of participation, 
some of which you also have. Find attached 
additional evidence for audited institutions.  

There are cases when officials who have quit 
the job or have changed positions, the 
institution had not made a training request 
for the next person that filled that position.     

 

The Budget Module was not found in any of 
the contracts that this part should be joined 
or that it has been joined the accounting 
module.  

Evidence on provision of training is limited 
to the report statement that the training was 
held. Most of documents provided are from 
EOs who have done it due to contractual 
obligations. However, as evidence was 
provided a list containing 100 trained 
officials, while based on interviews with 
AIS, it was said that nearly 5000 public 
officials were trained.  

We interviewed 48 public officials at 
different levels, and from the evidence 
provided by AIS, only 6 of them are on the 
list of training participants.  
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this training. Moreover, in the audited 
institutions we have noticed that not 
all who use this application have 
participated in this training.    

During the fieldwork we interviewed 
officials involved in the process, and 
according to them even though they 
have responded in the 
abovementioned questionnaire, they 
have not noticed any improvements 
so far, and have no knowledge how 
these issues have been addressed.  

NO Persons who have responded in 
questionnaires that they need additional 
explanation and training have been contacted 
one by one and were invited to a 
meeting/training.   

Through this questionnaire was aimed 
improvement of application in all BOs, and 
for this reason were interviewed all 
responsible officials, and were done tests 
that are part of this report, and were not 
noticed improvements.     

In addition, it has been noticed that 
the application does not filter the data 
by the requested date. If the user asks 
for statistics on consumable 
assets/materials purchased only in 
the last year, the report presents all 
assets/material that is in the 
warehouse regardless of the cut-off 
date.  

 Filters are possible, we can extract inflows, 
outflows, charges, discharges, various reports 
and on periodic basis. This is done at the 
dropdown list, when selecting Warehouse.    

 

During testing in the application, as well as 
complaints filed by audited institutions, it 
was ascertained that the application does 
not allow breaking down assets based on 
years of supply. We have a specific case in 
the works report of January 2016 submitted 
by the EO. The EO had to process the report 
manually, “ASK-generating the stocks 
report, and amounts carried forward from 
the previous year”.   

 


