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The National Audit Office of the Republic of Kosovo is the highest institution of
economic and financial control, and is accountable to the Assembly of the Republic of
Kosovo for its work.
Our mission is to strengthen, through quality audits, accountability in public
administration for an effective, efficient and economic use of national resources.
The reports of the National Audit Office directly promote accountability of public
institutions as they provide a base for holding managers’ of individual budget
organisations to account. We are thus building confidence in the spending of public
funds and playing an active role in securing taxpayers’ and other stakeholders’
interests in enhancing public accountability.
This information technology audit has been carried out in line with the International
Standards on Supreme Audit Institutions (ISSAI 3000a), Guidance on Audit of
Information Systems (GUID 5100b) and good European Practices.
Information Technology audit undertaken by the National Audit Office is an
examination and evaluation of IT systems and related controls to obtain assurance on
the principles of legitimacy, economyc, efficiencyd and effectivenesse of Information
Technology system and related controls.
The Auditor General has decided on the content of this report “Governance,
Operations Management and Security of IT Systems in the Kosovo Agency of
Statistics”, in consultation with the Assistant Auditor General Vlora Spanca, who
supervised the audit.
The audit report team consisted of:
Samir Zymberi, Director of Audit Department
Arbërore Sheremeti, Team leader
Armend Salihu, Team member

aISSAI 3000 – Standards and guidelines for performance auditing based on INTOSAI’s Auditing Standards and practical
experience
b GUID 5100 – Guidance on Audit of Information Systems issued by INTOSAI
c Economy – The principle of economy implies minimising the cost of inputs. Inputs should be available at the right time, quantity
and quality and at the lowest price possible.
d The principle of efficiency implies achieving the maximum from the available inputs. It relates to the relationship between input
and output in terms of quantity, quality and time.
e Effectiveness - The principle of effectiveness implies the achievement of set objectives and the achievement of expected outputs.
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Executive summary
The purpose of official statistics is to collect, process and distribute data for statistical purposes
for economic and social activities and general conditions in the Republic of Kosovo, and to
ensure Kosovo is fulfilling its international obligations in the production and publication of
official statistics. The Kosovo Agency of Statistics is a professional, independent institution,
the bearer and distributor of official statistics and co-ordinator of official statistics of Kosovo,
which operates within the Office of the Prime Minister.
The National Audit Office has carried out an audit of Information Technology at the Kosovo
Agency of Statistics to assess the organisation and governance of Information Technology,
regarding data security, application controls and maintaining data integrity. The main focus
of the audit was the Information Technology Division.
The audit results have shown that the Kosovo Agency of Statistics, through information
technology systems, has managed in general to implement and publish statistical projects
foreseen by the publication plan. Kosovo Agency of Statistics has started using electronic
methods in data collection, faster, automated and higher data quality processing. This has also
resulted in the elimination of paper questionnaires for thirteen surveys, the elimination of the
need for staff to input data, and direct supervision by Kosovo Agency of Statistics
headquarter.
However, the existing method of managing information technology has not provided a
sufficiently secure environment for maintaining data integrity. The Kosovo Agency of
Statistics has generally not established the necessary mechanisms for controls in which IT
activities were developed, operated, managed and maintained.
The audit results have shown that the Kosovo Agency of Statistics has difficulty in managing
information technology resources. There is a lack of adequate evaluation of the needs in the
IT field, inadequate segregation of duties and responsibilities among IT staff and insufficient
IT staff. Moreover, management of IT activities is not sufficiently based on policies,
procedures and operating processes.6
The IT Division in the Kosovo Agency of Statistics has, regardless efforts made and available
capacities, not assured that it meets all the users requests for support in the field of IT.
Handling of incidents and problems is based on ad-hoc requests and a register thereof is
missing. There is no adequate process for change management, development and testing of
software applications in place. There was no plan for resuming work in the event of any
natural disaster, human error or malfunction of information systems either.7

6 Detailed shortcomings are presented in Chapter 3- 3.1 Information Technology Governance; page 8;
7 Detailed shortcomings are presented in Chapter 3- 3.2 Information Technology Operations; page 11;
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The audit has also shown that the Kosovo Agency of Statistics does not have effective
mechanisms in place to conduct information security risk assessment. KAS has not taken
sufficient steps to ensure that information is not exposed to unauthorised parties and there
was insufficient control over the data exiting/entering Kosovo Agency of Statistics. Policies
addressing information security issues were missing. Regardless of the security of servers
(CLOUD), there is no agreement that would guarantee the security, responsibility, and
confidentiality of data processed outside the servers of Kosovo Agency of Statistics. The
mechanisms for monitoring the users’ electronic accounts are missing as well as the staff’s
awareness of the general requirements on the importance of information security has resulted
to be deficient.8
Audit findings indicate that issues related to information security about statistical systems
need to be improved. Given the importance of statistics at the national level, we have given a
priority recommendation to the Government of Kosovo to address particular issues related to
information security and capacities of Kosovo Agency of Statistics.
We have also made 13 recommendations to the Kosovo Agency of Statistics in order to address
quickly the issues related to the management and governance of information technology
within the organisation. The list of recommendations is presented in Chapter 5 of this report.

Response of Management on the audit
The Chief Executive Officer of Kosovo Agency of Statistics has agreed with our audit findings
and conclusions and committed to address the recommendations given.
The National Audit Office commends the cooperation with the management and staff of
Kosovo Agency of Statistics during the audit process.

8 Detailed shortcomings are presented in Chapter 3- 3.3 System and Information Security; page 17;
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1. Introduction
The Kosovo Agency of Statistics is a professional institution dealing with the collection,
processing and publication of official statistics. The Kosovo Agency of Statistics operates
within the Office of the Prime Minister and it submits the report on the activities and use of
budget funds to the Government and the Assembly of Kosovo for approval. The approved
annual report is published.
KAS vision is to enhance further the reliability and security of statistical data by establishing
and implementing modern statistical standards. The mission of the statistical system is to meet
the requirements of users with qualitative, reliable and objective statistical data.
The Official Statistics Programme provides the framework for the development, production
and distribution of official statistics in Kosovo, which includes statistical research, necessary
to provide data on the demographic, social, economic, agricultural and environmental
situation in Kosovo, focusing on essential phenomena for decision-makers, as well as
respecting the right of citizens to the protection of personal data9. The table below presents
the publications that KAS made during 2019, for the reporting periods 2018/2019, published
on the KAS website.
Type of statistics
Publications
2019

Agriculture
17

Economy

Social

74

Total

General
26

9

126

Table 1: Publications during 2019 from Kosovo Agency of Statistics

KAS is in the process of preparations for the Population and Housing census in 2021. IT has
been prepared to assist in all stages of the population census, especially in new technologies
that can be used for data collection, processing and distribution activities. The data provided
from the census are necessary for Kosovo's state institutions, for economic organisations,
academic institutions, civil society, and others interested in, in order to plan and implement
general development policies, for scientific research and other necessary analyses for different
areas of society.10
Since statistics are based on the collection, management, processing and distribution of
information and, nowadays, statistical information management is unimaginable without the
support of adequate tools in modern information technologies. It is more than necessary and
important, therefore, to have the support of information technology at every stage. To achieve
this, each organisation must have a well-organised IT governance, carry out IT operations
efficiently, and provide secure electronic information. Therefore, taking into account the

9 Kosovo Agency of Statistics operates according to Law no. 04/L-036, which entered into force on 12.12.2011. It is also supported
by the amending and supplementing of the Law no. 06/L-058;
10 Law No. 03/L-237 Law on Population and Housing Census;
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issues raised above on the importance of data in KAS and the challenges following this
organisation, the audit of IT in KAS was important.

1.1 Risk Areas and Audit Motive
Data created by KAS are important for society and economic development, and they affect
public policymaking. This data should be made available, in a timely manner, and presented
in ways, which facilitate planning and development efforts at the national, municipal and
settlement levels. This is achieved by continuously advancing methodology, advancing
statistical production processes, and distributing official statistics in accordance with users’
requirements.
KAS Information Technology Division is the main supporting body of production processes
and distribution of official statistics using information technology for the development of
applications for data processing and distribution, the creation of many electronic registers, the
use of various technological tools to increase the productivity of data collection.
Given the importance of KAS data as well as the relation of information technology in the
development of statistics, the NAO has been motivated to make an initial assessment of IT in
KAS, using the Active IT Audit Handbook11 to identify risks in the IT field. Based on this
assessment, in the planning phase, we have identified the following as more risky areas:


IT governance;



IT operations management; and



System and Information security.

We have also taken into account the preparations of KAS for an important process for the
Republic of Kosovo such as the Population and Housing Census in 2021 where the role of IT
is key in this process.
The last assessment of IT done at KAS was in 2013 by UNDP12 (United Nations Development
Programme). This assessment is relatively old, whilst technology has developed greatly.
Therefore, taking into account the issues identified above, our focus on this audit is focused
on assessing whether the IT division has been successful in managing operations and
electronic systems efficiently and effectively to support the achievement of KAS strategic
planning objectives.

11 Active IT Audit Handbook - is a platform developed by ITWG / EUROSAI and WGITA / INTOSAI, which is used to identify
the most risky areas, identify questions, criteria and work methodology during the IT audit process;
12 Technical analysis of Information Technology in the national statistical system; ICT in the National Statistical System of Kosovo
-Basic Review and Recommendations for Development- April 2013;
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1.2 Objective and Audit Questions
The objective of this audit is to assess whether the Information Technology Division has been
successful in managing electronic operations and systems to support the achievement of
KAS's strategic planning objectives. In this context, we will assess whether the KAS has
established the necessary mechanisms for general IT controls, including the general
environment in which IT activities were developed, operated, managed and maintained.
By means of this audit, we aim to make relevant recommendations to the responsible parties
to improve IT services.
Audit questions
1.
2.
3.

Are there efficient mechanisms in place for managing IT resources?
Does the IT Division ensure that users' requirements are met and does it help to achieve
the objectives of KAS?
Does the organisation have effective and documented mechanisms to assess information
security risk?

Our approach to this audit has used a variety of techniques to obtain audit evidence and
assurance. We have analysed the documents, the relevant legislation, interviewed the
responsible parties and made field observations.
The main focus in KAS has been in the Information Technology and Methodology Department
which is responsible for the creation, development, management and maintenance of the
Statistical System of Information Technology as well as Electronic Statistical Registers. To
verify whether KAS personnel have sufficient information and implement good practices for
information security, other officials from the departments operating within KAS as well as
KAS officials, in the Peja region, were also interviewed.
This audit covered the audit period of 2019, while 2020 is covered until February when the
audit ended.
Detailed audit methodology applied during this audit, the criteria, methods used, system
description and relevant documents are presented in Annex 1.
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2. System Description
The work of KAS is based on international standards set by EUROSTAT13. The data KAS
publishes are data collected by KAS itself as well as data that are collected by other institutions
of the Republic of Kosovo.
KAS consists of eight departments. These include five operational departments (Agriculture
and Environment Statistics, Census and Surveys, Economic Statistics, Social Statistics,
including Population Statistics), Administration Department; Information Technology and
Methodology Department (ITMD) and one Department for Policy, Planning, Communication
and Co-ordination14.
Description of the work process
The following scheme is a general model of the statistical process cycle, which is followed by
KAS, on which projects and the data collection work rely and drafted upon. The architecture
for developing information systems for statistics is also based on the nine phases presented
below.

1. Needs
specificati
on

6. Analysing

7. Distribution

2. Design

5. Processing

8. Archiving

3. Construction

4. Collection

9.
Assessmen
t

Figure 2: Work phases for KAS projects

13 Eurostat (European Office of Statistics) is the General Directorate of the European Commission based in Luxembourg. Its main
responsibilities are to provide statistical information to the institutions of the European Union (EU) and to promote the
harmonisation of statistical methods in the member states and candidate states for EU accession, as well as the EFTA countries;
14

https://ask.rks-gov.net/media/3929/organogrami-i-ask-es.pdf.
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The IT staff in KAS is involved in almost all phases presented in Figure 2. A bigger and more
important commitment of ITMD is from phase 4 to phase 7. To achieve the objectives of KAS,
the IT staff develops applications for data collection, standardisation, integration,
confidentiality, distribution, database management, backup systems, meta-data,
transmission, etc. Among the main platforms used by IT, we mention the Survey Solution
platforms, CSPro, etc., which require development, maintenance and monitoring throughout
the work process required through phases.
Role and responsibilities of IT and Methodology Department
ITMD is a department that supports other KAS departments through coordination and
planning for the performance of tasks by other KAS departments regarding the inclusion,
processing and publication of their data through Operations and Distribution, as well as
timely supervision of all materials prepared for publication according to the dynamic plan.
ITMD is responsible for managing and organising the work processes of this department,
which is responsible for planning, implementing, supervising the policies of the department
on the performance of the tasks laid down (publications according to calendar deadlines,
distribution standards, updating and maintenance of the website). It is also responsible for
supervising all stages of the development and implementation of IT and Methodology
programs, as well as for statistical data distribution policies. It also uses EUROSTAT standards
and methodologies to develop distribution programs, methodologies and policies.
The Information Technology Division is composed of the Head of the Department and five
officials covering the positions: Administrator of IT systems; two senior application
development officials; GIS expert; and Cartography expert.
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3. Audit Findings
In this chapter are presented audit findings related to the coordination and activities
undertaken by the responsible parties to establish the necessary mechanisms for general IT
controls, which include the general environment in which IT activities are developed,
operated, managed and maintained.


The first part presents the shortcomings in IT governance with a special focus on the
identification of needs, managing professional capacity and segregation of duties, as
well as the lack of internal policies and procedures.



The second part presents the audit findings regarding the management of incidents
and problems, the management of system changes, the management of various
controls in the systems in use, as well as the management of the continuity of work
processes.



The third part covers information security where it is highlighted a lack of policies and
procedures regarding IT security, lack of information on cyber threats from within and
outside the institution, lack of users’ management and lack of control over the
exposure of data.

3.1 Information Technology Governance
IT governance is defined as the overall structure that guides IT operations in an organisation
to ensure that they match with current business needs and have plans for future needs. It is
an integral part of the organisation's governance and consists of leading the organisation,
institutional structures and processes, and other mechanisms (reporting, implementation,
resources, etc.) that ensure that IT systems support goals and strategy while balancing risks
and effectively managed resources.
Below are presented the findings, as a result, of the lack of information technology
governance, which has resulted inefficient in managing IT resources.
1. KAS has not made an adequate assessment of the existing condition of IT equipment
and needs in the IT field
In order to support the strategy, the institution should provide solutions to its users. Before the
development process for a project is initiated, it is necessary to identify and specify the necessary
requirements so that risks are managed and the chances of success are maximized. 15

15 The Information Technology Audit Handbook is a product of EUROSAI Information Technology Working Groups (WGITA)
as well as the INTOSAI Development Initiative (IDI) Initiative for Determining the Rules and Standards of Information
Technology Auditing Standards. pp. 73-74; (in the following references we will refer to it as “Information Technology Audit
Handbook”);
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KAS has drafted the official statistics program 2018-2022 outlining the upgrading of IT
infrastructure capacities. However, there was no clear picture of needs based on the
advancement of IT infrastructure capacity as foreseen in the 2018-2022 program. During
projects implementation, KAS faced shortage of IT equipment for the engaged support staff.
KAS assessed the risk in the IT field, where only the need for workspaces, the construction of
the server room and the need for stimulus policies for the deficit staff in the IT field was
mentioned and, so far, only the server room was transferred in the premises of the national
data centre.
Lack of adequate needs assessment may lead to failure to obtain assurance that resources are
allocated to priority areas. Lack of risk management planning undermines the achievement of
the organisation's set objective and leads major projects to failure. It also undermines efforts
to measure progress in relation to set objectives and expectations.
2. KAS has not managed to create an adequate segregation of staff duties and
responsibilities in the field of Information Technology
IT department should be positioned in such a way that segregation of duties includes all functions to
achieve KAS16 objectives. KAS should also have mechanisms in place to determine, monitor and control
IT performance17.
KAS has not made adequate segregation of staff duties and responsibilities in the field of
Information Technology. During the audit process, it was noticed that KAS has divided the
Information Technology Division within the Information Technology and Methodology
Department, but there is no adequate segregation of duties. The entire IT staff performs all
work related to Information Technology.
According to the job description, the IT Division is lacking staff in the position of Database
Administrator as is foreseen in the job description for this Division. This document does not
foresee the position of help-desk assistant either. Inadequate segregation of responsibilities
and failure to fill positions may undermine the achievement of the goals and fulfilment of
needs of KAS which may result in various errors with the inability to identify them or even in
the possible misuse of the job position by not performing tasks for which adequate staff has
been assigned.
In addition to employees in the IT division, KAS also has three IT officials located in other
departments who are not managed by the IT division; where according to the job description
they are responsible for systems and databases only for the department they are engaged in.
Consequently, databases (which are numerous) that are not under their responsibility remain
as additional work for officials in the IT division. Failure to cover with relevant staff of all
responsibilities poses a risk of inadequate performance of duties and goals, as well as
positioning of IT-responsible staff outside the IT division, poses a risk of creating independent
16 ISACA – CISA Review Manual 27th Edition, 2.4.4 Segregation of Duties Within IT;
17 Information Technology Audit Handbook, p. 20;
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systems and improperly controlled by IT management. There may be inadequate
developments for IT infrastructure in KAS with the risk of damage to other IT systems and
poses a risk of inefficient management of IT resources (human and technological).
From the analysis of contracts and job descriptions of IT staff, differences have been observed
between the job position and the job description. The IT staff recruited during 2019 were
missing information regarding the work process and information security, thus resulting in
various mistakes during the execution of works (presented in the following findings). Failure
to inform the newly recruited staff to the work processes and the provision of relevant training
can affect the non-fulfilment of tasks and the failure to achieve the goals of KAS adequately.
Failure to harmonise job positions and job descriptions was as a result of lack of control over
staff responsibilities. Meanwhile, the non-provision of training to the newly recruited staff
occurs as a lack of identification of needs and drafting of internal procedures.
3. KAS did not design policies, procedures and operating processes that would direct the
IT functions
KAS should draft, approve and communicate policies, procedures, operating processes in order to guide
IT functions and, at the same time, to have mechanisms that ensure that these policies and procedures
are being pursued in order to achieve the organisation's objectives.18.
KAS does not have the necessary policies and standards designed to establish the rules and
regulations for the managerial, operational and administrative frameworks of IT. IT officials
in KAS succeeded to manage their work processes by supporting other departments by
providing various services in the field of IT, developing and maintaining applications,
creating various databases, maintaining technological equipment, but without following any
written process. IT officials were involved in all phases of statistical projects; this process of
cooperation between departments and activities that IT officials had to follow during the
phases of statistical projects was not documented, and for this, they relied on the Model for
generating/developing GSPBM statistical processes – (Generic Statistical Business Process
Model).
The reason for failure to draft them is that KAS considered ASI guidelines and regulations as
well as the EUROSTAT standards as sufficient on which they were based on the work of
statistics. However, even these are not enough for the internal operations that take place in
KAS. Moreover, shortcomings in the implementation of AIS guidelines have been noted.

18 Information Technology Audit Handbook, pp .74-76;
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Figure 3: Illustration – lack of orientation!

Lack of well-defined policies, procedures and processes risk that the organisation does not
provide a basis to analyse how to move from their existing state to the targeted objective. Their
absence makes it impossible to identify gaps or limitations in resources, communications
between departments, technology or the ability to control and correct risks related to work
processes.

3.2 Information Technology Operations
IT operations mean the daily IT infrastructure that executes and supports business needs.
Properly managed IT operations enable identification of barriers and plan changes in capacity
(additional hardware, or network resources), measure performance to ensure that it meets the
needs of the organisation, and provide assistance and support to problem management and
incidents against IT resource users.

Figure 4: Illustration – Interrelation between incident management processes, problem management and
changes management

Below we have presented the findings regarding the management of information technology
operations, which has resulted as one of the obstacles in receiving services of information
technology efficiently.
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4. KAS has not drafted procedures and has not developed processes and mechanisms
related to the identification, reporting, handling and management of incidents and
information systems problems.
KAS should have documented procedures and processes for detecting and recording irregular conditions
related to the management of IT19 incidents and problems. KAS should put in place mechanisms for
detecting and documenting conditions that may lead to the identification of an incident, those
mechanisms should aim at preventing the occurrence of similar incidents or problems in the future.20
KAS has not drafted a procedure regarding the identification, management and handling of
incidents and information technology problems. KAS has not developed either processes or
systems related to the collection, handling, management and history of incidents and
information technology problems.
Moreover, KAS has not put in place mechanisms in order to identify various problems and
incidents in IT systems, such as; unauthorised access by users, various interventions in
systems and networks (security), system and network malfunctions (operational), low
program functioning (service delivery) or lack of users’ skills (training).
KAS did not have a register of problems and incidents that occur, in order to prevent and
minimize their recurrence. According to IT officials, although in the past they started
preparing a system for reporting problems, however the work in it was interrupted due to
other priority works that occurred in KAS. As a result of the lack of such a system, KAS lacked
the necessary knowledge on the frequent problems that occurred, lacked training in the field
of IT that KAS personnel needed, and lacked an accurate overview of the needs of KAS in the
field of IT in general.
The lack of procedures and mechanisms on identification, reporting, management and
handling of IT incidents and problems leads to the risk of those not being accurately identified
and timely addressed. It also leads to failure to analyse the systematic reasons behind them,
which may lead to future problems, and to minimise any problems or incidents that may occur
and affect IT systems.
5. KAS has not established a process regarding the management of changes in
information systems, including the management of emergency changes that may occur
KAS should follow a defined procedure of change management, which requires approval before
implementation in the production environment. The change management process should ensure that
changes are recorded, evaluated, authorised, prioritised, planned, tested, implemented, documented, and

19 Information Technology Audit Handbook, pp. 84-85;
20 ISACA – CISA Review Manual 27th Edition, 4.8 Problem and Incident Management;
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reviewed in accordance with documented and approved change management procedures21. KAS should
also have put in place procedures for emergency changes 22.
During the audit process of the IT Division in KAS, we noticed that a procedure, which deals
with the issues of managing changes in hardware and software systems, is missing. Changes
are made depending on the project request from the relevant managers, through e-mails or
direct contacts, but the same does not always go through the necessary stages for a change to
occur, such as; planning, approval, implementation, testing, transition to a production
environment, withdrawal plan, etc. KAS has not established a process either regarding
emergency changes. All this is done without any trace of change.
The lack of a procedure related to change management leaves for the possibility of not
implementing the changes according to a defined plan, there is the possibility of unapproved
and inadequate changes. The lack of a procedure for emergency changes can affect inadequate
changes as an effect of emergency changes. These shortcomings can affect a non-fully
functional system and can have operational and financial consequences against KAS.
6. Testing of agriculture survey application was conducted in a production environment
and the staff responsible for developing information systems has constant access to
the production systems.
KAS should have a testing environment for testing system developments before the same are transferred
to a production environment23. Access to production environments should be limited, all developments
should be done in a different environment from the production one, and only after the final testing
phase, the same should be transferred to the production environment24.

Figure 5: Illustration – transfer from the testing environment to the production environment!

In the absence of the change management procedure and implementation of good practices,
system testing for recording agricultural surveys in KAS has been done directly in the
production environment. Due to the lack of this procedure, the staff responsible for the
development of systems in KAS has constant access to central databases and systems and thus
can make continuous changes without any supervision and without being noticed. For the
changes in the KAS systems made is not done the approval of the requests for continuous
change of the system by the management. In the absence of a written process and in the

21 Information Technology Audit Handbook, pp. 86-87;
22 Information Technology Audit Handbook, p. 87;
23 ISACA – CISA Review Manual 27th Edition, 3.5 Testing Methodologies and 3.7.5 System Software Implementation;
24 ISACA – CISA Review Manual 27th Edition, 4.9.3 IS Operations, IS Operations Reviews;
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absence of the implementation of good practices, all testing is performed in the production
environment while access to them was complete.
The abovementioned shortcomings lead to the risk for incorrect identification of errors,
uncontrolled and unsupervised changes, which can undermine production systems.
7. In two applications of KAS, validation rules on input data were missing
Systems developed in KAS should be well designed so that invalid input data is rejected by the system25.
Input controls are mainly used to control the integrity of the data entered into an application in use, if
the data is entered directly by the staff or through an application or interface / link enabled by the Web.26
During the verification of the input controls in three applications, (Agricultural survey data
entry, investment survey, and orchard survey) we found that two of them lacked the validity
rules. In these cases, the application was built to accept values that did not match the basic
data.
While examining the agricultural survey data entry application, we found that this application
has not been constructed in a regular manner, since the same has not adequately created the
input controls. During the direct testing and observation of the work in this application, it was
found that the fields, which were dedicated to input of numerical characters only, the same
allowed the input of other characters. The database used by this application was also built in
the same way. In the same way, it allowed the input of alphanumeric characters in fields,
which, in the questionnaire, were dedicated and designed for numbers only.
While examining the investment survey conducted in the Survey Solution system, it was
similarly observed that the fields required, in the design, to contain only numbers, the same
field was declared in the system to accept text.
Lack of input controls over applications and systems used by KAS may lead to the risk of
incorrect and unauthorised data entry.
These result in poor performance of staff, process and application. At the same time, they
increase the time of data control by the staff responsible for their processing, which leads to
delays in issuing results. Furthermore, the lack of input controls can create an unsuitable and
dangerous environment for the data entry system or even for the execution of various
commands with bad intentions such as; SQL Injection and damaging the database. After the
identification of shortcomings by the audit team, the Agency undertook actions to improve
the identified sections.

25 Information Technology Audit Handbook, p. 112;
26 Information Technology Audit Handbook, p. 58; ISACA – CISA Review Manual 27th Edition, 3.4.1 Input/Origination Controls;
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8. KAS does not have a business continuity plan in case of any natural disaster, human
error or malfunction of information systems
To ensure that KAS operations will continue without any problems and interruptions in case of any
natural disaster or human error/misuse, KAS should have a business continuity plan established 27 and
should define the teams for emergency response in the event this plan is activated28.
KAS has not developed a business continuity plan, which would be a detailed guide to react
in the event of disasters or malfunction of work processes and IT primary system. Without
proper management of the continuity of work processes, data and systems owners may not
have the necessary and sufficient security that work processes can continue to function after
a major event/disaster or a failure of the primary system. The lack of a practical and costeffective program for managing the continuity of work processes increases the risk of failure
of KAS, in case of any natural disaster or failure of primary systems.
No emergency response teams have been identified in KAS. Furthermore, the roles and
responsibilities that the emergency response team should have, were defined. The lack of an
emergency response team makes it impossible for KAS to return to critical processes to the
functional situations in case of a major event.
The main work processes should be identified and emergency measures should be planned according to
the circumstances, based on an assessment of the work processes that are most critical. KAS, for the
implementation of a business continuity plan, should have carried out an assessment regarding the
impact of work processes on the adequate functioning of KAS, where the reaction time, return time, loss
period should be determined, etc.29
There was no assessment of the work processes and their impact on the KAS (BIA - Business
Impact Analysis) conducted in KAS. Nor was there an assessment of the risks that would
enable KAS to understand the potential threats in the process of critical activities. Failure to
carry out an assessment of the processes and risks posed by those processes makes it
impossible for KAS to identify these processes and return of critical processes to work in the
event of a major event.
In order to have a functioning business continuity plan system, KAS should have a backup of systems
and data in a location, other than, where the basic systems and data for the operation of KAS processes
are located30.
From interviews with responsible persons in KAS and direct observations, it is understood
that some of the systems are backed up, but are stored in the same location as the primary
systems or stored in inappropriate and unsafe locations, such as in the staff's external personal
27 Information Technology Audit Handbook, p. 95;
28 Ibid, p. 95;
29 Ibid, pp. 96-98;
30 Information Technology Audit Handbook, p. 97; and ISACA – CISA Review Manual 27th Edition, 4.15.1 IT Business Continuity
Planning;
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discs or private e-mails. Despite maintaining a backup for some systems, the Recovery Point
Object (RPO) and Recovery Time Object (RTO) were not specified. Lack of backup or storage
in unsuitable locations may lead to the loss of important data should the primary system fail,
as well as storage of backup in staff’s private discs or e-mail may lead to leakage of sensitive
data to unauthorised persons.
The business continuity plan and the IT recovery plan systems should be tested at certain intervals to
verify whether the KAS can recover work processes in the event of a natural disaster or system failure31.
In the absence of a business continuity plan and procedure and the second backup centre, no
testing is performed to ensure that KAS can continue work processes in the event of a disaster,
nor have been provided with evidence that backup systems being backed-up have been tested
and can be used in the event of a primary system failure. The identified shortcomings pose a
risk of failure and loss of records and work processes of KAS.
Lack of a business continuity plan has led KAS to not having established an emergency
response team, in not assessing the risks in the work processes, in an inadequate system of
storing backup systems and data.

3.3 System and Information Security
The objective of a system and information security program is to protect the information of
the organisation by reducing the risk of loss of confidentiality, integrity and readiness of that
information to an acceptable level. If the organisation does not have a guarantee of
information security, then it will face possible risks and threats to the operations of the
organisation, to the achievement of general objectives and the impact on the credibility of the
organisation.
Below we have shown the findings showing that KAS does not have effective and
documented mechanisms to assess the information security.
9. KAS did not have an approved and communicated policy regarding information
security and it had no additional controls in place on information security.
KAS should establish and document a clear information security policy in accordance with the
objectives of the activity and demonstrate its support and commitment. An information security policy
document should be approved and communicated to all parties involved.32.
KAS does not have an approved information security policy that addresses system security
issues, data ownership, protection of sensitive data, etc., which would serve as standards for
the use of IT resources and security management disciplines. Although a draft document on
information security backed by the Swedish Office of Statistics and the "Administrative
31 ISACA – CISA Review Manual 27th Edition, 4.15.9 Plan Testing;
32 ISO 27001 Controls and objectives – A. 5 Security policies;
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Instruction on the Protection of Statistical Data and Access to Micro Data" was drafted during
2019, these documents were not yet ready for approval and communication to KAS officials.
In the absence of these policies, KAS did not have additional controls in place on information
security.
The lack of a comprehensive information security policy can lead to inconsistency regarding
how security is defined, configured and implemented throughout KAS. KAS also risks not
being able to administer and protect the infrastructure and sensitive information against
unauthorised parties.
10. KAS uses CLOUD33 servers to record data without any prior agreement on data
security
KAS should have information security policies that identify and protect all sensitive information related
to internal and external parties34. The transfer of personal data, which has been processed or will be
processed in other countries and to international organizations, may be done in accordance with the
provisions of Law no. 06/L-082 and if the country or international organisation in question provides
the appropriate level of data protection.
KAS had the Survey Solution platform for data recording uploaded in the CLOUD servers.
However, it did not sign an agreement with the system owners to guarantee security,
responsibility and confidentiality of the data. On the official website of the application "Survey
Solution" that KAS used, it was recommended that if the data recorded contain sensitive
information, the platform should be installed on the local servers. Irrespective of the type of
data, KAS stores and processes all of them on CLOUD servers for a certain period.
This application was recommended to be used by the World Bank, due to the security of the
application as well as due to the security of these CLOUD servers. KAS did not consider
signing an agreement through which it would ensure that data is not exposed to unauthorised
persons during the period when the data is being processed and whether it will be destroyed
after downloading it from these servers. In the absence of an agreement with the owners of
these servers, KAS does not have control and information that after the termination of access,
the relevant data will be destroyed. In this case, KAS risks losing and misusing confidential
data stored on CLOUD servers.
KAS has planned to continue processing the data this way in regard to other major projects,
without considering capacities that AIS can offer. Following the audit execution process, KAS
started to install local servers for this platform.

33 A cloud server is a virtual server, which is accessed by users through a network. The intention of Cloud servers is to provide
the same functions, support the same operating systems (OS) and applications, and provide performance characteristics similar
to traditional physical servers operating in a local data centre;
34 ISO 27001 Controls and objectives –A. 6.2 External objectives;
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11. KAS had not appointed the data protection officer
Law No. 06/L-082 on National Personal Data Protection stipulates that: The controller and the
processor shall appoint a data protection officer. KAS is considered a data controller and processor and
has the obligation to appoint this official.
KAS collects, processes and controls a lot of data, which contains personal and sensitive data
and, according to Law no. 06/L-082, it is obliged to appoint an official for data protection in
order to avoid unwanted data exposure. However, KAS did not employ any data protection
officer. The absence of the officer may affect the inadequate classification of information.
A data controller is any individual or legal person from the public or private sector who
individually or together with others determines the purposes and ways of processing personal
data.
12. KAS has not established a program of awareness and training regarding security
awareness of possible cyber-attacks
KAS should have a written process, aiming at informing/training, recognising the duties and
responsibilities of personnel on information security. KAS should also ensure that staff have the
necessary knowledge on information security from its recruitment to the termination of employment
relationship, and should maintain information security.35 KAS should test staff from time to time on
cyber threats, by organising incentives for possible attacks.36
KAS has not established a program of awareness and training related to awareness on security
from possible cyber-attacks on a periodic basis to promote information security awareness
and create a positive security culture. Only the notifications delegated by AIS for possible
cyber-attacks were communicated to the staff. In addition to IT officials, other officials
significantly lacked awareness of the issue, and no training was provided to users on general
requirements and on the importance of information security and systems in KAS. This was
due to the undefined and confusing structure of information security responsibilities and due
to the lack of an information security officer, while IT officers delegated only basic security
information to other officials.
Given the importance of data and major projects with the national influence that KAS has in
the process, it had not assessed the risks associated with information security. Therefore, in
the absence of the necessary knowledge on information security, KAS risks to being exposed
to unauthorised disclosure of information, data or information theft, therefore information
security is unmonitored.

35 ISO 27001 Controls and objectives – A.8 Human resources security;
36 ISACA – CISA Review Manual 27th Edition, 5.12 Training and programmes of security awareness;
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13. KAS has not established mechanisms for monitoring users of official electronic
accounts
When the employment relationship of the officer is terminated/ suspended, when the officer changes the
job or changes the data, the personnel unit is obliged to inform the administrator of the official accounts
of the respective institution immediately, who will take the necessary actions37.
Personnel officials have not notified the relevant IT official of the closure of the electronic
accounts as provided for by AI 02/2015 Article 7. As a result of this and the lack of
implementation of AIS guidelines for official electronic accounts, during the examinations
made, we found that users used each other's electronic accounts and were unaware of the
consequences that this action would cause.
In one case, it was found that even though the official had quit the job, his official account has
been used to oversee and edit the application which has been worked by him. The official
account of a retired staff was used after his retirement. In two other cases, the official accounts
of staff who were on leave without pay were open and used during their leave. From the tests
during the direct observations, it was found that the officials used the official accounts of
others, as well as other interviewed officials claimed to use each other's credentials to
complete the work during the absence of one or the other official on certain days.
Notification of the opening or closing of accounts was made only in cases where directors of
the departments asked IT officials to make this closing, while it was not done by the personnel
office as defined by the guidelines during the audit phase, after the presentation of the
situation by the audit team, IT officials have taken measures to close these accounts.
This can result in security exposures, such as; compromising the integrity, confidentiality and
availability of information assets; non-compliance with the laws and regulations applicable to
KAS; loss and misuse of systems and information, etc.
The official electronic account is an official account used by the state IT system users for access to
electronic services; the official account is unique to all electronic services including domain,
applications, intranet, internet, official email and other official electronic services38.
For the purpose of verifying the users of official accounts and verifying access to systems, we
requested from the Human Resources Office a list of all employees, including employees with
special service agreements. However, in addition to the total number of employees, they did
not have a register of officials with special service agreements, including their basic
information (such as the start and end date of the job, the department where they were
engaged, the access they should have in systems, etc.). Following our request for verification
of access to the systems, the register was developed by the budget and finance division.
During 2019, KAS had about 370 officials with special service agreements, who used to
37 AI (MPA) No. 02/2015 on Official Electronic Accounts –Article 7 Changing/termination of an electronic account;
38 AI (MPA) No. 02/2015 on Official Electronic Accounts - Article 3 Use of the official account;
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conduct field surveys (this number is expected to increase during 2020, while due to major
projects planned by KAS, this number is expected to increase even more in the future).
However, a good number of them were engaged in other jobs that required access to KAS
systems, some of them in different projects during different periods. Their access to the
domain was by general account, and no monitoring of their activities was conducted.
The lack of complete registers of officials, as well as the lack of their monitoring jeopardises
the security level of electronic systems. Such risks may include accidental or intentional
destruction of data assets, within or outside the KAS, it also creates room for potential fraud
and non-identification of responsible persons in the event of eventual error or misuse.
14. Not all KAS official electronic accounts were unique and personalised
The official account should be unique to all electronic services including: domain, applications, intranet,
internet, official email and other official electronic services39.
During the physical verifications of users in the domain, in databases and applications, it was
found that not all KAS accounts are unique and personalised.
To access the domain, there were a total of 21 unified accounts that were used by many
employees and, in particular, by those contracted. The official accounts they used for access
only identified the department where they worked. While the tracking of their activities was
not identifiable and, consequently, the monitoring of their activities cannot be done.
Furthermore, when verifying an application for registration the data of a survey, all data entry
officers used the same credentials/accounts that make it difficult to identify the user for the
activities performed. During the audit phase, after the presentation of the situation by the
audit team, IT officials have taken measures to change these accounts and open personalised
accounts.
The access to the database was done with a generalised account and with the administrator’s
access. There was more than one person with access to them, which makes it impossible to
identify their activities in the data. In addition, KAS did not have tracking mechanisms in
place (audit trails, revenue review, use of unique identifiers).
The general accounts were opened in the applications due to testing and, as such, have still
remained open. While accounts with full administrative access, based on records, were not
changed, as according to IT officials a well-secured credential is more secure than personalised
credentials that the same were used in many applications.
In the absence of unification of accounts, it is difficult to identify those responsible in case of
eventual error or misuse.

39 AI (MPA) No. 02/2015 on Official Electronic Accounts - Article 3 Use of the official account;
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15. One-third of the official electronic accounts in KAS were not required to change their
password
Each user of the official account is obliged to change their password at least every six (6) months for
security reasons40.
During verifications on user access, out of 229 official accounts, 79 of them were not required
to change the password at all. Of them, 38 accounts were professional electronic accounts used
for application administration, local device administration and official account for domain
management, 21 were official electronic accounts with general credentials used by many
officials, 15 were official electronic accounts with personalised credentials of KAS officials,
while five others were unidentifiable official electronic accounts.
34% of accouts with immutable
password

229 Official electronic accounts

38

66%

34%

Professional electronic
accounts

21
15
5

Official electronic
accounts with general
credentials
Official electronic
accounts with
personalised credentials
Unidentifiable official
electronic accounts

Accounts with immutable password
Official electronic accounts

Figure 6: An overview of the electronic accounts

Due to the general accounts, which were used by many officials, no time limit was set for
password use. For the personalised accounts of KAS officials, no time limit was given for
changing the password, for easier use at the request of the officials as well.
Lack of implementation of password change in regular periods, risks that the password of
user accounts/IDs will be detected by unauthorised persons and these accounts will be
misused.
16. KAS does not have a defined process regarding the approval of access to systems, data,
information, peripheral devices
KAS should ensure that organisational and physical measures ensure the prevention of unauthorised
access. KAS should also ensure that USB, CD ROM and other means used for entering information
into IT infrastructure are blocked and/or are allowed only after the information is considered clean41.

40 AI (MPA) No. 02/2015 on Official Electronic Accounts - Article 6 – Password;
41 ISO 27001 Controls and objectives –A.10 Communication and operations management/ Media treatment;
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Access to peripheral devices (USB, CD, etc.) is allowed for KAS staff, this can jeopardise data
integrity, privacy abuse, sensitive data distribution by copying to peripheral devices (USB,
CD ROM, etc.) as well as the possibility of exposure of it to possible cyber-attacks.
In the absence of proper access controls, there is a risk that KAS infrastructure and systems
may be damaged, data integrity may be compromised, privacy abused, and sensitive data
may be distributed by copying it to peripheral devices (USB, CD ROM, etc.).
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4. Conclusions
Information Technology Governance
KAS has not made an adequate assessment of the existing condition of IT equipment and
needs in the field of IT and, as a result, did not have a clear picture of these needs, on which
they would rely when advancing infrastructural capacities of IT. In the absence of needs
review and in the absence of risk management planning, the organisation's projected objective
may not be achieved, while major projects may fail.
Putting the IT department in an inappropriate position, inadequate segregation of duties and
lack of organisational structures, procedures, sufficient organisational monitoring controls
can make the institution fail to be transparent and accountable and may risk not achieving
goals and not meeting the needs of KAS.
KAS lacks policies, procedures and operating processes that would guide IT functions. KAS
uses, to some extent, the guidelines and regulations drafted by AIS, but even these are not
sufficient for the operations that take place in KAS. Their absence makes it impossible to
identify gaps or limitations in sources, communications between departments, technology or
the ability to control and correct risks related to work processes.
Information Technology Operations
The handling of incidents and technology problems by the IT division in KAS was done based
on ad-hoc requests, which were usually by phone, e-mail or random meetings, but KAS lacked
a procedure related to the management of IT incidents and problems. KAS also lacked a
system for recording and handling IT incidents and problems, and KAS did not have a register
of problems and incidents that occurred, in order to minimize those that are more frequent
through various guidelines or training. Identified shortcomings leave for the possibility of not
treating them adequately, or even not treating them at all.
Changes are made to KAS systems in order to make them function as good as possible, but
due to lack of change management procedure, not all changes occur according to the
workflow. They are mainly made based on the requirements of the project bearers, but these
changes are not always made according to the necessary steps for their change which are:
planning, approval, implementation, testing, transition to the production environment, fallback plan, etc., and the staff responsible for implementing the changes has constant access to
changing the production systems. KAS also lacked a procedure regarding the emergency
changes of the systems in case the same is necessary. Observed shortcomings can have
operational and financial consequences, can affect inadequate, unnoticeable changes and can
damage production systems.

23

ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

In KAS, not all developed systems have well-designed input controls, where it has been noted
that there are systems that have been developed and in the fields defined for writing numbers,
the same allowed the input of other characters, which can affect the input of unrelated data,
increase control time, and may affect system damage by injecting malicious codes.
KAS risks the loss of work processes in the event of a natural disaster or human error, from
which primary systems may fail, as a lack of a business continuity planning based on critical
processes. Moreover, KAS has not even established an emergency response team in these
situations. Although some systems in KAS are backed up, the same can be unusable as they
are stored in the same location, as the primary system, and at the same time, the backup can
be damaged. These identified shortcomings pose a risk for continuing work processes in the
event of a natural disaster or malfunction of primary systems.
System and Information Security
KAS has identified the need to establish the mechanisms for the security management of
systems and internal information, but it has not yet approved policies that address security
issues of systems, data ownership, protection of sensitive data, etc. In their absence, KAS risks
not being able to administer and protect infrastructure and sensitive information against
unauthorised parties.
Considering the importance of data and major projects with the national influence that KAS
has in the process, KAS has not assessed the risks related to information security. KAS had
the Solution Survey platform for data processing uploaded in CLOUD servers. In addition, it
had not considered signing an agreement with the owners of the system to ensure that data
would not be exposed to unauthorised persons. In the absence of an agreement with the
owners of these servers, KAS has no control and information that after the termination of
access, the relevant data is destroyed.
Although there were administrative instructions that set out the procedures for managing
official electronic accounts, KAS has not established sufficient controls to ensure that the
creation, administration, utilization and closing of user accounts and their other privileges
were being managed according to instructions. There was an open risk of unauthorised access.
KAS did not take sufficient steps to ensure that information is not exposed to unauthorised
parties and there is no sufficient control over the data that is leaving/entering from/to KAS.
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5. Recommendations
We recommend the Kosovo Government to ensure that:
1. The Kosovo Agency of Statistics establishes the necessary information security
mechanisms which identify and protect sensitive information against unauthorised
parties and addresses the issues raised in this audit report;
We recommend the Kosovo Agency of Statistics to:
2. Establish risk management policies and plans, and should have sufficient and directed
resources to priority areas to minimize risks so as not to jeopardise the intended objective
of the organisation;
3. Ensure that the IT department is positioned in such a manner that the segregation of duties
includes all the functions to achieve the objectives of the KAS, adhering to the
principles/functions of approval, development and control to avoid conflict of interest as
well as IT responsible staff is centrally managed;
4. Design, approve and communicate policies, procedures and operating processes in order
to guide IT functions and, at the same time, enable mechanisms that ensure that these
policies and procedures are being followed in order to achieve the agency’s objectives;
5. Draft a procedure for the identification, management and handling of information
technology incidents and problems, as well as create a process or system related to their
collection, handling, management and storage in order to minimize such occurrences in
the future;
6. Draft and follow a defined procedure of management of changes, which requires approval
before implementation in the operational environment, including the management of
emergency changes that may occur. The change management process should ensure that
changes are recorded, evaluated, authorised, and ranked based on relevance, is planned,
tested, implemented, documented and reviewed in accordance with documented and
approved change management procedures;
7. Ensure that all application testing is carried out in a testing environment and only after
having been tested by the responsible parties, the same should then move to a production
environment. Access to changes into the system in production environment should be
limited;
8. Ensure that the validity rules are well-drafted, are documented and implemented in the
interaction of the input data in the processing applications;
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9. Draft a business continuity plan according to international standards 42 to minimize the
impact from (possible) interruption of operations at an acceptable level through a
combination of prevention and recovery controls; Involvement of senior agency’s
managers is required in the development of the business continuity management process
considering it as a project not only for IT;
10. Establish and document a clear information security policy in accordance with the
objectives of the activity and demonstrate its support and commitment. Policies covering
all operational risks and ensuring mechanisms that ensure reasonable protection for all
critical information assets against losses, damage and abuse;
11. Assign the Data Protection Officer and KAS, in co-operation with the Agency for
Information Society and the National Agency for Personal Data Protection, should ensure
that sensitive data processed in the current system is not exposed to the unauthorised
parties and exploitation of the system is in accordance with the legal acts in force of the
Republic of Kosovo;
12. Have a written process, the intention of which is to inform/train, recognise the duties and
responsibilities of personnel on information security. KAS should also ensure that the
personnel have the necessary knowledge on information security from its recruitment to
the termination of the employment relationship, and should maintain information
security;
13. Create necessary mechanisms for monitoring all users of official electronic accounts in the
articulation with the human resources unit and in line with the instructions in force. It
should also ensure that the opening, changing and closing of accounts is done according
to the functions of the officials, to ensure that the accounts are unique and personalised,
the passwords are changed in certain periods of time, and traces for any transaction are
identifiable; and
14. Ensure that organisational and physical measures ensure the prevention of unauthorised
access. It should also ensure that USB, CD ROM and other ways of entering information
into IT infrastructure are blocked and/or are only allowed after the information is
considered clean.

This report is a translation from the Albanian original version. In case of discrepancies, Albanian
version shall prevail.
42 ISO/IEC 27031:2011 Information technology — Security techniques — Guidelines for information and communication
technology readiness for business continuity;
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Annex I. Audit Design
System Description
KAS work is based on international standards set by EUROSTAT43. The data that KAS
publishes are data collected by KAS itself as well as data collected by other IRKs
(administrative data).
KAS consists of eight departments. These include five operational departments (Department
for National Accounts, Agriculture and Environmental Statistics, Census and Surveys,
Economic Statistics, Social Statistics, including Population Statistics), an Administration
Department, an Information Technology and Methodology Department (ITMD) and a
Department for Policy, Planning, Communication and Co-ordination.
ITMD is a department that supports other KAS departments through co-ordination and
planning for the performance of tasks by other KAS departments regarding inclusion,
processing and publication of their data through Operations and Distribution, as well as
timely supervision of all materials prepared for publication according to the dynamic plan.
Description of the work process
The cycle of statistical process followed by KAS consists of nine phases. This cycle is used to
support and design projects and data collection work. The architecture for developing
information systems for statistics is also based on the nine phases presented below.
The needs for information, consultations with users and determining the results are defined
in the initial phase. The existing database is also consulted to check the availability of data.
Based on the first phase results, results, the possibility of using software for generating
statistical tables including sampling model, meta-dates for variables, data collection
(questionnaire, registers, etc.) design, selection and data processing methodology and work
process modelling are specified.
The tools used in data collection and data processing phases are adapted in the construction
phase. The configuration of tools takes into account the specifics of the statistical material
treated. The data model includes details of the multi-dimensional structure of variables and
indicators, meta-data, code lists, relationship between these components, etc.

43 Eurostat (European Office of Statistics) is a General Directorate of the European Commission based in Luxembourg. Its main
responsibilities are to provide statistical information to the institutions of the European Union (EU) and to promote the
harmonisation of statistical methods in its member countries and candidate countries for accession, as well as the EFTA
countries;
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Special focus is expressed at the collection stage. The data collection is configured, the
collected data is directed and placing in the processing systems is done. The quality of the
data is verified in processing information systems and at least basic data controls are
established in order to avoid irrelevant data.
The proceeding phase combines a large number of tasks aiming at protecting confidentiality,
quality assurance, integrating existing data into existing databases, and performing all
necessary calculations and assessments. A copy of the unprocessed data is stored here, while
in the other copy the necessary edits are made according to the pre-determined need.
The analysis phase aims to create the desired results from the data collected and processed.
This includes individual statistics experts, but the IT provides the tools needed for analysis,
as well as access to the meta-data system to record their findings.
Distribution phase, the analysed data are distributed, issued, published depending on their
nature. IT officials have created and managed the KAS DATA platform, which provides users
with easy access to statistical databases. This platform enables a range of functions, such as:
creating tables and graphs as well as a number of elementary functions such as selection of
variables, rotations, classifications, exporting and downloading in various formats such as PCAxis, * .xls (Excel), *. png (images) etc.
Data warehouses are managed in the archiving phase, data storage is stored together with all
related metadata, and the destruction of records that are beyond a certain retention period is
also managed.
Since statistical surveys are generally periodic in the evaluation phase, IT addresses issues
and problems so that they will not be repeated in the next round.
Role and responsibilities of the IT and Methodology Department
Based on the duties and responsibilities of the IT and Methodology Department (ITMD) in
KAS, this department has the main responsibility to manage the processes of the department
in accordance with international standards of methodology, distribution and information
technology. This department consists of 25 employees: the Director, 2 Heads of Department
and 22 officials.
Based on the job description, the Information Technology Division is composed of the Head
of Department, as well as 5 officials covering the positions: Administrator of IT systems;
Senior Application Development Officer; GIS expert; Database Manager; and Cartography
Expert.
ITMD is responsible for managing and organising the work processes of this department,
which is responsible for planning, implementing, supervising the policies of the department

28

ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

on performing the laid out tasks (publications according to calendar deadlines, distribution
standards, updating and maintenance of the website). It is also responsible for supervising all
phases of IT and Methodology development and implementation programmes, as well as
distribution policies. It also uses Eurostat standards and methodologies to develop
programmes of distribution, methodologies and policies.
Among other responsibilities, the main tasks of this department are as follows:


Responsible for security monitoring and administration;



Responsible for managing existing data such as analyses, design and creation of new
databases;



Planning, co-ordinating, and implementing network security measures in order to
protect data, software, and hardware;



Capacity planning, installation, configuration, database
performance monitoring, security and troubleshooting;



Creating and maintaining backups and preparing procedures for their restoration
(backup and restore scenarios); and



Prepares and manages the database in the GIS system (Geo-referencing of aerial
images, digitalisation of construction facilities, codification, analysis and demarcation
of registration circuits by GIS), etc.

design,

migration,

Audit Questions
To answer the audit objective, we have asked the following audit questions and sub-questions:
Has the IT division succeeded in managing operations and electronic systems efficiently
and effectively to support the achievement of KAS objectives?
1.

Are there efficient mechanisms for managing IT resources?
1.1.
Does the organization have a strategic IT plan, policies, and internal procedures that
serve to guide IT functions?
1.2.
Does the IT organisational structure enable it to achieve its goals and meet the needs
of KAS?
2.
Does the IT division ensure that the requirements of the users are met and does it help to
achieve the objectives of KAS?
2.1.
Have the mechanisms for responding to incidents been effectively established?
2.2.
Does the organisation have defined processes for change management, have the
appropriate updating processes been followed, and are changes to the systems
documented?
2.3.
Have the necessary controls for data collection and processing been established?
2.4.
Have the necessary mechanisms for the continuity of IT services been established?
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3.

Does the organisation have effective and documented mechanisms to assess risk of
information security?
3.1.
Does the organisation have information security policies?
3.2.
Have staff training and tests been organised in relation to cyber threats?
3.3.
Has KAS established sufficient controls to protect against unauthorised access?
3.4.
Has KAS ensured that it has established sufficient controls to maintain data exposure?

Audit Criteria
The audit criteria used in this audit come from domestic laws, international standards of
information technology/information systems, from control objectives for information and
technology, as well as good practices in the field of information technology and standards
dealing with information security management.
To assess whether KAS has established the necessary mechanisms for managing IT
resources, the following criteria44 will be used:
-

Each organization should have policies and procedures documented and approved and
communicated in order to guide IT functions to achieving its objectives;
The IT department should be positioned in such a way that segregation of duties include
all functions to achieve KAS objectives. KAS should also have mechanisms in place to
determine, monitor and control IT performance;

To ensure that the IT division meets the requirements of IT service users and helps achieve
KAS objectives, we have set out the following criteria:45
-

-

-

KAS should establish mechanisms for detecting and documenting conditions that may
lead to the identification of an incident where these mechanisms aim at preventing future
incidents or similar problems;
The IT Division should have documented procedures for detecting and recording
irregular conditions. The established mechanisms should at least identify incidents, such
as; unauthorised access by users, interference (security), network failures (operational),
low functionality of programmes (service delivery) or lack of skills of end users (training),
etc.;
KAS should have an incident/problem management system where all incidents which
occurred are reported;

44 Information Technology Audit Handbook, product of EUROSAI Information Technology Working Groups (WGITA) as well
as the INTOSAI Development Initiative (IDI) - Chapter 2, IT Governance; Relevant information and technology control
objectives (COBIT) issued by Information Systems Audit and Control Association (ISACA); & CISA - Review Handbook, 26th
Edition, 2016 - Chapter 2, IT Governance and Management;
45 International Standards of Supreme Audit Institutions issued by the International Organisation of Supreme Audit Institutions
(INTOSAI); Information Technology Audit Handbook, product of EUROSAI Information Technology Working Groups
(WGITA) and INTOSAI Development Initiative (IDI) - Chapter 4, IT Operations and Chapter 6, Business continuity planning
(BCP) and disaster recovery plan (DRP); & CISA - Review Handbook, 26th Edition, 2016 - Chapter 4, Operations, Maintenance
and Support of Information Systems;
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-

-

-

The IT Division in KAS should follow a defined procedure of change management, which
requires approval before implementation in the operational environment;
The change management process should ensure that changes are recorded, evaluated,
authorised, prioritized, planned, tested, implemented, documented, and reviewed in
accordance with documented and approved change management procedures. IT should
have procedures for emergency changes in place;
The validity rules are well-designed, documented and implemented in the interaction
with the input data; invalid data is properly rejected by the application; validity criteria
are updated in an appropriate and authorised manner; there are comprehensive controls,
such as; registration and authorisation rules, in the event of the possibility of substantial
input controls;
The IT business continuity plan should be implemented to allow KAS to regenerate the
loss of systems/information to an acceptable level through a combination of preventive
and recovery controls. The main work processes should be identified and emergency
measures should be planned according to the circumstances;

To assess that KAS has established effective and documented mechanisms in order to
assess the information security risk, we will rely on the following criteria46:
-

-

-

Security requirements should be identified by a methodical and periodic assessment of
security risks. KAS should set criteria to determine whether or not there are risks and
whether they can be accepted. The risk handling decision should be made for each
identified risk. Risk handling may include:
• Implementation of appropriate controls to reduce risks;
• Acceptance of risk based on risk tolerance, provided that they meet the criteria for
risk acceptance;
• Avoiding risks by preventing risky events;
• Transfer of risks to other parties, e.g. insurance companies or suppliers, etc.;
KAS should establish and document a clear information security policy in accordance with
the objectives of the activity and demonstrate its support and commitment. An
information security policy document should be approved and communicated to all
parties involved. Information security policy represents the specific procedures and
guidelines that should be developed for each of the important IT security categories in
KAS;
Information security responsibilities should be clearly defined in accordance with the
information security policy and the internal acts of KAS. Activities should be co-ordinated
by information security representatives from different parts of KAS, according to relevant
roles and job functions;

46 The ISO/IEC 27000 family of standards from the International Standardisation Organisation (ISO) and the International
Electrotechnical Commission (IEC); CISA - Review Handbook, 26th Edition, 2016 - Chapter 5, Protection of Information Assets;
& Information Technology Audit Handbook, a product of EUROSAI Information Technology Working Groups (WGITA) as
well as INTOSAI Development Initiative (IDI) - Chapter 7, Information Security;
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-

-

-

-

KAS should have a written process, which aims to inform/train, recognise the duties and
responsibilities of personnel on information security. KAS should also ensure that the
personnel have the necessary knowledge on information security from its recruitment to
the termination of employment relationship, and should maintain information security;
KAS should test staff from time to time on cyber threats by organising incentives for
possible attacks;
KAS should have information security policies covering all operational risks and should
reasonably protect all critical information assets against losses, damage and abuse;
KAS should ensure that organisational and physical measures ensure the prevention of
unauthorised access. KAS should also ensure that USB, CD ROM and other ways of
entering information into IT Infrastructure are blocked and/or are allowed only after the
information is considered clean;
KAS should ensure that the exchange of information between organisations is in
accordance with relevant legislation, and is carried out on the basis of agreements and is
controlled;
All information/documents should be clearly identified and classified, according to an
updated inventory of the list of information/documents. All information/documents
should have a specific owner who can delegate certain tasks, but they hold the general
responsibility;

Audit Methodology
Our approach for this audit has used a variety of techniques to obtain audit evidence and
assurance. We have analysed the documents, the relevant legislation, we have interviewed
the responsible parties and made field observations.47
Our analyses included:
-

IT legal and regulatory framework (laws, regulations, administrative instructions);
KAS and IT Organogram;
Policies and procedures for systems development, change and management;
KAS strategy and action plans where the needs and services of IT are determined;
IT work report /incidents reports/problems occurred;
Interviews with users and determiners of needs for IT services;
Interviews with IT staff;
Physical observation of the work environment and IT equipment;
Samples of KAS projects and action plans involving the IT division;
Data interaction structure with other applications;
Internal and external rules regarding classified and confidential information;
Agreements signed with external parties, etc.

47 Methodology to be used in a detailed manner is found in the audit matrix;
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Relevant Documents
List of relevant laws and regulations used for this audit:


Law no. 04/L-036 on Official Statistics of the Republic of Kosovo;



Law no. 06/L-058 on Amending and Supplementing Law no. 04 /L-036 on
Official Statistics of the Republic of Kosovo;



Regulation No. 01_2013 on Internal Reorganisation and Systematisation of
Workplaces of the Kosovo Agency of Statistics;



Law no. 06/L-082 on Personal Data Protection;



Law no. 06/L-081 on Access to Public Documents;



Administrative Instruction (MPA) No. 02/2015 on Official Electronic
Accounts;



Regulation (MAP) no. 02/2015 on Software and Hardware Standards;



Regulation (MAP) no. 01/2018 on Electronic Databases;



Regulation (CRK) no. 06/2018 on Project Management in the Field of
Information and Communication Technology;



Regulation no. 03/2011 on Files and Central Register of Civil Servants.
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Annex II: Letter of Confirmation
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