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The National Audit Office of the Republic of Kosovo is the highest institution of economic and 
financial control, and is accountable to the Assembly of the Republic of Kosovo for its work.  

Our mission is to strengthen, through quality audits, accountability in public administration 
for an effective, efficient and economic use of national resources. The reports of the National 
Audit Office directly promote accountability of public institutions as they provide a base 
for holding managers’ of individual budget organisations to account. We are thus building 
confidence in the spending of public funds and playing an active role in securing taxpayers’ 
and other stakeholders’ interests in enhancing public accountability. 

This audit has been carried out in line with the International Standards on Supreme Audit 
Institutions (ISSAI 30001), Guidleine on IT Systems Audit (GUID 51002) and good European 
Practices.

Information Technology audit undertaken by the National Audit Office is an examination and 
evaluation of IT systems and related controls to obtain assurance on the principles of legitimacy 
economy3, efficiency4 and effectiveness5 and whether there is room for improvement.  

The Auditor General has decided on the content of this report “Electronic Systems for 
Management of Grants and Subsidies in AAD-MAFRD”, in consultation with the Assistant 
Auditor General Vlora Spanca, who supervised the audit.

The audit team consisted of:

Samir Zymberi, Head of Audit 

Arbërore Sheremeti, Team Leader

Armend Salihu, Team member 

1 ISSAI 3000 – Standards and guidelines for performance auditing based on INTOSAI’s Auditing Standards and 
practical experience

2  GUID 5100 – Guideline on IT Systems Audit issued by INTOSAI 
3  Economy – The principle of economy implies minimising the cost of inputs. Inputs should be available at the right 

time, quantity and quality and at the lowest price possible.
4  The principle of efficiency implies achieving the maximum from the available inputs. It relates to the relationship 

between input and output in terms of quantity, quality and time. 
5  Effectiveness - The principle of effectiveness implies the achievement of set objectives and the achievement of 

expected outputs.
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Executive summary
The Agency for Agricultural Development operates within the Ministry of Agriculture, Forestry 
and Rural Development. This Agency has an executive role to implement programmes for 
supporting agriculture and rural development. In order to better manage and optimize work 
processes for the financial support of Kosovo farmers, whether through grants or agricultural 
subsidies, the Agency developed several information systems. These systems support the 
whole process starting from the application, administrative and field control, approval and 
execution of payments to the beneficiaries of rural development projects (grants) and direct 
payments (subsidies) for agriculture.

Due to the importance of information systems in the implementation of programmes 
for agricultural grants and subsidies, the National Audit Office conducted the audit of 
Information Technology at the Agency for Agricultural Development. The objective of this 
audit is to assess whether the information systems for the management of agricultural grants 
and subsidies have achieved the goal of facilitating the management and transparency of 
applications, as well as whether they have ensured the integrity, validity and reliability of 
data during their processing.

The audit results have shown that the Agency achieved to manage more easily the processes 
for financial support of farmers by making these applications functional. Also, the systems 
have increased transparency by publishing beneficiary reports on the website and farmers 
are automatically notified of the assessment results. However, the audit revealed significant 
deficiencies related to the information technology governance as well as ensuring the integrity, 
validity and reliability of the data contained in these applications.

The Agency for Agricultural Development did not have a drafted strategic plan or information 
technology strategy, information technology policies and procedures that would determine 
how they would support the institution’s needs. As a result, it did not allocate financial and 
human resources to its needs and became dependent on third parties, risking the availability, 
integrity, and reliability of information technology processes. Consequently, the Agency had 
not done enough to monitor and use its information technology resources effectively.6

The applications used by the Agency did not have controls in place to ensure that they only 
receive authorized, accurate and complete data. As a result, the databases contained inaccurate 
data, as well as the additional workload for application users as everyone had to constantly 
and repeatedly verify whether such data are accurate, causing inefficiency in their 

work. Consequently, applications were exposed to an open risk of receiving incomplete and 
inaccurate data.7

Weaknesses have also been noted in the security of information systems which endanger 
infrastructure and systems to be insecure and vulnerable to possible errors and misuses. There 

6  Detailed shortcomings are presented in Chapter 3 - 3.1 Information technology governance and systems 
development; page 11

7  Detailed shortcomings are presented in Chapter 3 - 3.2 Controls of information technology applications; page 14
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is a risk that the data stored in databases will be changed without being identified, as there 
was no adequate configuration for collecting, handling and storing logs in the databases.8

Consequently, the applications used by the Agency do not contain the standards required 
to efficiently and safely manage the processes for the distribution of agricultural grants and 
subsidies. Therefore, we have given 16 recommendations to the Agency for Agricultural 
Development in order to quickly address issues related to information technology management 
and governance within the organization. The list of recommendations is presented in Chapter 
5 of this report.

Response by the parties involved in the audit

The Minister of Agriculture, Forestry and Rural Development agreed with the findings and 
conclusions of the audit and commited to address the recommendations given.

8  Detailed shortcomings are presented in Chapter 3 - 3.2 Controls of information technology applications; page 22
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1. Introduction
The main goal and vision of the Agency for Agricultural Development (AAD) is the 
implementation of measures for financial support and the farmer’s connection with the 
country’s institutions and beyond, through which it influences the development of the 
agricultural sector, as an important sector of the country’s economy. AAD’s mission is to 
provide farmers with access to agricultural development and rural development funds 
through support programmes and transparent and clear procedures.9

Some of the key responsibilities of the Agency include the preparation of campaigns for 
financing farmers with agricultural grants and subsidies, based on the annual programmes 
for agricultural grants and subsidies which are prepared according to the criteria of the Pre-
accession Programme/Instrument for Pre-accession Assistance for Rural Development - 
IPARD). It also selects projects for funding, verifies applications and approves those that meet 
the pre-defined criteria, monitors and controls the implementation of funded projects on an 
ongoing basis, and reports on their status.

In 2018, the financial value budgeted to support farmers was 46.610 million Euro and 48,838 
farmers/projects benefited from the distributed funds and the approved value was 59,463,060 
Euro, while in 2019 the budgeted value was 45.911 million Euro and 46,893 farmers/projects 
with an approved value of 46,700,777 Euro benefited. The budgeted value for 2020 for the 
rural development programme and the direct payments programme was 53 million Euro12.

The table below presents the number of beneficiaries and the financial support of farmers for 
2018 and 2019 through the financial support programme of agriculture and rural development.

Table 1 Distribution of funds over the years for agricultural grants and subsidies13

Distribution of funds  
2018-2019

Year Total no. of 
applicants

Total no. 
beneficiaries

 Total amount 
approved

Direct Payments  
(Subsidies)

2019 47,805 46,420 30,634,923.38 €
2018 50,054 48,320 29,648,238.57 €

Rural Development Projects 
(Grants)

2019 2,433 473 16,065,853.52 €
2018 1,775 618 29,814,821.38 €

9  http://www.azhb-ks.net/sq/misioni-dhe-vizioni 
10  MAFRD Annual Financial Report_2018
11  Annual Financial Report 2019 - MAFRD corrected
12  https://www.mbpzhr-ks.net/sq/lajmet/nenshkruhet-programi-per-zhvillim-rural-dhe-ai-i-pagesave-direkte-ne-

vlere-53-milione-euro-per-sektorin-e-bujqesise
13 AAD Annual Work Report for 2018 and 2019 (http://www.azhb-ks.net/sq/raporte-dhe-publikime)

http://www.azhb-ks.net/sq/misioni-dhe-vizioni
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In order to better identify and manage Kosovo farmers as well as to carry out work processes 
for their financial support, either through grants or agricultural subsidies, AAD developed 
the following information systems:

• Electronic Farmers Register (eFR); 

• Simplified Land Parcel Identification System (sLPIS); 

• Direct Payments Management Register; 

• Grants Management Register; and 

• Indicator Software.14

These systems have a key role in managing the financial support of Kosovo farmers through 
agricultural grants and subsidies. Therefore, in order for these systems to have the necessary 
validity, completeness, security and authorization, they must have sufficient controls for data 
entry, their processing and the results deriving from these data. Also, these systems must 
ensure data integrity and their invulnerability to various cyber-attacks. 

1.1. Risk areas and audit motive

The management of agricultural grants and subsidies has special importance in supporting 
Kosovo farmers and in the development of agriculture as one of the very important factors in 
the country’s economic development.

AAD developed five systems for the management of agricultural grants and subsidies, which 
are mainly financed through external funds. The Department of IT and Logs is responsible for 
supporting and managing these systems within AAD. 

As a starting point to probe deficiencies and possible problems in AAD information systems, 
we relied on the performance audit reports of the National Audit Office of the Republic of 
Kosovo, which identified deficiencies in the management, maintenance and security of these 
systems.  

Also, progress in the development of systems was identified in the European Commission 
(EC) Kosovo Report 2019, but it was found that AAD had continued to slow down the proper 
processing of applications and execution of payments. 

These are some of the indicators that NAO deemed necessary to make an initial assessment 
of the IT systems and work processes in AAD. From our researches and observations in AAD 
during the planning phase, we have noticed that there are shortcomings in the information 
technology governance as well as the management of information systems in general. 

14 Annual Work Report for 2019
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Based on the above-mentioned issues, the assessment of application controls which include 
data entry controls, their processing controls, result controls and controls related to system 
security management was identified as one of the most risky areas. Identification, management 
and monitoring of the institution’s needs and the organization of quality assurance were also 
identified as risk areas.

Chart 1 : Risk areas identified in the planning phase

Application security controls

Kontrollet e rezultateveProcessing controls

IT governance and
systems development

Input controls Output controls

Application controls

Application at
the municipal or

regional

Execution of
payment in the 

Treasury

Checking the 
inspector’s

report
Approval or rejection
after the first control

Receiving the
applications in RDP

Assessment of
applications

Submitting a request
for payment

Control after
project implementation

Selection and 
announcement of

results

Administrative
control of applications

Contract signing

The first on site
inspection by

inspectors

Decision on
payment

Problem indicators presented above lead us to formulate the audit problem as follows: the 
institution has not established the necessary controls to ensure that the information systems 
have achieved their purpose and ensure the integrity, validity and reliability of the data 
during their processing cycle.
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1.2. Objective and audit areas

The objective of this audit is to assess whether the information systems for the management of 
agricultural grants and subsidies have achieved the goal of facilitating the management and 
transparency of applications, as well as whether they have ensured the integrity, validity and 
reliability of data during their processing. 

Audit areas

To respond to the audit objective, we focused on the areas of IT governance, system 
development and application controls that include the following audit areas: 

IT governance/System development:

1. Identifying, directing and monitoring the institution’s needs; and 
2. Organizing quality assurance. 

Application controls:

3. Input controls;
4. Processing controls;
5. Output controls; and 
6. Application security controls.

The scope of this audit was the Agency for Agricultural Development within the Ministry 
of Agriculture, Forestry and Rural Development. The main focus was the Department of 
Information Technology and Logs which is responsible for the management and maintenance 
of the electronic system for the Management of Agricultural Grants and Subsidies as well as 
other AAD departments that use these systems. 

In order to verify the use of the information system, the Municipality of Rahovec/Prizren 
Region and the Municipality of Skenderaj/Mitrovica Region were selected, which have the 
largest number of farmers who applied for agricultural subsidies or grants. 

This audit covered the period 2019 and 2020, while 2018 is included for comparison purposes 
only.

The detailed methodology applied during this audit, criteria, methods used, system description 
and relevant documents are presented in Annex 1.
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2. System description 
According to the organizational structure and Regulation No. 02/2012 on the Duties, 
Responsibilities, Competencies and Organizational Structure of the Agency for Agricultural 
Development, this Agency is headed by the Chief Executive Officer and is composed of seven 
departments and a specific Internal Audit Sector. The main departments of the Agency are 
the Department of Project Approval, Department of Project Authorization, Department of 
Direct Payments, Department of Finance, Department of Control, Department of Information 
Technology and Logs, Department of General Administration and the specific Internal Audit 
Sector. In addition to the main departments, the Agency manages seven regional offices 
(Prishtina, Gjakova, Prizren, Mitrovica, Peja, Ferizaj and Gjilan), which are responsible for the 
management of field activities and control and are under the supervision of the Department 
of Control.15

Department e of Information Technology and Logs is mainly supportive to other Agency 
departments, which through IT systems and work processes coordinates and plans the 
implementation of the responsibilities of other departments. 

2.1. Description of work process

To manage financial support for Kosovo farmers, everything starts with the Farmers Register 
System. Farmers’ registration is done by municipal officers who are staff of the respective 
municipality, or at the regional AAD offices, which are part of the Agency. After registering 
a farmer in the system, a “Farmer Identification Number” (FIN) is automatically generated, 
where it can be proceeded with printing the necessary documentation, including the farmer’s 
certificate. 

After completing the farmer registration, a farmer who wants to apply for direct payment 
for planting the land must do the parcel digitalization which is enabled through the sLPIS 
system. 

The Agency uses the ‘Grants Management Register’ system to manage the grant-awarding 
process for Kosovo farmers. There are application modules within this system, which then 
moves to the grant approval module going through the necessary controls through the 
payment authorization module and the field control module. The following Chart 2 presents 
the process flow scheme followed by AAD for the award of agricultural grants. This scheme 
presents the steps from the application process to the payment execution process.

15 Regulation No. 02/2012 on the Duties, Responsibilities, Competencies and Organizational Structure of the Agency 
for Agricultural Development
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Chart 2: Process flow for agricultural grants 

Application security controls

Kontrollet e rezultateveProcessing controls

IT governance and
systems development

Input controls Output controls

Application controls

Application at
the municipal or

regional

Execution of
payment in the 

Treasury

Checking the 
inspector’s

report
Approval or rejection
after the first control

Receiving the
applications in RDP

Assessment of
applications

Submitting a request
for payment

Control after
project implementation

Selection and 
announcement of

results

Administrative
control of applications

Contract signing

The first on site
inspection by

inspectors

Decision on
payment

Direct payments are managed through the ‘Direct Payments Management Registers’ system.  
This system is a web application that consists of the module used by municipal officers for 
farmers’ application for all direct payments per area according to the crops subsidized and 
the application per head (livestock), as well as the module used by AAD officers for the 
management of direct payments. This system is related to sLPIS as well. The process flow of 
the direct payments process is shown in Chart 3.
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Chart 3: Process flow for direct payments

Application at the
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IT Development Sector
Developing and managing the AAD software for payment management, developing access to registers 
and rights in the use of registers, organizing trainings for AAD officers on the use of various softwares, 

selecting rules and methods for registration of data for the implementation of the ongoing projects 
according to the criteria approved by the Authority for Management of Grants and Subsidies and

 Administrative Instructions as well as the administration of databases.

IT Service Sector: 
Maintaining and updating the IT data related to the Agency's hardware and software, maintaining the 

network installation and data transfer and communication, maintenaning website, 
maintaining computers and Internet network in the Agency and control in terms of IT security.

IT Service Sector: 
Preparaing reports and analyzes related to project implementation,

 publication on the website of application forms, information and guidance material, 
lists of beneficiaries for grants and subsidies.

In addition to the systems it uses, AAD is in the early stages of establishing a new system for 
managing agricultural grants and subsidies.16

2.2. Role and responsibilities of the Department of IT 

According to the organizational structure of the Agency for Agricultural Development, the 
Department of Information Technology reports directly to the Chief Executive Officer and 
is composed of three sectors, namely IT Development Sector, IT Service Sector and IT Logs 
Sector.17

The AAD Department of IT is headed by the Director and it has two other IT officers. The 
Department is undergoing the establishment of sectors according to the requirements 
of IPARD and Regulation No. 02/2012 on the Duties, Responsibilities, Competencies and 
Organizational Structure of the Agency for Agricultural Development

Responsibilities of the AAD Department of IT include: establishing and maintaining the IT 
support system for the Agency, establishing and maintaining the farm registers and the land 
register by making preparation for the installation of the integrated administration control 

16 Request for consent to AIS and the Feasibility Plan of the Grant and Subsidy Management System
17 AAD organizational chart
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system, implementing the project management methodology in public administration for the 
IT area, implementing and managing the physical and logical data storage systems.18

Whereas the main responsibilities of the sectors of this department are: 

Application at the
municipal or
regional office

Administrative
control of
applications

Sample
selection for
field visit

Evaluation
after field
control

Receiving
applications in
RDP

Assessment
of applications

Carrying
out field
control

Execution
of direct
payments

IT Development Sector
Developing and managing the AAD software for payment management, developing access to registers 
and rights in the use of registers, organizing trainings for AAD officers on the use of various softwares, 

selecting rules and methods for registration of data for the implementation of the ongoing projects 
according to the criteria approved by the Authority for Management of Grants and Subsidies and

 Administrative Instructions as well as the administration of databases.

IT Service Sector: 
Maintaining and updating the IT data related to the Agency's hardware and software, maintaining the 

network installation and data transfer and communication, maintenaning website, 
maintaining computers and Internet network in the Agency and control in terms of IT security.

IT Service Sector: 
Preparaing reports and analyzes related to project implementation,

 publication on the website of application forms, information and guidance material, 
lists of beneficiaries for grants and subsidies.

18 Regulation No. 02/2012 on the Duties, Responsibilities, Competencies and Organizational Structure of the Agency 
for Agricultural Development
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3. Audit findings
This chapter presents the audit findings which relate to the coordination and activities 
undertaken by the responsible parties in establishing the necessary control mechanisms to 
ensure the integrity, validity and reliability of the data in the information systems for the 
management of agricultural grants and subsidies. Findings are structured in two parts related 
to audit areas.

The first part covers: 

• Issues that need improvement related to IT governance and systems development, 
in order to ensure that the current organization’s needs are being satisfied and 
that there are plans for future needs to achieve its mission. The management of 
the Agency for Agricultural Development is responsible for this.

This section is presented in Chapter 3.1 which resulted in the first three audit issues. 

The second part covers:

• Identified issues related to application controls that affect the accuracy, integrity, 
feasibility and confidentiality of the information contained in these systems. The 
main responsibility for this lies with the Department of Information Technology, 
and a part of the responsibility also belongs to the management in the Agency 
for Agricultural Development.

This section presented in Chapter 3.2 resulted in thirteen issues (4 to 16). 

The following chart shows the audit process flow according to the Information Technology 
Audit Manual. It is noted that the audit had an objective and focused on three different areas, 
out of which 6 research/audit questions were derived. We identified 12 issues from this audit, 
which have resulted in 16 findings, as well as specific recommendations for each identified 
finding.
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Figure 4: The audit process flow, objective, areas, questions, issues,  
findings and recommendations
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Findings are presented under ordinal numbers and correspond to the same number of 
recommendations in Chapter 5. 

In our estimation, findings identified through this audit indicate, inter alia, the need for active 
supervision by the Minister of Agriculture, Forestry and Rural Development to ensure good governance 
and integrity in information systems for the management of grants and subsidies.

3.1. Information technology governance and systems 
development

IT governance is defined as an overall structure that directs the IT operations in an organization 
to ensure that they meet current business needs and have plans in place for future needs. It is 
an integral part of the organization’s governance and consists of the organization’s leadership, 
institutional structures and processes, and other mechanisms (reporting, implementation, 
resources, etc.) that ensure that IT systems support the goals and strategy while balancing the 
risks and resources managed effectively.

We presented below the findings which due to the lack of governance of information 
technology resulted in inefficient management of IT resources.



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

13

1. AAD did not have an approved internal IT strategy, policies and procedures

There should be a IT strategic plan, which serves to manage and direct all IT resources. The institution 
should also document, approve and communicate IT policies and procedures to guide its operations and 
ensure that IT is supporting the institution’s objectives.19

AAD did not draft a strategic plan or IT strategy that would define how information technology 
would support the institution’s needs. In 2014, AAD drafted and approved an IT procedure 
that partially met the needs for the functioning of the Department of IT, a procedure that was 
no longer reviewed. Although there has been a draft of the IT strategy since 2012 as well as 
some draft procedures suggested by the Council for the establishment of the Instrument for 
Pre-Accession Assistance (IPA II) which were required for accreditation of the Agency, yet 
they were not finalized and approved.

According to IT officers, this process was not completed due to the need for human resources 
for their performance and implementation, although drafting of the strategy, policies 
and procedures would have to be done by the management of the Agency and then their 
implementation is to be enforced by the necessary human, financial resources, etc. Their lack 
made the Agency have no clear picture of IT needs and how to direct financial and human 
resources.

In the absence of strategy, the organization risks providing a basis to analyze how to move 
from their existing situation to target objectives, thus jeopardizing the quality services 
provided to farmers. Lack of policies and/or procedures jeopardizes the management and 
use of information systems, availability, integrity and reliability of IT processes. 

2. AAD had shortcomings in identifying and monitoring IT needs and risks

For IT governance to ensure that IT investments generate value for the institution and that IT-related 
risks are reduced, there must be organizational structures with well-defined roles for the responsibility 
of information, institution processes, applications and infrastructure.20

AAD had defined an organizational scheme within the Department of IT, which had three 
IT sectors composed of only two IT officers and the IT Director. The IT Development Sector 
was not supplied with the necessary human resources. AAD had identified the lack of some 
of the positions, but it did not identify the need for IT officers who would serve to manage 
the database as well as maintain existing applications which would have a direct impact on 
improving the performance of systems. By May 2020, there were three officers hired under a 
“special services” contract, two of whom had the same duties and responsibilities as other IT 
officers. Whereas the other officer was the application developer.

19 Information Technology Audit Manual - 2. IT Governance - Key elements of IT Governance.
20 Information Technology Audit Manual - 2. IT Governance - Identifying, Managing and Monitoring Needs.
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The lack of officers for software management and identification of shortcomings in applications 
made the processes encounter the following shortcomings:

• AAD become dependent on the application developer/contractor who has 
been working for Agency since 2012. In cases when there were changes in 
the applications, this was financially supported by external donors, while the 
same contractor was engaged for maintenance under a special services contract 
financed by the Agency itself. 

• The application used by the Agency was developed in 2012 and had significant 
shortcomings even though the application developer/contractor was constantly 
engaged in expanding the application, but it failed to meet the needs of the 
Agency. 

• At the same time, the application developer/contractor managed the database 
and the application, and he even had access to them even when there was no 
contract with the Agency or the donor. This poses a high risk in maintaining 
data integrity. 

• The Agency did not manage to enter into a regular contract with the application 
developer/contractor or find alternative solutions to guarantee the continued 
operation of the applications and make their adaptation in order to meet its needs. 

In 2020, the Agency allocated funds to finance a new application, which funds were cancelled 
due to the pandemic situation created in the country. The re-initiation of this project was done 
again in 2021. 

The lack of a defined process for identifying needs and risks was the reason that the current 
state of resources and their allocation had proved ineffective. In the absence of segregation of 
duties and staff engagement according to the Agency’s needs, dependence on third parties 
was created and many shortcomings remained in unidentified applications, which had a 
direct impact on the non-advancement of applications according to its needs. 

Lack of identification of the institution’s needs as well as lack of risk management planning 
may lead to failure to achieve the organization’s intended objectives. Also, there is a risk 
that there will be no assessment/measurement concerning the progress in the set goals and 
expectations and as a result, the major projects may fail.

3. AAD did not assess the performance of applications it used

The institution must ensure that IT projects achieve their goals through development according to its 
needs. Personnel engaged in quality assurance should systematically assess the work products to see if 
they meet the documented quality standards of the organization and whether the staff has followed the 
necessary processes for product development.21

AAD did not achieve to adequately manage the applications it has in use. There were no 
reports on the performance of the systems and no working group was established to ensure 

21 Information Technology Audit Manual - 3 Development and Acquisition - Quality Assurance and Testing.
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that the systems are working in accordance with the rules of the organization and meet its 
needs. During the work processes in the systems, numerous shortcomings were identified 
that affect the work efficiency of the system users, but the same were not documented and no 
measures were taken to improve them. 

Some shortcomings that have affected the work efficiency of system users are listed below:

• Lack of validity controls during data processing;

• Warnings or error messages when processing inadequate data;

• Lack of interconnection with the basic registers of other institutions; 

• Old orthophotos that do not identify the parcels according to the existing 
condition; and 

• Other shortcomings are presented in the following findings. 

This was due to the lack of a system performance monitoring plan as well as the lack of a 
working group to ensure the proper quality of the systems and to highlight their shortcomings. 
In the absence of staff/working group engaged in quality assurance, there are no reports on 
problems that appear in applications during their use and this made the applications be not 
suitable for use. 

Developments of IT projects without full knowledge of the institution’s requirements on these 
projects and how these projects relate to its objectives risk resulting in the acquisition and/
or implementation of information systems that do not meet minimum security standards and 
architecture, risk additional costs to maintain and administer systems and applications that 
are non-standard. 

3.2. Controls of information technology applications

Application controls are exclusive controls specific to each computer application. When 
the institution’s processes are automated in IT applications, its rules are also built into the 
applications. They apply to application segments and relate to transactions and consistent 
data. Application controls are built to ensure and protect the accuracy, integrity, feasibility and 
confidentiality of information. They ensure the initiation of properly authorized transactions, 
processing of valid data, complete recording and accurate reporting. This section is divided 
into four types of controls.
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Chart 5: Types of application controls
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We have presented findings due to the lack of controls in information technology applications 
below.

Input data controls

The objectives of input controls are to search for the validity and authenticity of source data 
preparation, authorization and access actions so that accurate, reliable and complete data can 
be received by the application within the specified time.

4. The data in the Electronic Farmers Register are not in line with the administrative 
instructions on the farmers’ register 

The Electronic Farmers Register must be in full compliance with the Administrative Instruction No. 
07/2011 on Farmers Register and with the Administrative Instruction (MAFRD) - No. 12/2016 on 
Amending and Supplementing the Administrative Instruction No. 07/2011 on Farmers Register.

During our verifications in the database of the Electronic Farmers Register (eFR), some data 
were incomplete and not in accordance with the relevant instructions such as personal data, 
contact details, farm location, account, etc. 

Also, according to the predefined sequences of 98,784 numbers, 26,371 sequence numbers were 
identified in the FINs register (Farmer Identification Number). Over time, the application was 
skipping more than 900 sequences (in total there were 24,844 missing sequences), but the IT 
officer in charge was not able to identify their absence and the reason for this problem. There 
were 1,527 sequences of FIN numbers that were deleted from the system individually, but 
the Department of IT had justified only one deletion due to incorrectly processed data, as the 
database had no history of changes that had occurred with its data. 

The above omissions occurred as a result of the lack of establishing validity rules in 
applications as well as the lack of a process to continuously verify whether the database is 
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working according to predefined rules. Also, the lack of controls during data processing has 
enabled the FIN data to be inaccurate and contain errors leading to inaccurate results.

Significant risks that may occur in the absence of proper entry controls are the risk of incorrect 
or fraudulent processing and the application will fail to achieve the business objectives. Data 
incorrectly processed by the application may provide inaccurate result. Furthermore, in the 
absence of incomplete management of source documents, it may not be possible to track 
source information entered in the system, legal compliance may not be achieved, preventive 
policies may be violated and unreliable data may enter the application.

5. There was no test environment of applications in AAD, which would be used for 
testing before making changes to the productive environment 

The institution must have a test environment for testing developments in systems before moving to a 
productive environment. Access to a productive environment should be limited, all developments should 
be done in the test environment and the same should be transferred to the productive environment only 
after the final testing phase. 22

AAD did not have a defined procedure for managing changes in applications. There was no 
test environment for all application changes to be tested before proceeding in the productive 
environment and there is no evidence of change test before they are transferred to the 
productive environment. The changes were placed in the productive environment without 
any prior documented approval from the responsible persons. Also, in the absence of the 
test environment, the tests by the audit team were done in applications in the productive 
environment. 

Verification of the real database of the Electronic Farmers Register (eFR) identified about 133 
FIN numbers that did not identify a real farmer. Based on those data as well as according to 
IT officers, these numbers are used for various tests. Also, the Grant Management Register 
application contained a considerable amount of data which were only tests or incorrectly 
recorded data. As a result, during the entire data processing cycle in the application, officers 
had to continuously verify the data from the physical documentation until the end of the 
process or the contract signing.

Due to the lack of a procedure for managing changes in information systems and in the 
absence of the implementation of good practices, in-application testing is done directly in the 
productive environment. Moreover, the data changes in the real database were not traceable. 

The mentioned shortcomings pose a risk of identifying errors inaccurately, uncontrolled and 
unattended changes which may damage the productive systems. They also carry the risks of 
not authorizing the deletion/modification of data, creating erroneous management reports 
and breaching data reliability. 

22 ISACA - CISA Review Manual 27th Edition, 3.5 Testing Methodologies and 3.7.5 System Software Implementation.
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6. There was a lack of setting validity controls during the data entry in the 
applications developed in AAD 

Validity rules should be well-designed, documented, and implemented in the interaction of inputs. 
Invalid data must be properly identified and rejected by the system. The validity criteria must be 
updated in a timely manner, in a proper manner and be authorized.23

During the testing of the application for FIN registration, shortcomings were observed in 
the validity controls of the input data in almost all areas of this application. The application 
enabled the registration of a personal number with 10 characters and started with the number 
1 and 2, allowed inserting the date of birth, the incoming date or a date which has passed 
a long time ago, accepted a bank account number that did not belong to a respective bank 
and accepted a farmer’s name and surname with a character. It also allows a one-character 
password which would then be used for an online grant application. All of this had occurred 
in the absence of relevant data validation algorithms, which the Agency had to use in order 
for applications to record only accurate data. 

Also, the application which was used to apply for grants until 2019, in addition to not being 
interconnected to the farmers register and every new farmer had to register in this application, 
had significant shortcomings of data validity controls. The online application used in 2020 
was interconnected to the eFR application, but the application could accept data with negative 
values, names with numeric characters, invalid emails, etc. 

Initially, during the application development phase, these verifications were not foreseen 
and since the application developer was contracted only for maintenance, he did not make 
the necessary improvements because he considered them as work-related to additional 
developments in applications and not within maintenance. Also, the Department of IT had 
not conducted enough application controls in order for these shortcomings to be corrected by 
the developer. 

All these have affected the databases by containing inaccurate data, as well as additional work 
for other controlling officers as each of them had to constantly and repeatedly verify the data 
if they are accurate causing inefficiency in the work of officers. Consequently, applications 
had an open risk of receiving incomplete and inaccurate data.

23 Information Technology Audit Manual - Application Controls Audit Matrix  - Input Controls
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Processing controls

The objective of processing control measurements is to search for the protection of data 
integrity, validity and reliability, as well as their protection against procedural errors during 
the transaction processing cycle from the moment of receiving data from the input subsystem 
to the moment that data is sent to the database, communication or output subsystem.

7. Applications developed in AAD had no interconnection with the basic systems 
of other institutions of the Republic of Kosovo 

Applications must be developed in order to accept only accurate data, there must also be the necessary 
interconnection such as with authorized registers to prevent inaccurate data entry.24

Mandatory data required from farmers are valid Personal Number, business number in cases 
where a business applies, a real parcel with exact coordinates. However, the applications 
were not designed to automatically identify potentially fraudulent applications. Applications 
had no correlation with the data from the Civil Registration Agency and did not have an 
algorithm applied that would identify whether a personal number was valid or not. The 
Agency also had no interconnection with the Kosovo Business Registration Agency system 
in order to easily identify the number of businesses or business activities that were essential 
criteria for the distribution of agricultural grants and subsidies. 

Additionally, the orthophotos in the sLPIS system, which contained land parcel data, were 
very old and the Agency failed to update the latest data to easily determine the parcel for 
which it would distribute the subsidies. Therefore, the officers were obliged to digitalize 
the parcels only according to the instructions of the farmers and there were cases when 
the subsidies were rejected during the technical control due to incorrect digitalization and 
confusion caused by old orthophotos. 

Refusals of subsidies, which were subsequently followed by complaints from farmers, were 
also due to the lack of matrices placed on the animals for which they would be subsidized. The 
lack of use of the system interconnection with the data from the Food and Veterinary Agency 
affected the non-identification if a request for re-registration has been made and in which case 
the farmer could be subsidized. This interconnection was not used because according to the 
officers, the data in the FVA system were not updated.

24 Information Technology Audit Manual - Application Controls Audit Matrix - Processing Controls
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Chart 6: Interconnections to applications that AAD is recommended  
to make with data from institutions
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Thus far, they did take into account this interconnection of the systems, since there is also 
a statement under oath for the authenticity of stated data within the documents submitted 
for financial benefit by the farmers, According to the Agency, the statement under oath 
by the farmers would increase the reliability of the data submitted for applications and in 
case of possible errors the dubious data will be reviewed. In the absence of these system 
interconnections and in order to minimize possible errors, there were many requests for data 
improvement and also processing officers often used the public web applications of these 
institutions, but this significantly affects the efficiency of their work and does not eliminate 
the risk of processing inaccurate and unreliable data.

In the absence of interconnections with the underlying systems containing the identification 
data of related parties, there is a risk that potential fraud will not be identified.

8. Not all work processes are defined in the relevant applications.

The workflow in direct payments management applications and rural development programmes 
should be developed in such a way as to support all work processes and in full compliance with the 
administrative instructions applicable to AAD.

 We have noticed from module verifications in applications that not all the parameters needed 
for automatic processing exist. As a result of the lack of processing controls in the farmers’ 
register, 16 farmers with more than one FIN were identified, of whom there were farmers with 
two active FIN numbers. Following the identification by the audit team and their presentation 
to the Agency, one of the NIFs was deactivated.20 farmers with active status were identified 
whose registration date did not correspond to the actual registration date, some of these cases 
had occurred since the transfer of the initial registers, but they were not improved.

In the module “Application evaluation form” in which points are scored (scoring), the system 
allows points to be set more than the maximum allowed and the application does not give 
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the error message that the data is not being processed according to certain administrative 
instructions.

In the Grants Management Register modules, the measures that are in the system contain only 
the general conditions, while the other details are not contained therein. Also, the inspectors 
fill in the paper forms during the field visits, and these forms are also signed by the farmer. 
The system does not allow these forms to be attached as scanned.  

Furthermore, the indicator software used to collect measuring indicators, namely the 
measurement of new jobs as a result of grant support, was no longer used. 

According to IT officers, shortcomings were identified in applications, but as they planned to 
invest in a more sophisticated system, some issues remained unresolved, and this system was 
made only to keep a history of applications in continuity. 

The risk of failure in proceeding controls may result in processing errors and failure to 
achieve the Agency’s goals for the application. The data processed by the application may be 
inaccurate and an undesirable result may be provided.

9. There was a lack of error messages during data processing and there was no 
defined process for handling errors or incidents that occurred in the applications 
developed in AAD

AAD should have documented procedures and processes for detecting and recording irregular conditions 
related to the management of IT incidents and problems. There should be a clear and compact error 
handling messaging system to communicate problems so that immediate corrective action can be taken 
for each type of error. 25

AAD did not draft a procedure regarding the collection, handling, management and history of 
incidents and problems in information systems. There was no defined error handling process, 
there was no log of errors or incidents that occurred, recurring or resolved incidents. All 
problems were addressed by phone or email so it was impossible to identify whether those 
problems had been resolved or not. 

Also, there were not enough error messages in the three registers tested in AAD that would 
help eliminate technical errors and prevent inaccurate data processing. Due to the lack of a 
test environment, we had the opportunity to test only the error messages when changing 
the password in the application for registration of subsidies. The messages placed for the 
tested part did not give the right message as to exactly where the error lay after changing the 
password.

AAD initially followed a process where problems were addressed through signed letter 
requests which then continued to be addressed via email and telephone and did not consider 
forming a problem base. In the absence of a history of problems that occurred, there were 
recurring problems which were not addressed in which case the database also contained 
inaccurate data. 

25 Information Technology Audit Manual - Application Controls Audit Matrix - Processing Controls
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In the absence of such a registry, there is a possibility of not addressing and resolving the 
problem leaving the possibility open for recurring errors which lead to a lack of trust in the 
use of applications.

Output data controls

The objectives of output controls are measurements built into the application to ensure that 
the transaction output is complete, accurate, and intended to protect processed data against 
unauthorized modifications and distributions.

10. AAD did not have enough reports generated in the applications.

Procedures should be in place to ensure that the completeness and accuracy of the application output 
data/reports are valid before the results are used for subsequent processing, including end-user 
processing.26

AAD has not developed a procedure regarding the treatment of results and reports that come 
from the systems in use, before their use and publication. From our tests, direct observation and 
conversations with responsible persons, we have noticed that these systems provide a limited 
number of reports, including case transfer reports from one stage to another, beneficiary 
reports which are published on the official AAD website. However, there are no statistical 
reports of the work process regarding the cases controlled in the area by the technical control. 
All reports are made manually by inspectors in the regions on a daily, monthly and annual 
basis, which are reported to the responsible staff in the Department of Technical Control who 
then prepare the summary manual reports.

Furthermore, AAD did not have a procedure in place to deal with the results and reports that 
emerge from the systems in use before their use and publication. 

Due to the lack of such a procedure and the inadequate identification of the Agency’s needs, 
the system has not been developed in such a way as to provide various reports, including 
statistical reports for internal use. 

The identified shortcomings pose a risk of generating reports with inaccurate and incomplete 
data, creates a burden in the work processes for compiling reports manually.

11. The published AAD reports are not consistent with the data in the database, as 
well as contain personal data.

Distribution and publication of results/reports should be well controlled and personal data should be 
treated in accordance with the Law on Protection of Personal Data.27 

The systems that are in use have increased the transparency, as it automatically notifies all 
applicant farmers through the e-mail registered in the system, as well as through the SMS, 
however, these systems have been followed by various shortcomings.

26 Information Technology Audit Manual - Application Controls Audit Matrix - Output Data Controls
27 Law No. 06/L-082 on Protection of Personal Data.
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AAD has not defined any written process regarding the publication of reports on the official 
website. The results of the beneficiaries of agricultural grants and subsidies published on the 
website have various errors. 

There are cases where the beneficiary FIN published in the report is erroneous and different 
from the one in the eFR database. There were also cases when the beneficiary’s name was 
different from the basic data, as a case was identified where a business had authorized a 
natural person to carry out the application procedures for agricultural subsidies on behalf 
of the business. It is seen in the AAD systems that the application was made in his personal 
name, while all the documents were business-related. Also, the case was handled in the 
name of the natural person, including the technical control, while the beneficiary business is 
presented in the reports published on the official website. Non-harmonization of data between 
reports and records in the database, as well as treatment on behalf of the natural person and 
not the applicant/authorizing business, poses a risk of inadequate assessment according to 
predetermined criteria, as well as the possibility of changing the adequate beneficiaries in 
published reports. 

Further on it has been noticed in the published reports that in addition to general data, 
personal number is published as well.

Due to the lack of control levels, various errors have occurred in the reports published on 
the official website regarding the beneficiaries of agricultural grants and subsidies. Lack of 
control over the content of published reports poses a risk of misinformation to beneficiaries 
and may have legal consequences.

Application security controls

Application security relates to maintaining the confidentiality, integrity and availability 
of information in the application elements. For the purposes of an audit, it is important 
to understand the interactions, e.g. different data sources at the input and output of the 
application as well as the way of storing data.

12. AAD has untraceable databases to changes which are made directly in the 
database.

The organization determines whether the security audit trail captures the user identification (ID), type 
of event, date and time, success or failure of the indicator, the origin of the event, and identity or name 
of the affected subject. 28

From the analysis of the documentation and work processes in AAD during the audit phase, 
we have noticed that AAD has not developed a process and procedure of monitoring the 
activity logs that address the roles and responsibilities related to their monitoring, information 
systems in scope, events to be recorded, frequency and type of monitoring and how security 
incidents are reported and monitored. No risk assessment is performed to determine the 
required level of recording of security events in different information systems. 

28 Information Technology Audit Manual - Information Security Audit Matrix .
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AAD was storing in its operational applications some activity logs which were not enough to 
track all the events that occurred in the applications. However, even for these records which it 
maintains, the Agency does not have a regular process for monitoring such records, and there 
is no document proving that these records are reviewed periodically. Also, access to these 
traces is not adequate, as only IT staff has access to them, which is contrary to good practices 
for monitoring these activities. 

Also, the databases did not have sufficient activity logs to identify possible interventions. 
There have been cases when IT staff made the required changes directly to the database, and 
these activities were impossible to be entirely identified. 

The lack of logs in the databases occurred due to a lack of necessary configurations and the 
lack of adequate mechanisms for collecting, handling and managing activity logs. 

The risk of not collecting and handling all logs may lead to an unsafe system to use, as it 
allows the possibility of unintentionally changing data or manipulating and misusing data 
not identified and treated in time.

13. AAD has not established a staff awareness programme on security issues. 

The organization should have an approved regulatory framework regarding information 
security awareness, and their implementation should be ensured through adequate training 
for internal staff to inform them about the potential risks of security breaches.29

AAD has not managed to establish an awareness programme regarding the use of infrastructure 
and systems on a regular basis. It has also not organized any training on data protection and 
integrity of the systems in use. 

Lack of security awareness has prevented the Agency from identifying and assessing the 
security risks and shortcomings of the systems in use, which are considered risks that directly 
affect the integrity of the systems. Some of the shortcomings identified are as follows:

• exchange of application passwords between staff;

• possibility of allowing a one-character password;

• use of general or non-personalized credentials;

• allowing access for interns through the local administrator user; following the 
presentation of the situation by the audit team, IT officials undertook steps to 
deactivate/close these users/accesses.

• allowing full access to applications and databases for officers whose duties 
and responsibilities do not correspond to the roles assigned to these systems/
databases; 

• lack of collection and handling traces of activities; and 

• accessing these systems through a web application which does not have any 
implemented security certificate, i.e. with unencrypted access, etc.

29 Information Technology Audit Manual - Information Security - Building Information Security Culture.
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Failure to assess security risks allows the possibility of not identifying the risks of the 
information systems in use. It also creates an insecure operating system that does not preserve 
the integrity, confidentiality and availability of data. On the other hand, configuring the 
system to have access to forms/pages only poses a risk of unauthorized access. Passwords 
with only one character and unencrypted access greatly risk systems and data from potential 
misuse.

14. AAD does not have an access matrix, which would determine the access levels 
according to the positions in the IT infrastructure.

The organization should ensure that only authorized users have access to information, this is achieved 
through adequate segregation of duties and responsibilities, the reasonableness of access, requests 
for comfortable access or non-standard access, approval of accesses, assessment and approval of non-
standard accesses.30

AAD has so far not established an approval body to allow access to the infrastructure and 
systems it uses, moreover, there is no access matrix, which would determine accesses and 
access levels by position. Currently, accesses are allowed by the Department of IT, but without 
relying on any document that regulates these levels based on work processes and without 
analyzing the risks associated with granting such accesses. It has also not made any security 
risk assessments related to the realization of access and data protection in the infrastructure 
and internal information technology systems.

The lack of a written process regarding access management has resulted in the lack of an 
approval body and access matrix and allowing risk-based accesses. There is a risk of allowing 
inadequate accesses, such as deficient accesses that disrupt the workflow or excessive accesses 
that can cause errors or misuse of systems and data, such as the lack of an approval body and 
access definition matrix.

15. There were active user accounts in the information systems even after the 
termination of the employment relationship, and the change of the password of 
the official accounts is not required. 

When the officer’s employment relationship is terminated/completed /suspended, his/her workplace 
is changed or his/her data are changed, the personnel unit is obliged to immediately inform the 
administrator of the official accounts of the respective institution, who takes the necessary actions. 
Each user of the official account is obliged to change his/her password for security reasons at least every 
six (6) months.31

From the analysis of the active accesses in the Active Directory of AAD, it was noticed that 
18 users are active even though the same had their employment relationship terminated. In 
two cases, a request for closing the user was submitted, while in 16 other cases the personnel 
office did not notify the relevant IT officers for closing the electronic accounts as provided by 
AI 02/2015, Article 7. As a result of this and the lack of implementation of AIS guidelines on 
official email accounts, we have noticed during direct testing and monitoring that there are 

30 Information Technology Audit Manual - Information Security Audit Matrix - Access Controls
31 AI (MPA) No. 02/2015 on the Official Email Account - Article 6, Article 7
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also cases when each other’s electronic accounts are used. Furthermore, we noticed a case 
where an intern used the electronic account to access the computer of an employee who was 
on medical leave, while he used the account of another employee to access the application 
without any supervision and they were not aware of the consequences that this action carries 
in itself.

Also, we noticed from our tests that out of 87 active accounts in Active Directory, all had 
configured access that did not require you to change the password as required by AI 02/2015, 
Article 7. After identifying shortcomings by the audit team and presenting them to the Agency, 
configurations to Active Directory to change the password were made.

Chart 7: Active accesses to ADD infrastructure
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Failure to close emails accounts for employees who have their employment relationship with 
ADA terminated comes from inadequate handling of applicable regulations and failure to 
describe an internal process which obliges responsible persons in ADA to close and review 
users in certain periods. Furthermore, the lack of a staff awareness programme has led to the 
exchange of official email account passwords between AAD staff.

Failure to comply with the regulatory framework which is mandatory for implementation 
as well as staff lack of awareness of information security poses a risk of security exposure in 
terms of data integrity, confidentiality and availability, as well as in the misuse of systems 
and data.

16. AAD does not create email accounts for all persons who have access to internal 
infrastructure, but it uses general accounts or the local administrator and does 
not monitor access periodically. 
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The official email account is an official account used by users of the state IT system for access to 
email services. The official account is unique to all electronic services including domain, applications, 
intranet, internet, official email and other official electronic services.32 

In addition to the regular staff, there are also staff temporarily engaged in AAD as a result of 
agreements with the World Bank and the Ministry of Labor. However, the Agency does not 
create accounts in Active Directory for all persons who have access to the IT infrastructure. It 
does not always create an account for access to internal infrastructure, access to the computer 
is provided through the Local Administrator user for temporarily engaged staff (projects, 
interns, etc.). 

There are also cases when general accounts are created and several different people access 
through the same account. From the direct observation, we noticed that a computer is used in 
the ADA archive where several different persons access through a non-personalized account, 
enabling them to access all the electronic documents of the archive. This occurs due to the lack 
of a written process regarding the management of user access and poses a risk of unauthorized 
access, various errors and misuse damaging information systems.

Also, it was noticed from the testing that the access to the database is done through the ‘SA’ 
account (System Administrator) by several different persons, including contracted persons. 
Furthermore, AAD does not monitor and review accesses periodically. Access to SA account 
occurs as a result of not creating personalized accounts for staff who need to have access to 
database maintenance and management. This access increases the risk of an insecure system, 
where data may be intentionally and unintentionally altered, and hence lacking accountability 
in the event of any eventual data damage.

32  AI (MPA) No. 02/2015 on the Official Email Account - Article 3 Using the official account
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4. Conclusions 

Identify, direct and monitor the needs of the institution

The AAD did not have a drafted strategic plan or IT strategy, IT policies and procedures that 
would determine how information technology would support the needs of the institution. 
As a result, it did not distribute financial and human resources according to its needs and 
became dependent on third parties, endangering the availability, integrity and reliability of 
IT processes. Consequently, the Agency did not do enough to effectively monitor and use its 
information technology resources.

Organizing quality assurance

The AAD had not adequately managed the applications it has in use. It had not made an appraisal 
of the applications to ensure that the applications in use meet the Agency’s goals. As a result, the 
applications had many shortcomings and consequently these applications not being suitable for 
use. 

Input controls

The applications used by the Agency did not have access controls in place to ensure that they 
receive only authorized, accurate and complete data. As a result, the databases contained 
inaccurate data, as well as additional workload for application users as everyone had to 
constantly and repeatedly verify the data if it was accurate causing inefficiency in their job. 
Consequently, applications had an open risk of receiving incomplete and inaccurate data.

Processing controls

In the developed applications, the AAD had not realized the interconnection with the basic 
systems of other institutions of the Republic of Kosovo, and because of this, there is a risk 
of automatic non-identification of possible frauds by the parties applying them. Also, in 
the application modules were not realized all the necessary parameters for an automatic 
processing and there was a lack of error messages, the lack of which leaves the possibility 
for processing incorrect data and not identifying the problem during the processing. The risk 
of failure in processing controls may result in processing errors, endangering the integrity, 
validity and reliability of the data during the data processing cycle, and risking failure to 
achieve the Agency’s goals for the applications it owns. 

Output controls

Although, the systems aim at increasing transparency, the AAD does not ensure that the 
output information is complete and accurate before its use and publication. The AAD, in 
addition to this lacked automatic reports, requiring an additional manual work; even those 
published contained different data from those stored in databases. There was a lack of controls 
on the accuracy and completeness of the reports, which risk inaccurate information of the 
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parties involved in the process, as well as inadequate decision-making due to the lack of 
adequate, complete and accurate reports.

Application of security checks

The AAD risks having the data stored in the databases altered without being identified, as 
there was no adequate configuration for collecting, handling and storing activity logs in the 
databases. Moreover, the AAD systems and infrastructure are no secure environment for data 
processing and implementation of work processes. There have been identified shortcomings 
such as: lack of awareness and training of staff regarding information security issues, lack of 
management of access to IT infrastructure according to applicable guidelines, and there is 
no basis and approval for allowing access to the systems in use. Identified deficiencies affect 
insecure and vulnerable infrastructure and systems against potential errors and misuse.
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5. Recommendations
We consider that the Minister should take immediate action to coordinate activities with the Agency for 
Agricultural Development to ensure good governance and integrity of information systems. We have 
given the detailed recommendations below, listed in ordinal numbers corresponding to the findings in 
the Chapter 3.

We recommend to the Minister to ensure that the Agency for Agricultural Development 
takes the necessary actions on the underlined issues:

1. IT strategy, policies and procedures. Develop and approve IT strategy, policies and procedures 
in order to guide IT functions and at the same time establish mechanisms that ensure that these 
are being followed, to ensure that IT is supporting the objectives of the institution;

2. Identification of needs and risks in the field of IT. Define a process for identifying needs 
and risks in the field of IT. Ensure that monitoring mechanisms compile summary and analytical 
reports that show the results achieved, the delays identified, as well as actions to correct deviations 
in achieving its objectives;

3. Quality assurance of systems. Ensure that IT projects are achieving their purpose and used 
in accordance with pre-defined regulations by appointing a quality assurance staff/working 
group. Who should systematically evaluate the products of the work, to see that they meet the 
standards and documented qualities of the organization and whether the necessary processes for 
product development are being followed;

4. Entry data in the Electronic Register of Farmers - eRF. Ensure that necessary controls are 
placed in the applications so that the application processes only the data in accordance with the 
administrative instruction;

5. Testing environment. Ensure conducting of all application testing in a test environment and 
only after testing by the responsible parties, the same pass to the production environment. Access 
to changes of the systems in the production environment should be limited;

6. Validity rules. Ensure that in the applications in use, the validity rules are well designed, 
documented and implemented in the interaction of input data in order to prevent the placement 
of incorrect data in the application;

7. System interconnections. Provide the necessary interconnections of applications in use with 
the basic systems of the Republic of Kosovo so that the systems receive only accurate data;

8. Harmonization of systems with work processes. Ensure that the workflow in applications 
for management of direct payments and rural development programs supports all work processes 
and is in full compliance with the administrative instructions;

9. Incident management. Develop a procedure for managing incidents and problems in the 
information technology. Also create a process or system related to their collection, handling, 
management and storage, in order to minimize incidents and problems in the future;

10. Reporting. Describe in internal procedures the process of issuing, processing and publishing 
reports to third parties. Also, create a list of reports needed for internal and external use, as well 
as configure the systems in use to generate various statistical reports, which would facilitate the 
work process and eliminate manual work;
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11. Accuracy of reports. To determine levels of data control in reports, before using them, it must 
ensure that the data extracted from the systems in use is accurate and complete. It must also 
ensure that reports published on the official website are published in cooperation with the legal 
office and in accordance with the law on personal data protection;

12. Traceability of user activities. Develop a comprehensive procedure for managing traces of 
user activities in information systems. This procedure should include processes regarding the 
type of traces collected, the place where they are stored, the roles and responsibilities related to 
access to this data, the period of their storage, and their periodic monitoring. Also, establish a 
mechanism for periodic monitoring activity logs, for purposes of identifying and eliminating 
possible errors and abuses;

13. Information security awareness. For purposes of raising staff awareness of the risks associated 
with security of information systems, there is a need to establish an awareness program related 
to security processes and train AAD staff at certain periods. Also, and immediate action needs 
to be taken to eliminate the identified deficiencies regarding security issues;

14. The process of granting access. Establish mechanisms to address issues of enabling access, 
anticipate a process of granting access, assess the risks that granted access might have, the 
process of closing users, periodic review, etc. Also, assess the risks of granted accesses by creating 
a matrix of access levels according to work processes and position, so that process of granting 
access and its review is manageable;

15. Active Directory Access Management. Ensure conducting the process of allowing, monitoring 
and closing users in collaboration with human resources unit based on the applicable regulatory 
framework. Furthermore, all users in Active Directory and other systems need to be configured 
according to the regulatory framework so that passwords have the right complexity and get 
changed over time;

16. Periodic review of access rights. To prevent unauthorized access to the systems and 
infrastructure in use, to have control mechanisms to eliminate unnecessary access, the access 
of officials should be constantly monitored. Also, access to databases should be done through 
personalized users and not use the user name of the System Administrator - SA.
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Annex I. Audit design 

Audit questions 

The questions asked relate to the domain of IT governance, system development and 
application controls running to answer the audit objective:

1. Does the organization’s management effectively manage, assess and monitor the use of IT to 
fulfill its mission?

2. How does the organization ensure that IT projects in development or procurement meet their 
goals in terms of quality?

3. Has the system worked according to the pre-set rules by the institution and does it operate in 
such a way as to receive authorized, accurate and complete data?

4. Do information systems ensure the integrity, validity and reliability of data throughout their 
processing cycle?

5. Do information systems ensure that output information is complete and accurate before further 
use, and that it is protected properly?

6. Are there traceability mechanisms in place information systems and is system information 
properly secured against misuse?

By these questions, we aimed at getting answers if the institution has established sufficient 
systems controls to ensure that the grant and subsidy systems have achieved their purpose 
and ensure the integrity, validity and reliability of data during their processing cycle.

Audit criteria 

The audit criteria used in this audit derive from local laws and guidelines, international 
standards of information technology/information systems, active information technology 
audit guidelines, good practices in the field of information technology and the standards 
obtained with information security management.

To assess whether the organization’s management effectively directs, assesses and monitors 
the use of IT systems to fulfill its mission, we will use the following criteria:

The organization must ensure that IT projects achieve their goals through development 
according to its needs.

Personnel engaged in quality assurance should systematically evaluate work products to see 
if they meet documented quality standards of the organization and whether the staff has 
followed necessary processes for product development.33

33  Information Technology Audit Manual - Audit Matrix on Application Controls - Input - Audit Criteria / p.131 
and p.43
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To assess whether the system has worked according to the pre-set rules by the institution 
and operates in such a way as to receive authorized, accurate and complete data, we will 
use the following criteria: 

The Electronic Farmers Register must be in full compliance with the Administrative Instruction 
No. 07/2011 on the Farmers’ Register and with the Administrative Instruction (MAFRD) - 
No. 12/2016.

The organization must follow a defined change management procedure in the system, which 
requires approval prior to implementation in the operational environment. The change 
management process should ensure that changes are recorded, evaluated, authorized, 
prioritized, planned, tested, implemented, documented and reviewed in accordance with 
documented and approved change management procedures. Also, the institution should 
have established procedures for emergency changes.

Validity rules should be well-designed, documented and implemented in the interaction of 
inputs. The system must properly identify and reject the invalid data. The validity criteria 
must be updated in due time and in a proper manner and be authorized. There should be 
additional controls such as authorized registers (logs) in cases where there is a possibility of 
data overwriting when processing data in input interfaces.

User-friendly guidelines should be in place for using system modules.

The levels of transaction authorization must be set and implemented through appropriate 
controls for each system module. There must be an accurate division of tasks for data entry. 
There should be additional controls in place for those cases in which division of tasks is not 
possible.34

To assess whether the system ensures the integrity, validity and reliability of the data 
throughout their processing cycle, we have set the criteria below:

The parameters set out in the modules in the Direct Payment Management Register as well as 
the Grants Management Register should be developed to support and be in full compliance 
with the administrative instructions for rural development support measures and criteria for 
all years.

Execution of application transactions must be in accordance with the rules and requirements 
of the institution’s processes. The system must correctly identify errors in transactions. There 
should be an appropriate mechanism in place for handling processing errors, reviewing and 
clarifying suspended/rejected files. 35

34  Information Technology Audit Manual - Audit Matrix on Application Controls - Input - Audit Criteria - p.147; 
pp.204-209.

35  Information Technology Audit Manual - Audit Matrix on Application Controls - Processing - Audit Criteria - 
p.210.
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To assess whether the system ensures that the output information is complete and accurate 
before further use and that it is properly protected, we will be based on the criteria below:

Procedures should be in place to ensure that completeness and accuracy of the application’s 
output data/reports are valid before the results are used for subsequent processing, including 
end-user processing. The system must enable tracking of output data from it. Output data/
reports should be accessible only to authorized persons according to the pre-set rules by the 
organization; also, the information should be protected from unauthorized changes. 36 

Distribution and publication of results/reports should be well- controlled and personal data 
should be treated in accordance with the Law on Protection of Personal Data.37

To assess whether the system has tracking mechanisms in place and the system information 
is properly secured against misuse, we will rely on the following criteria:

The application and database should have audit trails that capture changes, bypasses and 
authorized registers (logs) for critical transactions. There should be a periodical review of 
audit traces to monitor unusual activities, and should be properly maintained and protected. 
Each transaction must be assigned unique and sequential numbers or identifiers. 38

Official electronic accounts (domain accounts, applications, intranet, internet, official electronic 
mail and other official electronic services) must be in accordance with the administrative 
instruction for official electronic accounts drafted by the AIS, which defines the procedures 
of creation, administration, use and closure of the official electronic account for all users and 
administrators of the electronic account of the state IT system in all institutions of the Republic 
of Kosovo.39 

The databases used by the AAD must be in accordance with the regulation on electronic 
databases drafted by the AIS, which includes rules and standards for the administration, 
storage, creation and restoration of backup copies, archiving, security, audit, removal and 
monitoring by the relevant institution or by any person, in accordance with the applicable 
law.40

Audit methodology 

We have used a variety of techniques to obtain audit evidence and assurance in our approach 
to this audit. We have analyzed documents, relevant legislation, interviewed the parties in 
charge, and have made field observations.41 

36  Information Technology Audit Manual - Audit Matrix on Application Controls - Output - Audit Criteria - p.213.
37  Law on Personal Data Protection
38  Information Technology Audit Manual - Audit Matrix on Application Controls - Application Security - Audit 

Criteria - p.215.
39 AI (MPA) No. 02/2015 on Official Electronic Accounts.
40  Regulation (MPA) No. 01/2018 on Electronic Databases.
41   The methodology to be used in detail is found in the audit matrix.
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Analyzes have included:

• Legal and regulatory framework applied in the AAD electronic system;

• Legal and regulatory framework related to IT (Laws, regulations, administrative 
instructions);

• The AAD and IT organizational chart;

• Internal policies and procedures on systems development, modification and management;

• Manuals of applications and modules;

• Interviews with IT staff;

• Interviews with the AAD electronic system users;

• Interviews with electronic system users in municipal offices using AAD systems;

• System testing (testing of modules to determine if they are in compliance with business 
requirements); 

• Physical monitoring of the work environment and IT equipment;

• IT work reports/incident reports/problems occurred;

• Structure of data interaction with other systems;

• Internal and external rules regarding classified and confidential information;

• Agreements contracted with external parties; and

• Materials for the implementation of projects in process, etc.

Relevant documents

List of relevant Laws and Regulations for this audit:

• Law No. 03/L-098 On Agriculture and Rural Development

• Law No. 04/L-090 On Amending and Supplementing the Law No. 03/L-098 on Agriculture 
and Rural Development

• Regulation No. 01/2012 On Duties, Responsibilities, Competences and Organizational 
Structure of the Agriculture Development Agency 

• Administrative Instruction No. 07/2011 On Farmers Register 

• Law No. 06/l-082 On Protection of Personal Data 

• Regulation (MPA) No. 02/2015 On Software and Hardware Standards 

• Regulation (MPA) No. 01/2018 On Electronic Databases 

• Regulation (GRK) No. 06/2018 On Project Management in the Field of Information 
and Communication Technology 

• Administrative Instruction (MPA) No. 02/2015 On the Official Email Account.
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Annex II. Letter of Confirmation 
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