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The National Audit Office of the Republic of Kosovo is the highest institution of economic and 
financial control, and is accountable to the Assembly of the Republic of Kosovo for its work.  

Our mission is to strengthen, through quality audits, accountability in public administration 
for an effective, efficient and economic use of national resources. The reports of the National 
Audit Office directly promote accountability of public institutions as they provide a base 
for holding managers’ of individual budget organisations to account. We are thus building 
confidence in the spending of public funds and playing an active role in securing taxpayers’ 
and other stakeholders’ interests in enhancing public accountability. 

This audit has been carried out in line with the International Standards on Supreme Audit 
Institutions (ISSAI 30001), Guideline on IT Systems Audit (GUID 51002) and good European 
Practices.

Information Technology audit undertaken by the National Audit Office is an examination 
and evaluation of IT systems and related controls to obtain assurance on the principles of 
legitimacy, economy3, efficiency4 and effectiveness5 of IT systems and related controls.  

The Auditor General has decided on the content of this report “Case Management Information 
System of Kosovo Judicial Council and Kosovo Prosecutorial Council”, in consultation with 
the Assistant Auditor General Vlora Spanca, who supervised the audit.

The audit team consisted of:

Samir Zymberi, Head of Audit 

Shqipe Mujku Hajrizi, Team Leader

Poliksena Berisha, Team member 

1 ISSAI 3000 – Standards and guidelines for performance auditing based on INTOSAI’s Auditing Standards and 
practical experience

2  GUID 5100 – Guideline on IT Systems Audit issued by INTOSAI 
3  Economy – The principle of economy implies minimising the cost of inputs. Inputs should be available at the right 

time, quantity and quality and at the lowest price possible.
4  The principle of efficiency implies achieving the maximum from the available inputs. It relates to the relationship 

between input and output in terms of quantity, quality and time. 
5  Effectiveness - The principle of effectiveness implies the achievement of set objectives and the achievement of 

expected outputs.
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Executive summary
Kosovo Judicial Council and Kosovo Prosecutorial Council have constitutional and legal 
obligations to ensure an efficient and fair justice system and at the same time to ensure 
transparency and responsibility for their work. These institutions have developed the Case 
Management Information System to increase efficiency of procedures and deadlines in 
resolving cases, providing accurate and timely statistics, as well as better services to citizens.  

The National Audit Office conducted an Information Technology audit in Kosovo Judicial 
Council and Kosovo Prosecutorial Council to assess the security and administration of the 
Case Management Information System, as well as whether it is providing reliable, integral 
and timely information.

The objective of Case Management Information System is to replace manual work by enabling 
electronic processing and management of cases in Courts and Prosecution Offices as well 
as enhancing efficiency and transparency. Also, the case management information system 
in Prosecution Offices and Courts enables the processing of data in real time, facilitating 
the provision of services to officers of institutions and eliminating the exchange of data in 
physical copies. This system is still in the stage of further development and advancement for 
implementation in all instances of Courts and Prosecution Offices.

Despite continuous developments and advancements in the Case Management Information 
System in Kosovo Judicial Council and Kosovo Prosecutorial Council, the audit results 
have shown that the responsible institutions have some shortcomings in the governance of 
information technology6 and information systems security7. These shortcomings may affect 
poor management of information systems and inaccurate coverage of efficiency, transparency 
and resource planning in Courts/Prosecution Offices. 

Therefore, the overall conclusions and risks identified by the audit show that the responsible 
institutions need improvements in the governance and security of information systems, which 
enable case management in the Court/Prosecution Office. Given the importance of the justice 
system for the State and in particular for its citizens, we have given 16 recommendations to 
KJC and 15 to KPC. The list of recommendations is presented in Chapter 5 of this report.

Response by the parties involved in the audit

The chairmen of the Kosovo Judicial Council and the Kosovo Prosecutorial Council agreed 
with the audit findings and conclusions and committed to address the recommendations 
given.

This report is a translation from the Albanian original version, which is designed as a document. In 
case of discrepancies, Albanian version shall prevail.

6 Details of these issues are given in Chapter 3.1 “IT Governance”.
7 Details of these issues are given in Chapter 3.2 “Information security and information systems recovery plan”.
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1. Introduction
Kosovo Judicial Council (KJC) and Kosovo Prosecutorial Council (KPC) decide on the 
organization, management, administration and supervision of the functioning of Courts and 
Prosecution Offices respectively. 

The use of the Case Management Information System (CMIS) was introduced to achieve 
the objectives of these two institutions. The main objective of using CMIS is to enhance the 
efficiency and transparency of Courts and Prosecution Offices of the Republic of Kosovo.

The CMIS project aims at developing it in accordance with the needs of Courts and Prosecution 
Offices to improve its processes and eliminate multiple works and reduce case resolution time 
and enhance efficiency, transparency and accountability. This system will enable: 

• Transformation of Kosovo Courts and Prosecution Offices into e-Courts and 
e-Prosecution Offices; and

• Proactive management of Courts and Prosecution Offices based on real-time 
statistical data and accurate reports.

With the full development of the CMIS project in Kosovo, it is intended to have efficient 
Courts and Prosecution Offices, shorter and faster procedures and deadlines in resolving 
cases, better court management, providing accurate and timely statistics, as well as better 
services for citizens. 

CMIS means a system (mechanism) of information technology, whereby cases are processed 
in Courts and Prosecution Offices from the receipt of cases up to archiving. Whereas a CMIS 
case means a case generated in the system under a special number that contains the entire 
background of the case and its files, including all stages of the procedure from the receipt of 
the case up to the archiving.

Types of cases presented in Chart 1 for Courts and Prosecution Offices are managed through 
this information system:

Chart 1: Types of cases in Kosovo Judicial Council and Kosovo Prosecutorial  
Council managed by CMIS

KPC

• Criminal cases with adults perpetrators
• Juvenile criminal cases
• Criminal cases with unknown perpetrators
• Various criminal cases

KJC

• Criminal cases (serious crimes)
• Criminal cases (juveniles)
• Contested cases
• Commercial cases
• Administrative cases
• Administrative services of the courts
• Uncontested cases
• Execution cases
• Criminal cases
• Minor offence cases

Number of cases received in Kosovo Courts 
and Prosecution Offices 

118401 115359
104574

52629

2018 2019 2020

47067 43446

Number of cases received in Courts

Number of cases received in Prosecution
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The number of cases received in Kosovo Courts in 2020 was 104,574 in 2019 it was 115,359 
while in 2018 it was 118,401. Whereas the number of cases received in the Kosovo Prosecution 
Offices in 2020 was 43,446 in 2019 it was 47,067 and in 2018 it was 52,629 as seen in the 
graphic presentation presented in Chart 2.8 Through a joint donor co-funded contract, KJC 
and KPC spent about € 2,863,7319 for the CMIS implementation, while the donor spent  
€ 9,060,864.86 by December 2020.10 

Chart 2: Number of cases received in Kosovo courts and prosecution offices

KPC

• Criminal cases with adults perpetrators
• Juvenile criminal cases
• Criminal cases with unknown perpetrators
• Various criminal cases

KJC

• Criminal cases (serious crimes)
• Criminal cases (juveniles)
• Contested cases
• Commercial cases
• Administrative cases
• Administrative services of the courts
• Uncontested cases
• Execution cases
• Criminal cases
• Minor offence cases

Number of cases received in Kosovo Courts 
and Prosecution Offices 

118401 115359
104574

52629

2018 2019 2020

47067 43446

Number of cases received in Courts

Number of cases received in Prosecution

According to statistical reports for 2018, 2019 and 2020, the efficiency rate shows an increase 
since new cases during 2019 were registered in CMIS and old cases were entered as well, 
which were altogether processed through the system, as seen in the graphic presentation 
shown in Chart 3.11

 

8 Kosovo Prosecutorial Council Annual Report 2019 & https://www.prokuroria-rks.org/psh/lajm/6321& Annual 
Statistical Report of Courts 2018 & Annual Statistical Report of Courts 2019, Annual Statistical Report of Courts 
2020

9 KJC spent € 1,605,527, while KPC spent € 1,258,207.
10 Documents sent by KJC.
11 Annual Statistical Report of Courts 2018 & Annual Statistical Report of Courts 2019 & Statistical Report of Courts 

2020 & Kosovo Prosecutorial Council, Annual Report 2019 & data provided by KPC for 2020.
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Chart 3: Efficiency rate for all Courts and the Kosovo Prosecutorial Council  
for the period 2018, 2019 and 2020

Efficiency rate for all Courts and the Kosovo Prosecutorial Council 
for the period 2018, 2019 and 2020
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The efficiency rate shows resolved cases compared to cases received during the reporting 
period. However, this number of resolved cases also includes cases inherited from previous 
years.

CMIS is a new system, built pursuant to the applicable laws and real-time needs of the 
prosecutorial and judicial system, aiming at linking open and closed databases to facilitate 
the work of Prosecutors and Judges.

1.1. Risk areas and audit motive

Kosovo Judicial Council and Prosecutorial Council have developed the Case Information 
Management System (CMIS) for better case management, better management of the activities 
of Courts and Prosecution Offices, and the provision of accurate and timely statistics.

Since this system contains a large amount of data from different sources, where a large number 
of different users use them, this data must be available, usable, complete and uncompromising. 

During the CMIS efficiency audit planning phase, we identified that CMIS has not been fully 
developed and implemented in all Courts and Prosecution Offices although it is planned that 
the project phases will be completed by the end of 2019, and the interconnection of the Court 
- Prosecution Office system has not yet been finalized. 
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Further on, the automatic division of cases in courts and prosecutors through CMIS has not 
yet been fully executed in all instances. Also, statistical reports for courts based on standard 
indicators of CEPEJ in CMIS have not been fully developed and the statistical report in CMIS 
for prosecutors has not been developed. . 

CMIS is a web application that contains and processes sensitive data for the judicial and 
prosecutorial system, cybersecurity has therefore been addressed especially during visits to 
these institutions and it has been identified that no access security settings are applied in this 
system. These two institutions have not established mechanisms for the continuity of systems 
in case of any disaster. 

Given the sensitive content of the information handled by KJC and KPC, it is clear that special 
attention should be paid to information security and data protection.

Consideration of problem indicators identified from various sources as well as our assessments 
based on the Active IT Audit Manual12 to identify the riskiest areas orient us to the main 
problem: controls on the security of the information system.

12 Active Audit Manual - is a platform developed by ITWG/EUROSAI and WGITA/INTOSAI, used to identify the 
riskiest areas, determine questions, criteria and methodology of work during the IT audit process.



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

6

1.2. Objective and audit areas

The objective of the audit is to assess the security and administration of the case management 
information system if it is providing reliable, integral and timely information.

Through this audit, we aim at giving relevant recommendations to responsible parties in 
order to improve IT services.

Audit areas

To respond to the audit objective, we focused on the area of IT Governance and Information 
Security and selected the following audit areas:

1. IT Governance
1.1. Identifying, directing and monitoring the business requirements;
1.2. IT strategy and planning; and
1.3. Organizational structure, standards, policies and procedures.

2. Information Security
2.1. IT security structure;
2.2. Detection and protection from interference;
2.3. Physical and logical access control; and

2.4. Business continuity management.

The scope of this audit was Kosovo Judicial Council and Kosovo Prosecutorial Council, 
respectively the Information Technology and Communication Unit within KJC and the 
Department of Information Technology within KPC, which are responsible for managing and 
supporting information technology systems.

To assess the CMIS effectiveness, the Statistics Office of KJC and KPC that design and process 
statistical data and reports for Courts and Prosecution Offices and the Basic Court and Basic 
Prosecution Office in Prishtina, Mitrovica and Ferizaj have been selected as end-users. 

The audit covered the period January 2019 - December 2020.

The applied audit methodology, criteria, methods used, role and responsibilities of the parties 
and relevant documents are presented in Annex 1.
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2. System description 
Kosovo Judicial Council (KJC) is the highest supervisory body of the Kosovo Judicial System. 
The main KJC responsibility is to administer the entire judicial system, establish and maintain 
an independent judiciary, which provides impartial judicial services to all, is accessible to all, 
fair and efficient in its work, is accountable for its work and is functional in all organizational 
and operational aspects. 

KJC has a Secretariat that assists the Council in implementing the rules and policies related 
to the management of administrative and supporting staff in the Courts, and the Information 
Technology and Communication Unit and the Statistics Unit are within the Administration 
and Personnel Service.

Also, the Court System of the Republic of Kosovo consists of the Court of Appeals, the Supreme 
Court and seven Basic Courts.13. The Case Management Office (CMO) operates within the 
Basic Courts ensuring implementation of case actions through CMIS. 

The general purpose of the Kosovo Prosecutorial Council (KPC) is to ensure an independent, 
professional and impartial functioning of the prosecutorial system. KPC ensures investigation 
and criminal prosecution by prosecutors recruited based on merits, evaluated based on 
performance at work and supervised according to high standards, which ensures fair law 
enforcement and without distinction and treats the victims of crime on merits.

The KPC Secretariat assists the Council with regard to the management, budget and 
administration of the State Prosecutor. The Secretariat also has the Department of Information 
Technology and the Statistics Office. KPC functions are exercised by: Office of the Chief State 
Prosecutor; the Appellate Prosecution Office consisting of the General Department and the 
Serious Crimes Department; the Special Prosecution Office of the Republic of Kosovo; and 
seven (7) Basic Prosecution Offices14. The Prosecution Office has a Registry for case receipt 
and management.

To provide better transparent and efficient services, KJC and KPC developed a joint CMIS 
project, which is a system used to manage cases electronically in Courts and Prosecution 
Offices, starting with the registration of cases in CMO for Courts and in Registry for Prosecution 
Offices and their allocation to Judges and Prosecutors. This system is administered by the IT 
Unit/Department in KJC and KPC which have also established a joint User Working Group 
and a Steering Board for CMIS project management. Also, the Statistics Units within KJC 
and KPC are included in this system to provide support for the development of statistical 
requirements. 

13 There are seven (7) Basic Courts in the first instance in the territory of the Republic of Kosovo: Basic Court of 
Prishtina, Basic Court of Gjilan, Basic Court of Prizren, Basic Court of Gjakova, Basic Court of Peja, Basic Court of 
Ferizaj and Basic Court of Mitrovica.

14 The Basic Prosecution Office has jurisdiction over all first instance cases, unless otherwise provided for by law and 
is composed of the General Department, Department for Juveniles and Serious Crimes Department.
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The main CMIS processes and roles in Courts and Prosecution Offices are presented in Chart 
5.

Chart 5: CMIS processes and key roles for case management in Courts and Prosecution Offices

IT Officer

Creating users and providing 
access to CMIS.

Responsible for managing user 
accounts in CMIS.

Ensuring that case actions are 
carried out through CMIS from 
case registration, case transfer in 
Court, case transfer between 
Courts, up to archiving.

Evidencing the documents 
received in the Court by register-
ing them in CMIS.

Taking all procedural measures 
and actions within the system for 
the allocation of cases to judges 
and managing the caseload within 
the Court through the system.

Performing case actions through 
CMIS from case registration, case 
transfer to the Prosecution Office 
and case transfer between.

Evidencing the documents 
received by registering them in 
CMIS.

Takin all procedural measures and 
actions within the system for the 
allocation of cases and managing 
the caseload within the 
Prosecution Office through the 
system.

The Judge receivers and revies 
the case assigned to him/her 
through CMIS and futher 
processes the case by taking 
action on the case through the 
system.
Schedule sessions.
Merge the cases, for which the 
legal conditions are met.
Make the request for 
disqualification from the case, 
extension of the deadline and 
reassigment of the case.
Proceed to make decisions in 
CMIS.

The Prosecutor receiver and 
reviews the case assigned to 
him/her through CMIS and 
further processes the case by 
taking action on the case through 
the system.
Receives the summons from the 
Court for a hearing.
Merge the cases, for which the 
legal conditions are met.
Make the request for 
disqualification from the case, 
extension of the deadline and 
reasigment of the case.
Record the case files issued and 
the filing of the indictment in 
CMIS.
Receives summonses from the 
Court and the Court decisions.

CMO/Registry Judge/Prosecutor

The key CMIS principles constitute the main guide of the functioning of this system and 
include the principle of efficiency, the principle of security, the principle of professionalism, 
the principle of accuracy, the principle of control, the principle of accountability, the principle 
of equality and the principle of transparency.15

CMIS implements the allocation of cases to Judges and Prosecutors automatically and 
manually. Automatic allocation of cases through CMIS is done based on conditions and 

15 Regulation (No. 08/2019) on the Use of the Case Management Information System.
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criteria previously defined and approved by KJC and KPC. For all those cases for which 
the automatic allocation of cases cannot be done, CMIS enables the assignment of a Judge/
Prosecutor manually. Conditions and criteria for assigning Judges/Prosecutors are manually 
determined by special regulations. 

The automatic allocation of cases is done by CMIS based on the criteria as in Chart 6.

Chart 6: Criteria for automatic case allocation in CMIS

Potential Judges/Prosecutors to 
whom the case will be assigned, 
according to the relevant 
department or division to which 
the case belongs.

It excluses from the potentional 
list of cases to be assigned to the 
Judge/Prosecutor who has been 
engaged  in the same case in the 
pre-trial procedure, is on leave 
for more than 30 days, is 
previously disqualified from the 
case, etc.

Organizational structure

• Identifying, directing and monitoring requirements for ICT/CMIS project 
development;
• Strategic plan of information technology, monitoring and reporting; and
• IT structure, policies and procedures.

IT Governance

• IT security;
• Detection and procetion from interference;
• Physical and logical access control; and 
• Systems continuity management.

Information security and information systems
recovery plan

Disqualification criteria
Automatic assigment of 
the Judge/Prosecutor
Once the relevant case data has 
been recorded and the above 
disqualification criteria are met, 
CMIS will automatically assign 
the case Judge/Prosecutor from 
the available list.

IT GOVERNANCE (Identifying, directing and monitoring needs)

IT Strategy and Planning

Structures, Standards, Policies and Processes of the Organization

Internal Control (Risk assesment and compliance mechanisms)

Development &
Acquisition OperationPeople and resources

Also, CMIS generates a unique number for each case generated in the system, which is given 
once by the system and does not change throughout the case lifecycle. This number contains 
the year of case receipt (Y) and the serial number (serial) of the case (No.), which is a six-digit 
number and resumes from zero every beginning of the year.
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3. Audit findings
This chapter presents the audit findings related to the activities of the parties responsible for 
the security and administration of the Case Management Information System in Courts and 
Prosecution Offices. Findings are structured in two parts related to audit areas.

• The first part presents the audit findings related to IT governance, namely the 
design and monitoring of the IT strategy, the establishment of structure, IT 
policies and procedures, the development and use of CMIS. 

This part is presented in Chapter 3.1 which resulted in audit findings (1 to 6).

• The second part presents the findings related to information security mechanisms, 
logical and physical access controls to prevent unauthorized interference and 
dissemination of information and the plan for the continuation of the information 
system in KJC and KPC.

This part is presented in Chapter 3.2 which resulted in audit findings (7 to 13).

Chart 7. Structure of audit issues in KJC and KPC

Potential Judges/Prosecutors to 
whom the case will be assigned, 
according to the relevant 
department or division to which 
the case belongs.

It excluses from the potentional 
list of cases to be assigned to the 
Judge/Prosecutor who has been 
engaged  in the same case in the 
pre-trial procedure, is on leave 
for more than 30 days, is 
previously disqualified from the 
case, etc.

Organizational structure

• Identifying, directing and monitoring requirements for ICT/CMIS project 
development;
• Strategic plan of information technology, monitoring and reporting; and
• IT structure, policies and procedures.

IT Governance

• IT security;
• Detection and procetion from interference;
• Physical and logical access control; and 
• Systems continuity management.

Information security and information systems
recovery plan

Disqualification criteria
Automatic assigment of 
the Judge/Prosecutor
Once the relevant case data has 
been recorded and the above 
disqualification criteria are met, 
CMIS will automatically assign 
the case Judge/Prosecutor from 
the available list.

IT GOVERNANCE (Identifying, directing and monitoring needs)

IT Strategy and Planning

Structures, Standards, Policies and Processes of the Organization

Internal Control (Risk assesment and compliance mechanisms)

Development &
Acquisition OperationPeople and resources

Issues/findings are presented under ordinal numbers and correspond to the same number of 
recommendations in Chapter 5.  
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Chart 8: Audit process flow, objective, areas, questions, issues, findings and recommendations

3.1. Information Technology Governance

IT governance is defined as an overall structure that manages an institution’s IT operations 
and ensures that IT systems support and enable the achievement of the institution’s objectives, 
and play a key role in defining a controlling and reporting environment. The key elements of 
IT governance are IT strategy and planning; structures, standards, policies and procedures, 
development and procurement, human resources, etc.16

Chart 8: Overall IT governance structure17

Potential Judges/Prosecutors to 
whom the case will be assigned, 
according to the relevant 
department or division to which 
the case belongs.

It excluses from the potentional 
list of cases to be assigned to the 
Judge/Prosecutor who has been 
engaged  in the same case in the 
pre-trial procedure, is on leave 
for more than 30 days, is 
previously disqualified from the 
case, etc.

Organizational structure

• Identifying, directing and monitoring requirements for ICT/CMIS project 
development;
• Strategic plan of information technology, monitoring and reporting; and
• IT structure, policies and procedures.

IT Governance

• IT security;
• Detection and procetion from interference;
• Physical and logical access control; and 
• Systems continuity management.

Information security and information systems
recovery plan

Disqualification criteria
Automatic assigment of 
the Judge/Prosecutor
Once the relevant case data has 
been recorded and the above 
disqualification criteria are met, 
CMIS will automatically assign 
the case Judge/Prosecutor from 
the available list.

IT GOVERNANCE (Identifying, directing and monitoring needs)

IT Strategy and Planning

Structures, Standards, Policies and Processes of the Organization

Internal Control (Risk assesment and compliance mechanisms)

Development &
Acquisition OperationPeople and resources

16 Information Technology Audit Manual, IT Governance.
17  Information Technology Audit Manual, IT Governance.
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1. Identifying, directing and monitoring requests for project development

The organization should have a plan as to how to identify new business requirements or IT needs and 
the User Working Group, which approves the requirements, has sufficient information for decision 
making. 18

The User Working Group (UWP) composed of members from Courts and Prosecution Offices, 
who have presented the requirements, analyzed and approved them to be implemented in 
CMIS, is responsible for identifying the requirements for the ICT/CMIS project development. 
However, as a result of the COVID-19 pandemic and development delays by the consortium 
(group of companies developing the software), KJC and KPC have resulted in the non-
implementation of UWP activities and requirements:

• CMIS has not yet been fully implemented in all instances of Courts and 
Prosecution Offices. To date, CMIS has been implemented in the Basic 
Courts and Prosecution Offices and the Appellate Prosecution Office. In 
the Court of Appeals, the Supreme Court, CMIS implementation started 
in January 2021, while in the Special Chamber of the Supreme Court 
and the Office of the Chief State Prosecutor, the use of CMIS has not yet 
started. This is because the development of CMIS for these instances has 
not yet been completed. 

• The interconnection of CMIS of Courts and CMIS of Prosecution Offices 
for the exchange of data and cases has not been fully implemented. 
Implementation of this activity was planned to be completed in 
October 2020. However, the implementation of the first phase of the 
interconnection of these two systems for the exchange of a limited 
number of case files started in August 2020. Whereas, the second phase 
of interconnection has not yet been developed by the economic operator.

• Not all the presentation reports on the performance and efficiency of the 
Judiciary and the Prosecution Offices have been generated in CMIS. 

Only four reports have been implemented in CMIS for KJC, which contain 
the basic indicators of the European Commission for the Efficiency of 
Justice (CEPEJ). Reports with advanced indicators and “dashboard”19, 
which were designed in cooperation with the expert group20 engaged in 
technical assistance have not been developed yet by EO. 

During the analysis of the accuracy of the basic reports generated by 
CMIS in KJC, it was identified that two of these reports had discrepancies 
between the total value and the analytical values. After identifying this 
discrepancy, KJC addressed the error to the EO and it was corrected. 

18  Information Technology Audit Manual, IT Governance Audit Matrix. 
19  Dashboard - graphical presentation of reports for data visualization.
20  This group includes experts engaged from the Council of Europe KOSEJ project, USAID/JSSP Project and experts 

engaged from the CMIS Project.
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Even in KPC, requirements for basic and advanced reports have been 
designed and they are sent for development to EO. To date, only a 
statistical report with basic indicators has been implemented in CMIS. 
Whereas, the requirement for the development of the advanced report 
has not yet been implemented in CMIS. 

Failure to comply with these requirements in CMIS may affect the transparency and efficiency 
of Courts and Prosecution Offices, as well as the inaccurate and incomplete presentation of 
statistical and performance reports on the efficiency of the Prosecution Offices and Judiciary. 
Courts must report in accordance with the standards of the European Commission for the 
Efficiency of Justice (CEPEJ).

2. Strategic plan of information technology, monitoring and reporting

There should be a strategic IT level plan, which translates business objectives into IT goals and 
requirements, addresses the resources needed to support the business. In parallel with the process of 
drafting the strategic document, an Action Plan for its implementation should be drafted. It needs to be 
systematically monitored, reviewed and updated.21 

KJC has not drafted a strategic IT plan to achieve its objectives since 2018. The ICT/CMIS 
project started to be developed in accordance with the ICT Strategy 2012-2017. In the absence 
of a strategy, the ICT Unit relies on the activities of the projects under implementation for 
drafting the annual work plan to achieve its objectives. 

In 2018, KJC took the initiative to start the project for drafting the IT strategic document, 
planned to be funded by IPA projects22. According to the Head of the ICT Unit, this r was 
granted within the IPA projects and the project is expected to start soon.

In the absence of a strategic IT plan, there is a risk that the strategic objectives set by KJC will 
not be achieved and the necessary resources to support the activity of the institution will be 
poorly addressed.

To achieve strategic objectives and to continue with the establishment of an ICT environment, 
in accordance with the needs of stakeholders and the requirements of CMIS-it, KPC drafted 
the ICT Strategic Plan 2015–2020. However, no action plan for implementation of this Strategic 
Plan was drafted, which should be accompanied by indicators, such as implementation 
deadline, costs, source of funding, management and support department and the final 
result for the objectives and activities. The Department of IT drafted a work plan every 
year based on the KPC objectives, which have been foreseen in the strategic ICT plan. There 
were activities/projects in this plan, which were repeated, where the source of funding was 
determined by donors, for which the implementation of the donor agreement was delayed for 
the commencement of the project and its financing.

In the analysis of the ICT Strategic Plan 2015-2020 and its monitoring report, we have identified 
that the activities that were not implemented were not presented. So, only the implemented 
activities were presented in the report. Monitoring of the strategic plan was done by the KPC 

21  Information Technology Audit Manual, IT Governance Audit Matrix.
22  Instrument for Pre-Accession Assistance
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Department of ICT, as mechanisms for monitoring and progress towards strategic goals, its 
reporting and systematic review are not set to be established under this plan.

The lack of an action plan for implementation of the strategic plan, its monitoring and 
continuous reporting on the implementation and stagnation of activities makes KPC not 
taking appropriate corrective actions to achieve its objectives, and there may be deviations in 
using IT and human and financial resources. 

3. IT organizational structure

To ensure a suitable working environment using electronic systems in the implementation of processes 
and tasks at work in institutions, ICT systems must be properly maintained and provide appropriate 
user support services.23

KJC failed to meet the ICT/CMIS project objectives of the ICT capacity building plan, as 
approved by the ICT/CMIS Project Steering Board in October 2016.  The objective was to set up 
an IT Office at the Department level and to organize it into two main units: the Infrastructure 
Administration and Maintenance Unit and the Application Administration, Maintenance and 
Development Unit. 

Currently, the KJC IT Unit administers 2177 users, who use the IT infrastructure. For service 
delivery and user support, we found that task segregation was not done according to role 
and responsibilities. The database administrator also had a role in the administration of the 
CMIS application and the help desk. Also, the position for the administration of the data 
center was not filled in, while this function was exercised by the IT Officer in the Basic Court 
in Prishtina. This was because the KJC IT Unit had a small number of staff to provide the 
necessary services and support the court staff. 

The objective of the ICT/CMIS project since 2019 has been the recruitment of IT officers to 
support the project, which they did not manage to fully implement by the end of 2020. 

Lack of implementation of these activities was due to the fact that KJC has not so far managed 
to approve the new regulation on the organization of the KJC Secretariat, which provides for 
the ICT Unit to be promoted to the ICT Department and increase the number of staff. According 
to KJC officers, the draft regulation was drafted in 2019 and is with the KJC commission, and 
it is expected to be approved this year. 

Lack of human and professional capacities, as well as non-segregation of duties and 
responsibilities, may cause delays in providing appropriate and efficient services to CMIS, 
create difficulties in legal amendments and supplementations to CMIS, and make it impossible 
to maintain the integrity of information and processing infrastructure.

23  Capacity building plan for the provision and management of ICT services, CMIS Project, 2016.
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4. IT policies and procedures in KJC and KPC

The organization must document, approve and communicate appropriate policies and procedures to 
guide business and IT operations in order to achieve its mandate. Mechanisms should be established to 
monitor their implementation and draft reports on the level of policy implementation.24

In KJC, the ICT Unit according to IT officers uses the AIS regulations and guidelines and the 
draft policy and procedure of the Department of IT for internal management of IT. This Unit 
drafted in November 2017 the draft regulation, policy and procedure of the Department of IT in 
order to begin their implementation. In December 2017, it submitted them to the management 
of the Kosovo Judicial Council Secretariat (KJCS) for approval. Out of these documents, the 
Council adopted only the regulation on the use of information and communication technology 
in the judicial system, while the policy and procedure of the Department of IT were not 
approved because KJCS was in the process of amending the rules of its internal organization 
and after its approval, these documents were expected to be adopted. 

Due to the lack of approval of these policies, there is a risk that employees and third parties 
will not implement the institution’s policies, which reflect the guidelines and directions of 
management on information systems, relevant resources and processes of the Department of 
IT, as well as failing to achieve its objectives. 

The KPC Department of IT drafted in August 2020 the Standard Operating Procedures (SOPs) 
of the Department of IT in order to define, design work processes and execute them, as well 
as to maintain the integrity, availability and confidentiality of information assets. These SOPs 
were approved on 4 November 2020. However, some SOPs processes had not started to be 
implemented until December 2020 because it was a short period of time. According to KPC 
officers, the reason for delays in drafting, approving and implementing SOPs was that KPC 
had used the KJC IT infrastructure until the construction of the data center by the end of 2018.  
Also, the ongoing activities in the CMIS project affected the delay in drafting the necessary 
documents for the Department of IT and monitoring their implementation.

Lack of implementation of IT policies and procedures may put at risk the protection of IT 
assets, and lack of monitoring of the implementation of these policies/procedures may result 
in non-identification of processes that have not been implemented. 

5. Automatic allocation of cases in KJC and KPC 

The Judicial and Prosecutorial System of the Republic of Kosovo should make the automatic allocation 
of cases in the CMIS information system in accordance with regulations set forth by both institutions. 
The automatic allocation of cases should enable a balanced allocation of cases and workload for Judges 
and Prosecutors within the department/organizational unit.25

24  Information Technology Audit Manual, IT Governance Audit Matrix.
25  Regulation No. 02/2019 on the Administration and Allocation of Cases in the Office of State Prosecutor & 

Criteria for the Allocation of Cases in the Courts of the Republic of Kosovo through CMIS and the Manner of their 
Implementation.
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The random and automatic allocation of cases through CMIS has not yet been developed for 
all instances of Courts and Prosecution Offices. 

KJC has set the criteria for the allocation of cases in the RKS Courts, to implement them in 
CMIS. In CMIS, the random allocation of cases automatically to Judges by Departments/
Divisions is applied at the level of the Basic Courts of Kosovo. However, the assignment of 
trial panel members automatically in the Basic Court has not yet taken place although it is set 
out in the document related to Criteria for Allocation of Cases. The proposal for the automatic 
assignment of trial panel members from the ICT/CMIS project has been prepared, but KJC 
has not yet approved the proposal to be developed and implemented in CMIS.

Whereas, the allocation of automatic cases is not implemented in the Court of Appeals because 
they are in the initial phase of implementing  CMIS and in the Supreme Court because the 
training on the use of CMIS has not yet been completed. 

Random allocation of cases in KPC automatically to Prosecutors in CMIS has taken place in 
the instance of Basic Prosecution Offices, however, in the Basic Prosecution Office (BPO) of 
Prishtina and the Special Prosecution Office (SPO), the assignment of the Prosecutor is done 
manually. Lack of implementation of automatic allocation of cases in these Prosecution Offices 
occurred as a result of the establishment of the Economic Crimes and Corruption Unit in BPO 
of Prishtina and according to the Head of the KPC Department of IT, it was not possible to 
apply the same algorithm for automatic allocation, as in other Basic Prosecution Offices. KPC 
requested the EO to change the algorithm to adapt to this unit. Whereas, regarding the Special 
Prosecution Office, KPC established 4 new departments26, which have not been before and the 
request for development is submitted to EO. 

The automatic allocation of cases to Prosecutors is not done in the Office of the Chief State 
Prosecutor, because CMIS has not yet started to be applied in this instance.

The initial caseload in KPC for prosecutors initially mandated and prosecutors who move 
from one organizational unit to another is not done automatically. In the Department of IT, 
database administrators manually determine the caseload for these Prosecutors, entering it 
directly in the CMIS database, as the “admin” module has not yet been developed for the 
administration of users by EO. Also, there are no compensatory controls to verify whether the 
requested change is in line with the change made to the database. 

Meanwhile, the implementation of caseload for Prosecutors in CMIS for the allocation of cases 
was not in accordance with the Annex to KPC Regulation on the Allocation of Cases, which 
determined that the difference is not larger than 2 cases in the Department/Division where 
there are 5 or more Prosecutors. In CMIS, the difference of cases between Prosecutors is by 
5 cases, for all Departments/Organizational Units, regardless of the number of Prosecutors 
in that Department. According to IT Department officers, KPC initially decided that the 
difference in cases should be 5, despite the number of Prosecutors in the Departments, making 
it impossible to understand which Prosecutor the case would be assigned to. In the future, 
this difference is planned to be reduced by one or two cases.

26  War Crimes Department, Department against Organized Crime and other crimes under the jurisdiction of the 
SPRK, Terrorism Department, Department against Corruption and Financial Crime.
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Lack of automatic allocation of cases in all instances of Courts and Prosecution Offices may 
increase the risk of case abuse and the lack of transparency in the separation of Judges and 
Prosecutors. Also, the manual intervention in the CMIS database in KPC, as well as the lack of 
compensatory controls for setting the caseload number can affect the integrity of the allocation 
of cases to Prosecutors.

6. Assessment of CMIS application in KJC

CMIS should be used by all judicial and non-judicial staff of the Courts of the Republic of Kosovo by 
applying the same actions through CMIS from the registration of the case up to its resolution and 
archiving of the case. 27

KJC has so far failed to make an assessment of the use of CMIS to ensure that all actions taken 
for a case are registered in this system, namely the entire electronic case file in the system is 
identical to the physical cases files. 

KJC developed a module on the web portal for the hearing schedule. This hearing data is 
obtained from CMIS. This portal is updated with data on daily basis, after 16:00. However, 
not all hearings are displayed on the portal, because users do not insert the hearing schedule 
in CMIS on time. Consequently, the hearings registered in CMIS on the same day when they 
are held, are not presented in the portal schedule. 

An assessment of the use of CMIS was not made by KJC due to staff shortages and the current 
pandemic situation.

Failure to assess the use of CMIS by judicial and non-judicial staff in the Courts risks improving 
court management. Also, non-completion of all actions/activities which are implemented in 
CMIS may affect the receipt of incomplete information and the reliability of statistical reports, 
which should be analyzed and reported according to the CEPEJ methodology.

3.2. Information security and information systems 
recovery plan

Information security is one of the fundamental aspects of IT governance to ensure data 
availability, confidentiality and integrity. For better information security management, the 
institution should establish mechanisms to enable the management of security-related risks, 
take appropriate measures and ensure that information is available, usable, complete and 
uncompromising.

27  Kosovo Judicial Council - Regulation No. 08-19 on the Use of the Case Management Information System.
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Chart 9: Issues addressed in the information security audit 
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7. IT security structure 

IT tasks and responsibilities should be clear in relation to Information Security Policies to ensure the 
safe operation of IT processing equipment.28 Information security activities should be coordinated by 
the appropriate structure of the organization, with relevant roles and responsibilities. There should be 
an information security policy, which is approved by management and communicated to all employees29.

KJC has neither an information security policy nor an information security officer. The 
position of “Security Specialist” is defined in the capacity building plan for the provision and 
management of ICT services. Due to the fact that KJC has not managed to approve the new 
regulation on the organization of KJCS, this position has not been filled, while it carries out its 
activities without the information security policy. 

KPC does not have an information security officer and the position of “Security Specialist” 
has not yet been approved and defined in the organizational structure of the Department of 
IT of the KPC Secretariat. Also, no officer has been hired to perform this task. 

Lack of information security mechanisms may increase the sensitivity of information systems 
and reduce the ability to protect IT resources as well as the information contained in IT 
systems. 

28  Information Technology Audit Manual, Information Security Audit Matrix.
29  ISO 27001 Controls and objectives: Information Security Policy & Organization of Information Security. 



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

19

8.  Protection of IT infrastructure

To properly protect critical IT infrastructure there must be a clear understanding of the organization’s 
mission, resources, risks, and how to protect them. Staff must understand and maintain information 
security. 30

KJC has not conducted staff awareness training on the use of systems and information security. 
According to the responsible officer, priority has been given to encourage users to use CMIS. 

The possibility of  encryption for data entered in CMIS has not been performed in KPC. Data 
encryption was a KPC’s objective under the IT strategic plan. Encryption is not set as a priority 
to be developed immediately in CMIS but is thought to be accomplished at a later stage when 
it will begin removing physical copy-based processes. In network infrastructure, all data is 
encrypted using IPSec31, the data is administered in accordance with Microsoft protocols for 
accessing the folder. 

Lack of m information security awareness trainings may reduce the ability to protect the 
information contained in IT systems. Meanwhile, putting in place possibility for data 
encryption in CMIS helps in cases of setting secret measures in CMIS. 

9. Physical access for the provision of IT equipment 

The organization should ensure that organizational and physical measures ensure the prevention of 
unauthorized access, including securing IT equipment against damage or theft and should ensure that 
intrusions are detected and dealt with.32

There was authorized access in the Joint KJC and KPC Data Center by more than one person 
(IT officers) for both institutions. This had occurred in the absence of a special procedure for 
access to the data centre and by allowing access to these officers without having the role of 
administering the data centre. 

Also, the IT Officer was enabled access to the Data Center through two accounts/access cards, 
registered in his name. This officer was also authorized to open accounts/cards for access to 
this centre. 

KJC and KPC, after identifying the case, have taken action to regulate the authorizations for 
access to the Data Center, but there is still no joint procedure for access to this centre.

Lack of a procedure for access to the data centre and its implementation, as well as the non-
segregation of responsibilities, risks identification in case of unauthorized access.

30  Active IT Audit Manual, INTOSAI WGITA & IDI.
31  IPSec - is a set of network security protocol, which authenticates and encrypts data packets to ensure encrypted 

communication between two computer devices on the Internet.
32  Information Technology Audit Manual, Information Security Audit Matrix.
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10. Incident management 

All incidents or errors that occur in the IT infrastructure must be recorded in the incident management 
system, analyzed and resolved in a timely manner. The cause of the occurrence of these incidents should 
be examined and analyzed to remove the cause of such incidents, avowing recurring incidents.33

KJC and KPC do not make full use of incident management systems for recording incidents/
errors occurring in the IT infrastructure, as these systems were put into use at the same time as 
the CMIS system, which had priority in implementation. KJC has two incident management 
systems JIRA and SYS AID, while KPC has JIRA and InvGate systems. These systems are 
currently used only by IT officers and the Department of IT but are not fully used by end-
users (Judges/Prosecutors and Administrative Officers), who report troubleshooting in other 
forms such as telephone, email, etc. 

Due to the training and introduction of the CMIS system in Courts and Prosecution Offices, 
they have found it inappropriate to make full use of the call/assistance centre system in 
parallel with CMIS. 

Lack of incident or error logs of IT infrastructure in the incident management system affects 
the prioritization of incident/error resolution, failure to identify and analyze the cause of the 
incident and as a result, the management may not be able to understand the weak points of 
the infrastructure requiring attention.

11. Logical access controls for CMIS users

There should be segregation of responsibilities and controls to prevent unauthorized changes to 
information systems and system configuration. Access rights to the use of information systems for all 
employees, contractors or third parties must be terminated at the time of termination of the contract, or 
adapted to changes in responsibilities.34

In KJC and KPC, not all phases of CMIS development have been completed yet, therefore for 
the implementation of developments and changes in this system, the developers contracted 
by the consortium have full access to the real server (production) of the application and the 
CMIS database. Also, a general account “sa35” of the database was being used for the changes 
in the KJC database, because the development was not completed given that some of the 
changes could not otherwise be realized. Also, KPC had an active general account “sa” of the 
database, which account is also used by system developers. Since diagrams are updated by 
the “sa” account, they activate this account in such cases.

The consortium staff having access to the CMIS development has previously signed the 
statement on non-disclosure of information and protection of confidentiality and are obliged 
to implement it during and after the implementation of the contract for the development, 
establishment and maintenance of the system.

33  Information Technology Audit Manual, Incident and Troubleshooting Management.
34  ISACA-CISA Review Manual 27th Edition, 2019, Protection of Information Assets.
35  System Administrator - a general account for database administration, which has all the privileges and can 

perform any activity.
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KJC and KPC have not terminated access to CMIS for a number of users whose employment 
relationship has been terminated. Also, the roles in CMIS have not changed for users who have 
changed their employment relationship. According to KJC and KPC officers, this happened 
because some users (Judges/Prosecutors) whose active accounts show that they are in charge 
of outstanding tasks (cases) are required to have those tasks (cases) reassigned to the other 
users (Judges/Prosecutors). As to the users who do not have the same roles as those in the 
letters of appointment, the reason is that these users are charged with additional tasks.

Lack of limitation of the number of accesses, non-termination/change of the user account in 
the information systems immediately upon termination/change of the employment contract, 
as well as allowing general users to the system risks unauthorized access to the system 
information

12. Information security user management in CMIS 

Information technology systems user account activities are recorded and monitored regularly. The 
organization should also conduct periodic reviews of user accounts including a review of user access 
rights to ensure that they remain appropriate for their function. The system should enable functions 
for setting password complexity rules and automatic termination of the system when there are no user 
activities for a certain time.36

We have highlighted the following shortcomings regarding user management in KJC and 
KPC:

• They do not have a procedure for reviewing user rights on a timely basis, 
therefore, we have also encountered active accounts of users who had 
their employment relationship terminated. 

• Database administrators have full access to the audit log table, this is due 
to the lack of staff for information security. 

• The monitoring results related to audit traces for CMIS are not constantly 
reviewed  as they lack the tool to monitor the traceability of user activities. 

• In CMIS, there is no complexity for user passwords and there is no 
restriction on closing the application for inactive time. KJC and KPC 
have set the complexity of passwords in Active Directory37 only for IT 
staff and limiting inactive computer time for all users. 

Lack of periodic review of user rights and  monitoring user activities increases the risk that 
users have such rights in line with their responsibilities and prevents the timely identification 
of unauthorized user activities. 

Whereas, the full access of administrators to the database and the lack of definition of the rules 
of password complexity and automatic termination of the system may make it impossible to 
maintain the integrity of the information and processing infrastructure.

36  ISACA-CISA Review Manual 27th Edition, 2019, Protection of Information Assets.
37  Active Directory is a Microsoft service for authorizing and authenticating users and IT devices in the 

organization’s network domain.
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13. Plan and policies envisaged for business continuity 

The organization should have a plan on the business continuity of the information system, which 
enables the continuation of activities. For the implementation of this plan, the main work processes of 
the organization must be identified, the reaction time, the recovery time and the loss period must be 
determined.38

KJC and KPC do not have an recovery center and information systems continuity plan for 
primary data centre disaster recovery (DRP) that would enable the continuity of critical services 
and work processes in the event of a disruption. However, they have backed up systems and 
databases, along with critical infrastructure creating redundancy39 of servers and network 
infrastructure. KPC tests the backups for their retrieval and generates testing reports once a 
month in line with its plan/procedures, while KJC  started  testing backups periodically in the 
beginning of 2021. Also, taking into account the importance of the information system for case 
management for Prosecutors and supporting staff, KPC has foreseen in the ICT strategic plan 
the need to create a recovery plan and also has started the construction of a recovery centre. 
This centre is planned to be implemented by the Millennium Challenge Corporation (MCC) 
funding programme to purchase “storage”40. On the other hand, due to the ongoing funding 
provided in the primary systems, KJC plans a readymade recovery centre from another State 
institution.

The lack of recovery center and plan in case of disasters of the primary data center poses a risk 
of work processes failure through CMIS in the KJC and KPC, which would make it impossible 
to achieve business continuity.

38  CISA Review Manual 27th Edition, Business Continuity Plan (BCP) & Disaster Recovery Plans (DRP).
39  Redundancy is a backup of systems which in chase the primary server/router fails enables activating immediately 

the secondary server/router (redundant), in order to minimize the failure of the systems, and helps to improve the 
performance of the systems.

40  Storing space and storing data on disks.
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4. Conclusions

Information Technology Governance 

With a view to the development of the Case Information Management System, KJC and 
KPC have analyzed and made the requests for their development and implementation in 
the system. This system is constantly developing and advancing functions. However, due to 
the Covid-19 pandemic and delays in the development of some functions by the consortium, 
the extension of CMIS implementation to all instances in Courts and Prosecution Offices, 
automatic allocation of cases in Court and Prosecution Office and the CMIS interaction of 
Prosecution Office and Court for all case files have not been fully achieved. Also, statistical 
reports according to the CEPEJ methodology are not fully incorporated in CMIS for KJC 
and reports for KPC. KJC is not sure if CMIS is fully used by judicial and non-judicial staff. 
Whereas, for the needs of balancing cases for all Prosecutors in KPC, the initial caseload for 
new prosecutors and those who have moved to another Department is done manually in the 
CMIS database. These shortcomings may affect the inaccurate reflection of the efficiency and 
transparency of the justice system.

The KJC had not drafted a strategic IT plan to ensure that its objectives are achieved. Also, it 
failed to satisfy in time the project requirements for professional capacity building in the IT 
Unit causing poor segregation of roles and responsibilities, which may affect the efficiency 
of CMIS and the integrity of IT infrastructure. IT policies and procedures were not adopted, 
endangering the security of the continuity of operation and management of information 
systems and system users. 

Whereas, in the monitoring report of the strategic ICT plan, KPC did not present the non-
implementation of activities to achieve its objectives, risking identifying the needs of human 
and financial resources. Also, the implementation of SOPs was not fully achieved, due to 
delays in their drafting and approval, jeopardizing the decision-making and information 
protection processes. 

Information systems security 

KJC failed to establish a clear information security structure to protect information from 
disclosure and intrusion. There is neither an information security policy nor an information 
security officer. KPC has an information security policy, but no information security officer.

KJC and KPC have shortcomings in dealing with incidents by not recording them fully through 
incident management systems, risking recurring errors and their cause is not found. Database 
administrators have full access, in the audit trace logs and there is no regular monitoring of 
user activities for the CMIS system.  User access is not deactivated with the termination of 
the employment relationship and user roles in the system do not change with the change of 
official position, and there is no periodic review of user accounts to ensure that they remain 
fit for their function either. As a result of these shortcomings, the integrity and confidentiality 
of data in CMIS may be compromised.
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Due to the lack of a recovery center and plan for the continuity of information systems, KJC 
and KPC risk restoring the functional state of their critical processes in case of a natural 
disaster or system failure.
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5. Recommendations
Recommendations to Kosovo Judicial Council and Kosovo Prosecutorial Council:

1. Implementation and development of the CMIS system. KJC and KPC should implement 
the Case Management Information System in all instances of the judicial/prosecutorial system 
in Kosovo and implement all processes in the case processing system. Priority should be given 
to the system development for finalizing the interconnection of CMIS of Court and Prosecution 
Office and developing advanced statistical reports in accordance with CEPEJ indicators for 
Courts, as well as basic and advanced reports for Prosecutors;

2. IT strategic plan. KJC should draft a strategic ICT plan and action plan for its implementation. 
KJC and KPC should establish monitoring and reporting mechanisms for the implementation of 
the IT strategy as well as take corrective actions to achieve the objectives of the strategy;

3. Organizational structure. KJC should implement the capacity building plan for the provision 
and management of ICT services to ensure human and professional capacity, provide efficient 
services to CMIS and judiciary users, and segregate roles and responsibilities of IT staff;

4. IT policies and procedures. KJC should review, supplement and approve IT policies and 
procedures, to communicate them in order to ensure guidance and supervision of day-to-day 
operations for the administration of information systems. KPC should implement all defined 
procedures of the SOPs of the Department of IT. KJC and KPC should establish mechanisms for 
monitoring the implementation of policies and draft reports on the level of their implementation;

5. Automatic allocation of cases in CMIS. KJC should develop and implement the function 
of composing trial panels automatically for all Courts and implement the automatic allocation 
of cases to Judges in all court instances. KPC should develop and implement the function for 
automatic allocation of cases in all instances of the Prosecution Office.
5.1.  Caseload. KPC should develop and implement in CMIS the function to automatically 

determine the initial caseload for Prosecutors and harmonize the regulation on the 
administration and allocation of the caseload in the State Prosecutor’s Office with the 
CMIS application;

6. Use of CMIS. KJC should conduct an assessment of CMIS users in the Courts of the Republic 
of Kosovo to ensure that every action taken from the registration of the case to its resolution is 
implemented in a timely manner;

7. IT security structure. KJC and KPC should engage information security officers in each of 
these two institutions to enable safe operation of processing equipment;
7.1. Information security policy. KJC should design, approve and implement an information 

security policy to enable safe operation of processing equipment;
8. Training plan. KJC should design and implement a training awareness raising programme on 

information security for all staff;
8.1. Data encryption in CMIS. KPC should perform data encryption in the “CMIS” system 

to enable the introduction of covert measures in the system, which is provided for by the IT 
strategy and system requirements.
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9. Physical access to the provision of IT equipment. KJC and KPC should design, approve and 
implement the procedure for access to the Data Center.

10. Incident and troubleshooting management. KJC and KPC should make a decision that 
obliges all information systems users to use incident management systems and no request should 
be dealt with at any step outside these systems;

11. Access control policy. KJC and KPC should limit the number of users with full access allowed 
to the CMIS application server and database, to allow external contractors access when needed, 
to monitor and after the activities/work is completed such access should be removed. The general 
account of database “sa” should be deactivated and accounts that identify the user and any 
changes he/she makes should be used;
11.1. Logical approach. KJC and KPC should deactivate the user account immediately after 

the notification of termination of employment and change of the role for those who have 
changed their job position. They should carry out the transfer of cases to CMIS through the 
active account of the President of the Court/Chief Prosecutor from the Judge/Prosecutor 
whose employment relationship is terminated to the other Judges/Prosecutors, without the 
need to actively maintain the account or reactivate it;

12. Managing user privileges for information security. KJC and KPC should establish a 
procedure for reviewing user privileges on a timely basis. Accounts of persons whose employment 
relationship is terminated should be deactivated. Monitoring mechanisms of traceability of user 
activities in information systems should be provided.
12.1. Access security settings. KJC and KPC should set complexity for user passwords and 

time limit for closing application due to inactive time in CMIS; and
13. Business continuity plan and policies. KJC and KPC should design, approve and implement 

a disaster recovery plan for the data centre which would enable the continuation of critical 
services in the event of a disruption. 
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Annex I. Audit design

Role and responsibilities of the parties in KJC

Information Technology and Communication Unit  

The Information and Communication Technology (ICT) Unit is an organizational unit within 
the General Administration Service and has designated administrative staff with specific 
tasks. The ICT Unit is responsible for the implementation of all policies, decisions and strategic 
plans approved by the Council and the Secretariat that coincide with the scope of activity of 
this Unit:

• Maintaining the official website of the Council and the Courts;

• Administering and maintaining the information technology and communication 
infrastructure for the KJC and all Courts; and

• Ensuring that the use of ICT infrastructure is done in accordance with IT 
regulations and standards.

Taking appropriate measures for the protection and security of data and computer networks:

• Proposing new policies, rules and regulations in the area of information 
technology in terms of effective administration of the Department, Secretariat 
and Courts, proposing legal acts through the Secretariat to the Council for 
approval; and

• Cooperating with various relevant counterpart institutions both locally and 
abroad and collecting various information to advance the work of the general 
administration to the highest European standards. 

The ICT Unit is led by the Coordinator who reports directly to the General Administration 
Manager, while in relation to the activities within the CMIS Project he/she reports directly 
to the Director of the KJC Secretariat. The number of employees in the ICT Unit is eight (8).

Statistics Unit 

The Statistics Unit is a professional administrative unit within the Secretariat and is responsible 
for:

• Monitoring the fulfilment of time standards and informing KJC of the analysis 
of unresolved cases as well as giving proposals for backlog reduction;

• Analyzing the quality and quantity of work of Judges and Courts, providing 
information on the required number of Judges and supporting staff, assisting in 
compiling case logs in Courts and preparing reports and additional information 
related to them; and
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The Statistics Unit Coordinator reports directly to the Legal Affairs and Policy Development 
Manager. The number of employees in the Statistics Unit is three (3).

Case Management Office in Courts 

The Case Management Office (CMO) in Court, according to its role and responsibilities, 
ensures that the same case actions are carried out through CMIS from case recording, case 
transfer in Court, case transfer between Courts, up to archiving. CMO ensures that the manual 
case file is identical to the case file in CMIS.

 Responsibilities of the Case Management Office include:

• Evidencing the documents received in the Court by recording them in CMIS;

• Taking all procedural measures and actions within the system for the allocation 
of cases to Judges through the system;

• Managing the caseload within the Court through CMIS;

• Ensuring the publication of announcements related to cases in the public 
information board of the Court; and

• Providing information to stakeholders based on data stored in CMIS.

Role and responsibilities of the parties in KPC

Department of Information Technology

The Department of Information Technology has the following responsibilities:

• Proposing policies and making relevant plans in the area of IT;

• Directing and coordinating the implementation of information technology 
activities for the Council and the State Prosecutor;

• Implementing policies and decisions approved by the Council and the State 
Prosecutor that correspond to the area of information technology activity; and 

• Supervising and providing support for the use of information technology in the 
electronic management systems of the Council and the State Prosecutor.

This Department carries out activities for making functional and implementing the electronic 
management system and digitalization of work processes, implementation of the electronic 
management system for all IT equipment and the help desk system, management of the 
security system, management of hardware infrastructure throughout the prosecutorial 
system, supplying Prosecutors with all IT equipment needed for the job.

The Department is committed to making functional and using CMIS in the Prosecutorial 
System and its interconnection with the Courts and the Police. There are also two divisions 
within this Department: Infrastructure Division and Electronic Systems Division.
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Statistics Office 

The Statistics Office within the Prosecutorial Council is responsible to maintain office work 
and staff, including but not limited to the following powers and responsibilities:

• Jointly with the Office for Supervision, Analysis and Prosecutorial Verification 
implements KPC policies on methodologies for the preparation of statistical 
reports at the request of the KPC and its committees;

• Collecting statistical information and data related to the work of Prosecution 
Offices and Prosecutors;

• Processing data and information, compiling statistical reports and other reports;

• Processing and systematizing data for each Prosecution Office and Prosecutor 
separately up to the State level;

• Preparing quarterly, semi-annual and annual statistical reports on the work of 
Prosecutors;

• Monitoring and supervising the functioning of databases, established by KPC; 
and

• Training prosecutorial staff on the functioning of the database and generating 
statistical data and providing other support as required by the Council and its 
committees.

Registry in Prosecution Office 

The Registry is the main office where records are kept for all prosecution case files as well as 
the office where the administrative and technical work of the Prosecution Office is performed, 
among others:

• Receiving various cases and case files;

• Keeping records;

• Keeping records of case transfers;

• Receiving and delivering mail; and

• Compiling reports as well as receiving and archiving cases.

The Registry is headed by the Registry Supervisor, who is accountable for his work to the 
Chief State Prosecutor and the Administrator of the State Prosecutor’s Office.

CMIS Project Steering Board

The Board consists of 7 (seven) members, of which: 3 (three) members are from KJC, 2 (two) 
members from KPC, 1 (one) member from the Ministry of Justice and 1 (one) representative 
from the Norwegian Judicial Administration (NJA). SB members, KJC Chairman and the 
Chief State Prosecutor may delegate the right to participate and vote in SB.
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The positions comprising this Board are KJC Chairman, User Working Group-UWG 
Chairman, Director of KJCS, KPC Chairman, Director of KPCS, MoJ Secretary or Director of 
the Department and NJA Representative.

The role of the Steering Board is to:

• Review regularly the progress achieved, monitor and supervise the 
implementation of the ICT/CMIS Project in the Courts and Prosecution Office;

• Discuss project work reports, financial reports, among others review work plan 
and directly supervise the work of the Project Manager;

• Issue decisions, guidelines and other necessary acts to support the project 
implementation for the Implementing Partner and the User Working Group 
(UWG);

• Determine the number of UWG members, as needed and the development phases 
of the Project; and

• Review and approve in advance the project reports prepared for the Donor.

Audit questions

We have posed the questions related to the area of IT Governance and Information Security:

1. Does the organization’s management effectively manage, evaluate and monitor the use of IT in 
the organization, in order to fulfil the organization’s mission?

2. Is there an IT strategy in place, which includes the IT plan and processes for developing, 
approving, implementing and maintaining the strategy, which is related to the strategy and 
objectives of the organization? Are risks and resources effectively managed while meeting IT 
objectives?

3. Are there organizational structures, policies and procedures in place that enable the organization 
to achieve the mandate for the institution’s goals?

4. Is the operation of IT processing equipment safe?
5. Is critical infrastructure properly protected?
6. Is the prevention of theft or damage to computer equipment, unauthorized access, copying or 

viewing of sensitive information ensured?
7. Do only authorized users have access to the relevant information?
8. Is the application information properly secure against misuse?
9. Are there effective policies on business continuity in the organization?

Through these questions, we aimed at getting answers if CMIS provides accurate, reliable, 
credible data and in accordance with the standards and good practices of information systems.
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Audit criteria

The criteria used in this audit are based on local laws41, international standards of information 
technology/information systems42 and information security management43, control objectives 
for information technology, good practices in the area of information technology44, Active IT 
Audit Manual45, as well as in the European Commission Directives on the Justice System in 
Kosovo46.

The following criteria are set to assess the effectiveness of IT governance in information 
system through the definition of IT requirements, the quality of IT strategy and policies and 
procedures for the functioning of the information system:

• The organization should have a plan as to how to identify new business 
requirements or IT needs and the User Working Group/Steering Board, which 
approves the requirements, has sufficient information for decision making. 

• There should be a strategic IT level plan, which translates business objectives 
into IT goals and requirements, addresses the resources needed to support the 
business. It needs to be systematically monitored, reviewed and updated.

• To ensure a suitable working environment using electronic systems in the 
implementation of processes and tasks at work in institutions, ICT systems 
must be properly maintained and provide appropriate user support services. 
In addition to regular services, continuous development and advancement of 
systems must be ensured in order to improve services.

• The organization must document, approve and communicate appropriate 
policies and procedures to guide business and IT operations in order to achieve 
its mandate. Mechanisms should be established to monitor their implementation 
and draft reports on the level of policy implementation.

• The Judicial and Prosecutorial System of the Republic of Kosovo should make 
the routine allocation of cases in the CMIS information system in accordance 
with the methodology of the European Commission for the Efficiency of Justice 

41 Kosovo Judicial Council - Regulation No. 08-19 on the Use of the Case Management Information System & Kosovo 
Judicial Council - Criteria for the Allocation of Cases in the Courts of the Republic of Kosovo through the Case 
Management Information System (CMIS) and the Manner of Implementation & Kosovo Judicial Council - National 
Backlog Reduction Strategy 

42 International Standards on Supreme Audit Institutions promulgated by the International Organization of Supreme 
Audit Institutions (INTOSAI) & Information Technology Auditing Standards and Guidelines promulgated by the 
Information Systems Audit and Control Association (ISACA).

43 The ISO/IEC 27000 family of standards from the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC) & Baldrige Cybersecurity Course Excellence Builder, V1.0, 
March 2017, p. 6, & ISO 27002: Implementing Security in Information Management System & ISO/IEC 27033 - 
Information Management System Security & ISO/IEC 27034-1: 2011 Application security review.

44 Relevant Information and Technology Control Objectives (COBIT) issued by the IT Governance Institute & 
Information Technology Audit Manual, a product of the EUROSAI Information Technology Working Groups 
(WGITA) and the INTOSAI Development Initiative (IDI) & CISA Review Manual, 26th edition, 2016.

45 The Information Technology Audit Manual is a product of the EUROSAI Information Technology Working 
Groups (WGITA) as well as the INTOSAI Development Initiative (IDI) for setting the rules and standards of 
Information Technology Audit - hereafter the Information Technology Audit Manual

46 European Commission for the Efficiency of Justice (CEPEJ) - Strengthening the Quality and Efficiency of Justice in 
Kosovo (KoSEJ II) & European Commission Personnel Working Paper - Kosovo Report* 2019. 
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(CEPEJ). The automatic allocation of cases should enable a balanced allocation 
of cases to Judges and Prosecutors within the Department/Organizational Unit.

• CMIS should be used by all judicial and non-judicial staff of the Courts of 
the Republic of Kosovo by applying the same actions through CMIS from the 
registration of the case up to its resolution and archiving of the case.

The following criteria are set to assess whether KJC and KPC have effective mechanisms 
in place for information security:

• IT tasks and responsibilities should be clear in relation to Information Security 
Policies to ensure the safe operation of IT processing equipment. (Referring to ISO 
27000:  Information security activities should be coordinated by the appropriate 
structure of the organization, with relevant roles and responsibilities. There 
should be an information security policy, which is approved by management 
and communicated to all employees).

• To properly protect critical IT infrastructure there must be a clear understanding 
of the organization’s mission, resources, risks, and how to protect them. Staff 
must understand and maintain information security.

• The organizational and physical measures ensure the prevention of unauthorized 
access, including securing IT equipment against damage or theft. It must also be 
ensured that interventions are detected and addressed.

• All incidents or errors that occur in the IT infrastructure must be recorded in the 
incident management system, analyzed and resolved in a timely manner. The 
cause of the occurrence of these incidents should be investigated and analyzed to 
remove the cause of the incidents, thus avoiding recurring incidents.

• There should be segregation of responsibilities and controls to prevent 
unauthorized changes to information systems and system configuration. Access 
rights to the use of information systems for all employees, contractors or third 
parties must be terminated at the time of termination of the contract, or adapted 
to changes in responsibilities.

• Information technology systems user account activities are recorded and 
monitored regularly. The organization should also conduct periodic reviews of 
user accounts including a review of user access rights to ensure that they remain 
appropriate for their function. The system should enable functions for setting 
password complexity rules and automatic termination of the system when there 
are no user activities for a certain time.

• The organization should have a plan on the business continuity of the information 
system, which enables the continuation of activities. For the realization of this 
plan, the main work processes of the organization must be identified, the reaction 
time, the recovery time and the loss period must be determined.
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Audit methodology

In order to answer the audit questions and to support the audit conclusions we will apply the 
following methodology47: 

• Analysis of KJC and KPC legal and regulatory frameworks which are defining 
criteria for case management in the information system and digitalization of 
work processes;

• Analysis of policies and procedures designed for IT systems;

• Reviewing documents to ensure that CMIS requirements are identified 
and analyzed in accordance with the management process of KJC and KPC 
requirements;

• Reviewing IT Strategy, minutes of the meeting of the User Working Group and 
the Steering Board of the CMIS project to assess the CMIS requirements, how 
they are defined and approved, who approves the requirements for development 
and changes in the system;

• Checking that IT security responsibilities are well defined;

• Examining whether there is a process for prioritizing proposed security 
initiatives, including required levels of policies, standards and procedures;

• Analysis of process case documentation of use cases and workflow which is 
applied in the case management system, as well as the user manual of the system;

• Analysis of reports received from CMIS to KJC and KPC, to assess data 
harmonization and system interconnection;

• Assessment of information security and logical access to applications and 
databases;

• Conducting interviews with responsible officers.

•  Reviewing documents to assess that policies address business continuity 
requirements by defining the organization’s sustainable objectives, organizational 
structure, and contingency planning responsibilities.

47  The methodology to be used in details is found in the Audit Matrix.
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Relevant documents

List of relevant laws and regulations for this audit:

• Law No. 06/L-055 on Kosovo Judicial Council;

• Law No. 06/L-056 on Kosovo Prosecutorial Council;

• Regulation No. 12/2015 on Activity, Internal Organization and Systematization 
of Jobs in the Secretariat of Kosovo Judicial Council;

• Regulation No. 01/2015 on the Role and Activity of the Steering Board of the 
ICT/CMIS Project;

• Regulation (No. 08/2019) on the Use of the Case Management Information 
System;

• Regulation No. 06/2015 on Case Allocation;

• Regulation No. 09/2016 on Activity, Internal Organization and Systematization 
of Jobs in the Secretariat of Kosovo Prosecutorial Council;

• Regulation (No. 01/2018) on the Use of Information and Communication 
Technology in the Prosecutorial System;

• Regulation (No. 02/2019) on the Administration and Allocation of Cases in the 
State Prosecutor’s Office;

• Kosovo Judiciary Strategic Plan 2014 - 2019;

• Prosecutorial System Strategic Plan 2019 - 2021;

• ICT Strategic Plan 2015 - 2020;

• Agreement between Kosovo Judicial Council and Kosovo Prosecutorial Council 
on the Electronic Data Exchange through CMIS;

• Annual Work Plan for the CMIS Project - Consolidation Phase (Period: January 
- December 2020);

• Standard Operating Procedures for Deleting Data in the Case Management 
Information System.
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Annex II: Confirmation Letter  
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