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Our mission is to strengthen, through quality audits, accountability in public 
administration for an effective, efficient and economic use of national resources. 
The reports of the National Audit Office directly promote accountability of public 
institutions as they provide a base for holding managers’ of individual budget 
organisations to account. We are thus building confidence in the spending 
of public funds and playing an active role in securing taxpayers’ and other 
stakeholders’ interests in enhancing public accountability. 

This information technology audit has been carried out in line with the 
International Standards on Supreme Audit Institutions (ISSAI 30001), 
Guidance on Audit of Information Systems (GUID 51002) and good 
European Practices.

Information Technology audit undertaken by the National Audit Office is 
an examination and evaluation of IT systems and related controls to obtain 
assurance on the principles of legitimacy, economy3, efficiency4 and effectiveness5 
of Information Technology system and related controls.  

The Auditor General has decided on the content of this report “Information 
Technology Audit Report - Payroll System”, in consultation with the Assistant 
Auditor General Vlora Spanca, who supervised the audit.

The audit report team consisted of:

Samir Zymberi, Acting Director of Audit Department

Arbërore Sheremeti, Team Leader; and 

Saranda Husaj-Baraliu, Team member 

1. ISSAI 3000 – Standards and guidelines for performance auditing based on INTOSAI’s Auditing Standards 
and practical experience.
2.  GUID 5100 – Guidance on Audit of Information Systems issued by INTOSAI
3.  Economy – The principle of economy implies minimising the cost of inputs. Inputs should be available at 
the right time, quantity and quality and at the lowest price possible.
4.  The principle of efficiency implies achieving the maximum from the available inputs. It relates to the 
relationship between input and output in terms of quantity, quality and time. 
5.  Effectiveness - The principle of effectiveness implies the achievement of set objectives and the achievement 
of expected outputs.
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Executive summary
All employees in the public sector in the Republic of Kosovo are paid through 
the Payroll System. About 30% of state budget expenditures are managed in 
this system and eighty -three thousand (83,000) salaries are administered on 
average every month. This system is centralized and managed by the Treasury 
of Kosovo, which operates within the Ministry of Finance, Labour and Transfers. 
The Treasury of Kosovo has the responsibility to ensure that the calculation and 
execution of salaries is done according to the legislation in force 6.

Considering the importance of this system, the National Audit Office has conducted 
this audit in order to assess whether there is an effective control environment that 
ensures that the Payroll System (Payroll) supports the processing of salaries, as 
well as provides accurate, reliable, complete and timely data.

From the assessment of the work processes and the system for the execution of 
salaries, it has been highlighted that there are manual controls to maintain the 
reliability of this system, as well as the processing of salaries for employees in 
the public sector is done on time. However, the audit results have shown that the 
salary execution process as well as the system that manages this process, in order 
to increase the effectiveness and accuracy of the data, needs improvement.

The Treasury does not have a clear organizational structure established for 
the proper functioning of the system and the work process was not based on 
strategic objectives to support this system, risking not fulfilling its objective 
regarding salary management for the public sector7.

The Payroll System has no documentation of the processes and there are no 
sufficient controls for the changes made in this system. This increases the risk 
of errors, unapproved or accidental changes in the system, as well as increases 
dependence on an individual, risking that the system will not continue to support 
Treasury operations8.

The application controls in place in the Salary system are not sufficient to 
support the Salary process.9 The application controls had deficiencies from the 
input data placement, Salary processing as well as information security in this 
system. This increases the risk of possible errors during Salary processing, affects 
work efficiency and jeopardizes data integrity.

6.  https://mf.rks-gov.net/page.aspx?id=1,10
7.  Detailed deficiencies are presented in Chapter 3- 3.1 Governance of information technology; page 5
8.  Detailed deficiencies are presented in Chapter 3- 3.2 Information technology operations; page 8
9.  Detailed deficiencies are presented in Chapter 3- 3.3 Controls of information technology applications; page 
10
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Consequently, the system used for salary management does not contain the 
standards required to efficiently manage their distribution. Therefore, we have 
given 19 recommendations to the Ministry of Finance, Labour and Transfers 
respectively the Treasury of Kosovo in order to address the issues about IT 
governance, IT operations and application controls as well as the salary process 
in general. The list of recommendations is presented in Chapter 5 of this report.

Response of the Entity

The Ministry of Finance, Labour and Transfers, namely the Treasury of Kosovo, 
has agreed with the audit findings and conclusions and committed to address 
the recommendations given, except for one matter the comments on which are 
presented in the Annex to this report. 
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1. Introduction
For effective management of salaries, the Government of Kosovo since 2004 has 
put into operation the System for Management of Salaries managed by the Division 
of Salaries, which since 2015 is placed under the management of the Treasury of 
Kosovo. The Payroll System is centralized and used only by the employees of 
the Salary division in the Treasury, while the human resource managers of the 
budgetary organizations have access to the salary lists only for the employees of 
the respective organization.

This system is developed and maintained by the economic operator, where over 
the years it has undergone changes to adapt to legislative changes for public sector 
salaries. The system is developed in VB.net and the database is in MS SQL 2017, 
it also communicates with the Civil Registry system, the Tax Administration of 
Kosovo and the Central Bank of Kosovo.

This system has a key role in public sector salary management. Most budget 
organizations spend the largest percentage of their budget on salaries. In the 
structure of the general budget expenses of the Republic of Kosovo, salaries and 
allowances take about 30% and almost present the categories with the highest 
percentage of expenses where only the last four years (2018-2021) have been 
spent over 2.5 billion euros.

The following table presents the trend of salary expenses for the last three 
years as well as the percentage that the salary category constitutes in general 
expenses.

Salary expenses for three years (in ‘000 €)

Description 2021 2020 2019 2018

Salaries and wages 668,124 661,343 616,921 592,587

Total Expenses 2,368,577 2,332,943 2,152,546 1,979,559

Total 28% 28% 29% 30%

Table 1. Salary expenses for three years and salary administration10 

Considering the importance of this system and the effective management of the 
salary process, it is necessary for the Treasury to have in place the necessary 
structures, processes and mechanisms that ensure that the Payroll System (SMP) 
supports the salary process, as well as provides accurate, reliable, complete and 
timely data. In this regard, the National Audit Office has undertaken the audit of 
this system within the Kosovo Treasury.
10.  https://www.NAO-rks.org/wp-content/uploads/2021/08/RaportiVjetoriAuditimit_2020_Shqip.pdf , 
page 55

https://www.zka-rks.org/wp-content/uploads/2021/08/RaportiVjetoriAuditimit_2020_Shqip.pdf
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2. Objective and areas of audit
The objective of this audit is to assess whether there is an effective control 
environment that ensures that the Payroll System (SALARY) supports the Salary 
process and provides accurate, reliable, complete and timely data.

With this audit, we aim to provide relevant recommendations for the MFTP, 
respectively the Treasury of Kosovo and other users of the system in order to 
improve their approach in relation to the management, implementation and 
efficiency of this system.

Areas of audit

The areas covered for the audit objective are: IT governance, IT operations and 
application controls. These areas will include the following audit matters:

Audit areas Audit matters

IT governance:

1. Identification, direction and monitoring of 
the needs of the institution;

2. IT strategy;
3. Organizational structure, policies and 

procedures;

IT operations:
4. Change management;
5. Structure of the Business Continuity 

Function;

Application controls:

6. Access controls;

7. Processing controls;

8. Results checks;
9. Application security controls.

This audit included the current state of this system, while the data recorded 
during 2021 were verified in the database. The audit methodology and criteria 
can be found in the annex of this report.



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

5

3. Audit findings
In this chapter, the audit findings are presented which are related to the 
coordination and activities undertaken by the parties responsible for establishing 
an effective control environment that ensures that the Payroll System (SALARY) 
supports the Salary process, as well as provides data of accurate, reliable, complete 
and timely. The findings are structured in three parts related to the audit areas. 

The first part covers:

	Issues that need improvement related to IT governance and system 
development, in order to ensure that the organization’s objectives are 
being met and plans for future needs to fulfil its mission.

This part is presented in chapter 3.1 which resulted in the first three audit issues.

The second part covers:

	Identified issues related to information technology operations, namely 
the Payroll System, controls that affect the operation and continuity of 
the Salary system.

This part is presented in chapter 3.2, which resulted in two issues (4 to 5).
 
The third part covers:

	Identified issues related to application controls that affect the accuracy, 
integrity, feasibility, and confidentiality of the information this system 
contains.

This part is presented in chapter 3.3, which resulted in 11 issues (6 to 16).

Figure 1 : Issues audited by area
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The issues/findings are presented with an ordinal number and correspond to 
the same number of recommendations in chapter 5.

3.1 Information technology governance 

IT governance is defined as; the overall structure that guides IT operations in 
an organization to ensure that they match current business needs and have 
plans for future needs. It is an integral part of the organization’s governance and 
consists of: the organization’s leadership, institutional structures and processes 
and other mechanisms (reporting, implementation, resources, etc.). They ensure 
that IT systems support goals and strategy while balancing risks and managing 
resources effectively.

                            Figure 2: Issues broken down by IT governance

Below we have presented the findings as a result of the lack of effectiveness in the 
governance of information technology.

1. The Treasury has no established clear process/procedures for identifying 
its requirements in the IT area

For an effective Salary process, the Treasury must identify and specify the necessary 
requirements, review and continuously evaluate the requirements/needs. Also, take 
appropriate actions and ensure that there is a reporting process that informs management 
of progress and decisions about whether they are meeting the goals of the processes so that 
risks are managed and opportunities for success are maximized.11

The Treasury has not drawn up a procedure for identifying and specifying 
requirements for information systems, including the salary system. In the absence 
of procedures, the Treasury does not have a plan for identifying all requirements 
for information systems, a plan which should contain the necessary information 
so that the management can take appropriate decisions regarding the new 
11.  Information Technology Audit Handbook – Chapter 2, IT Governance;
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requirements. In the absence of a plan for identifying requirements, there is no 
list of identified requirements, which would help prioritize them according to 
importance and facilitate decision-making regarding their realization.

The Treasury’s annual plan contains general information regarding the objectives 
of each division, including the time limits when the activities should begin and 
end. In this plan for 2021, we have identified that the Treasury has also foreseen 
the advancement of the salary system. The process of assessing the needs to 
upgrade the payroll system was triggered by Salary Division through papers 
delivered during 2019 highlighting the need for development due to legislative 
changes in the area of salaries.  

We found that during the process of identifying the needs/requests, the budgetary 
organizations - users of the salary system were not included, and we did not 
find evidence that meetings were held with other interest groups with which 
the system will have connections, to identify their requirements. In addition, 
there is no clear overview as to whether the changes to this system will meet the 
organisation’s needs. As a result, decisions to make changes to the system are not 
supported with any sufficient and comprehensive analysis. 

The abovementioned shortcomings were due to the Treasury management’s 
failure to prioritise the salaries process as well as the lack of organizational 
structures within the institution and unclear tasks.

In the absence of adequate procedures and plans for identifying the needs of the 
organization, it may not be ensured that necessary resources are directed towards 
priorities. Also, in the absence of clear structures, there is a risk of not making the 
right decisions at the right time. 

2. Treasury had no strategic IT plan to support the Salary system

The Treasury of Kosovo should have its objectives set in the IT strategic plan or in a 
medium-term plan equivalent to the strategic plan, which are translated into IT goals 
and requirements, address the resources needed to support the payroll system and are 
systematically reviewed and updated. Likewise, the Treasury of Kosovo should have risk 
management policies and plans, as well as determine sufficient resources to identify and 
manage risks so that the Salary process does not fail.12

The Treasury of Kosovo does not have defined strategic objectives for IT, through 
which it would be determined how IT will help to achieve the strategic objectives 
of the institution, as well as through them the resources needed to support the 
system would be addressed of wages.

12.  Information Technology Audit Manual (NAO, 2022) – Chapter 2, IT Governance;
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The treasury performs the work based on the annual work plan. This plan also 
includes the objectives of the salary management division and the IT division, as 
well as the activities for their implementation. However, from the analysis of this 
plan, it is Observed that apart from identifying the need for the advancement of 
the system, this plan does not contain other information and detailed analyzes 
that determine the reasons for the need for advancement. Likewise, the necessary 
resources, personnel needs or training needs have not been clearly identified. IT 
risks have not been identified and the responsibilities for IT risk management 
have not been clearly defined and there is no evidence that management is aware 
of IT risks and monitors their status periodically.

The lack of a strategic IT plan has resulted from the unclear definition of the 
implementation of the objectives of the Treasury related to the division of salaries, 
as well as the lack of definition of the organizational structure.

In the absence of a strategy, Treasury may risk not having a clear picture of its 
needs in the field of IT, how to direct its financial and human resources, as well 
as the risk of meeting the requirements and objectives of the Treasury for salary 
system.

3. The Treasury does not have a suitable organizational structure

The roles and responsibilities in the Treasury must be clearly defined and positioned at 
a satisfactory level within the organization for the adequate functioning of the salary 
system and the achievement of the intended objectives.13

Separation of roles and responsibilities is the key to effective governance, 
therefore, to achieve this, the Treasury of Kosovo has drafted the regulation for 
internal organization14. 

According to the internal regulation, the IT division within the Treasury also 
manages the databases,15 but we have noticed that this division is not involved in 
the administration of the salary system. For the SMP, the administration of the 
database and the application is done by the same official in the salary division, 
which constitutes a conflict between the positions, which may affect the increase 
in the risk of not identifying possible errors or misuses. Whereas, the IT division 
only does server management and backup storage for the salary system.

The Salaries Division was initially positioned in the Ministry of Public 
Administration, while in 2015, according to the cooperation memorandum and the 

13.  Information Technology Audit Manual (NAO, 2022) - Chapter 2, IT Governance;
14.  Regulation (GRK) 06/2014 on the internal organization and systematization of workplaces in the 
Treasury of Kosovo, was approved at the meeting
15.  Regulation (GRK) 06/2014 on the internal organization and systematization of workplaces in the 
Treasury of Kosovo, Article 20, Division of Information Technology, page 25
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Government decision, it was transferred to the Treasury of Kosovo. This division 
has the scope of supervision, development and maintenance of the salary system 
for organizations that are paid from the salary and per diem category from the 
Budget of the Republic of Kosovo. However, this division has not yet managed 
to position itself properly within the Treasury and the duties and responsibilities 
have not been updated since they were part of the MAP.

The Treasury has not made sufficient efforts to systematize the salary division 
within it as well as the involvement of the IT division in the management of the 
salary system. The personnel needs of this division have been addressed to the 
director of the Treasury, however, the situation has remained unchanged since 
2015. During 2021, the completion of the regulation for the internal systematization 
of the Treasury was initiated, which is expected to address this issue, however, 
until at the end of the audit, this process has not yet been completed by the 
Treasury.

According to the Treasury, this situation has also been created due to the 
expectation of changes in legislation, such as the Law on Wages as well as the 
re-systematization of jobs for public employees/officials. Also, according to the 
Treasury, there have been initiatives to change the regulation, however, it is 
expected that all the criteria for the transition of the Treasury from its status as a 
department to an Agency will be fulfilled.

Deficiencies in internal organization, the proper division of tasks, make it difficult 
for activities to function and conflict of work positions. This can have the effect of 
reducing the accountability and data security of the information system.

Likewise, identified deficiencies may result in various errors, making it impossible 
to identify potential misuses in time. The lack of sufficient/professional 
resources may risk that the Treasury will not be able to implement all the tasks, 
responsibilities and objectives defined.

3.2 Information technology operations

IT operations are defined as organization-level controls that guide day-to-day IT 
functions, the organization’s information security procedures, business continuity 
and backup procedures, change management, service delivery, etc. Below we 
present the findings as a result of ineffective IT operations management.
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4. The supporting documentation of the Payroll System was not complete

In order to have a connection between IT operations and the objectives of the Treasury, the 
Payroll System must have complete documentation of the system, process flow diagram, 
definition of work tasks in the system, reporting systems etc. All work procedures for data 
preparation must be documented and known by users.16 

System documentation is an essential part of developing and using an information 
system. During the audit, we noticed that the salary division in the Treasury, 
namely for the salary system, lacks supporting documentation for the smooth 
running of the processes in this system. There is a lack of standard operating 
procedures that will enable work on the application in the event of a lack of 
people who support the Salary process. The guide which is used for the salary 
operation is general and does not clearly define the work processes in the system.

The supporting documentation for the description of the business work process 
has not been updated since 2006. Also, the work in the system is based only on the 
relevant laws and regulations that are in force, without specifying the procedures 
for its operation and use.

Regarding the changes in the staff data, the BOs have at their disposal several 
forms that they must fill in, however, they do not have a defined procedure for 
the documents that must be attached. The documentation required by the BOs 
for the requested changes in the Salary is based only on the laws and there is no 
procedure written or sent to the BOs on how to send the relevant documentation 
depending on the changes that are requested. The form together with the 
documents is sent via email to the Salary division in the Treasury.

This situation has come about due to the large volume of work, the lack of clear 
structures, the division of work tasks for the design of these procedures and the 
lack of a flow diagram of the work processes. Also, the management has not 
managed to pay the necessary attention/support to the Salary division and the 
payroll system.

16.  Information Technology Audit Handbook (NAO, 2022) - IT Operations Audit Matrix.
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The lack of system documentation may risk that the actual processing of requests 
is not adequate. This also increases the risk that the system will not meet user 
requirements, affecting data quality. Likewise, the lack of standard operating 
procedures increases the risk of dependence on third parties (EO) or even 
dependence on an individual.

5. There is no change management procedure

The treasury should have a defined procedure for managing changes in the salary 
information system and any changes should be approved before implementation in the 
operational environment. The change management process must ensure that changes are 
recorded, evaluated, authorized, prioritized, planned, tested, implemented, documented 
and reviewed in accordance with documented and approved change management 
procedures. Also, the Treasury must have and implement the procedure for emergency 
changes.17 

The Treasury did not have a defined procedure for managing changes in the 
system. During the audit process, it was observed that there is a lack of a procedure 
that deals with issues of change management, changes are made depending on 
the request and needs “ad hock” of establishing change in the system. However, 
they do not go through the stages necessary to implement the change, such as: 
planning, approval, implementation, testing, and transition to a productive 
environment, withdrawal plan, etc.

From the analysed documents, we have noticed that most of the decisions are 
approved in the management meetings, but for these meetings no minutes are 
kept that prove this. Also, the requests for changes in the system were made via 
email, in which the decision to change is communicated, and we have not found 
evidence that the changes were tested before being deployed in the productive 
environment. Furthermore, data changes in the real database were untraceable18.

The biggest changes in the system occurred with the establishment of work 
experience in 2015 and the salary increase in 2018, however, in connection with 
these changes, there is a lack of documentation of the process in the system and 
decision-making, except for one report confirming that this change in the system 
has been completed. 

Also, the Treasury has not created a process related to emergency changes19, 
therefore the same decision-making situation and the lack of process documents 
17. ISACA-CISA – Revision Manual, 26th Edition, 2016 – Chapter 4, Operations, maintenance and support of 
information systems.
18.  See issue 14 The Salary management system lacks audit trails.
19. Emergency changes cannot wait to pass through change control procedures and must be implemented 
with a minimum of delays. Time is reduced for performing and testing the change. This creates a higher risk 
of programming errors.
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also happened with emergency changes.

The lack of procedures and documentation of changes is due to the large volume 
of work, the lack of staff and the improper division of duties, as well as the lack 
of prioritization by the salary division, respectively the lack of awareness of their 
importance.

The changes implemented in the system are not properly documented and 
as such make it impossible to track the changes made. There is also a lack of 
documentation of the authorization process for the changes made and as such 
it prevents proper accountability, or even increases the possibility of these 
unauthorized changes being made, risking the correct identification of errors, 
uncontrolled and unsupervised changes and which can damage productive 
systems.

3.3 Controls of information technology applications

Application controls are specific controls separate to each application. When 
the institution’s processes are automated in IT applications, its rules are also 
built into the applications. They are applied to application segments and relate 
to transactions and persistent data. Application controls are designed to ensure 
and protect the accuracy, integrity, feasibility and confidentiality of information. 
They ensure proper initiation of authorized transactions, valid data processing, 
complete recording and accurate reporting. This section is divided into four types 
of controls.

 
Figure 4 Types of application controls

Below we have presented the findings as a result of the lack of controls in 
information system applications.
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6. In SMP, the field for recording work experience did not have the necessary 
input checks in place

Errors in applications must be properly corrected or overcome before processing 
transactions. Logs should be reviewed periodically and necessary corrective actions taken. 
The SMP should have validation procedures in place to protect against data entry errors.20

In the application where the work experience was registered, there were no 
controls that would limit the setting of inadequate years. The application allowed 
setting more years of experience than the employee had and allowed setting less 
work experience than the experience registered in this application.

During the analysis for the accuracy of the data recorded about the age and 
experience of the employees, we have identified more than 300 cases of employees 
who, according to the years of work experience registered in the system, entered 
work under the age allowed for work ( 18 years old). Also, from the database 
we have identified cases where the registered experience was less than the years 
that these employees had received salary from public institutions through this 
system.

According to the officials in the salary division in the Treasury and based on 
Government decision21, responsible for the accuracy of the work experience are 
the human resources officials in the relevant institutions, therefore the processing 
of these data is done according to the statements by these officials. However, they 
claim that there may be errors made during the process by the operators due to 
the large volume of data that had to be processed or technical omissions on the 
part of the ZBNJ.

Also, according to officials in the treasury, the greater number of years of 
experience registered in the system may also be due to the fact that the experience 
for former persecuted/political prisoners is counted twice for the years spent in 
arrest, isolation, under house arrest and in prison 22_ However, in the absence of 
the possibility of registrations in the system (categorization 23) of such cases, the 
Treasury only had these data in physical files and has not managed to prove to us 
that there are such cases. The cause of such errors was also the application, which 
did not allow the registration of work experience according to dates, but only the 
registration of the number of years of experience.

20.  Information Technology Audit Manual (NAO, 2022) - Audit Matrix on Application Controls.
21.  Government Decision no.06/29 dated 15.05.2015 on the conditions and recognition of the 
work experience 
22.  UA no. 0712013 on recognition of the right to work experience for ex-convicts and political prisoners, 
Article 4
23.  See the issue below
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The lack of putting the necessary checks on the application has resulted in 
officials getting more or less of the additional income they are entitled to for 
work experience. At the same time, this increases the risk of inaccurate data being 
recorded in the system.

7. SMP does not enable the registration of special categories for public 
officials

The parameters set in the Payroll System must be developed in order to support and be 
in full harmony with the legal and regulatory framework for salaries in the public sector 
in Kosovo.24

From the tests in the application for the possibility of different registrations 
depending on the categorization of the officials, the system in some cases had 
applied the restrictions according to the legislations in force. We have identified 
that the same treatment is not given to officials who had reached retirement age 
and continued to serve in public institutions. Of the 201 officials we analysed 
who had a primary salary, only 52 of them benefited from the work experience 
bonus. According to officials in the Treasury, some of them, since they perform 
regular services as officials, and if the institution where they work has sent the 
number of years of work experience, then the benefit of the salary increase has 
also been made for them. However, if the relevant institution has not sent the 
number of years of experience for this category, then those employees have not 
benefited from that extra.

In the absence of instructions for the categorization of salaries and other benefits 
for former high state officials (with the right to benefit even after the end of 
the function),” Citizens with special merits”, “Symbol of Resistance”, etc., are 
categorized as salaries being paid through the Salary, respectively the category 
“wages and wages”. As a result, these categories have benefited from increases in 
work experience and tax obligations are not calculated as other personal income 
but as a regular salary. However, starting from February 2022, some of them have 
already started to be paid from the economic category “Subsidies and transfers, 
transfers for individuals” and will no longer be part of the payroll.

In the absence of establishing parameters for special categorizations such as in the 
case of “pensioners” or “former high state officials”, “politically persecuted”, etc., 
it has affected that the benefits in the calculation of salaries - allowances have not 
been applied equally even though these officials belonged to the same categories. 

8. The Payroll System is not connected with the BMS and HRMIS systems 
that make up the processing cycle for the realization of salaries.

24.  Information Technology Audit Manual (NAO, 2022) - Audit Matrix on Application Controls.
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Additional controls such as authorized logs should be in place in the Salary application to 
prevent incorrect data being entered.25

Every institution, which hires public officials, is obliged to draw up the annual 
and mid-term personnel plan, in accordance with the budget planning process. 
So, in order to execute the salaries, the data for the employees from HRMIS as well 
as the data for the budget and the positions allowed by the Budget Management 
System (BMS) must be taken into account. While in order to execute the final 
process, there is an interconnection for data transfer to TAK and CBK.

We have noticed that the Payroll System has no connection with HRMIS and 
BDMS. As a consequence of the lack of connection with HRMIS, all data on the 
employee must also be registered in SMP manually. According to the legislation 
26in force, this data must be kept by HRMIS and transferred directly to SMP.

Also, for each calendar year, the Department of Budget in MFLT brings the 
approved budget according to programs and sub-programs for each OB and the 
number of employees determined in the annual budget law. These checks are 
done physically by the officials of the Salary division for the allowed number of 
employees.

According to the officials, the lack of connection with HRMIS was not possible 
because the platform of HRMIS and SMP is not the same and the advancement of 
SMP is needed to make the connection. Also, the expectations for the approval of 
the salary law as well as the addition/amendment of the law for public officials 
have influenced that other steps are not taken. The interconnection with these 
systems is foreseen and expected to be realized with the advancement of the SMP 
which is in process.

This has resulted in double work for human resources officers in the BOs, as well 
as resulting in a large volume of cases to be checked and processed by officers 
in the Salary Division, thus increasing the possibility of eventual errors on both 
sides and direct impact on reducing work efficiency.

25.  Information Technology Audit Manual (NAO, 2022) - Application Controls Audit Matrix - Processing 
Controls.
26. Law no. 06/l - 114 for public officials, Article 17
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9. Cases with the status of two primary salaries have been identified in the 
system 

The application must correctly identify errors in transactions. The workflow in the Salary 
management application must be developed in such a way that it supports all work 
processes and is in full harmony with the rules and requirements of the Salary process.27

The SMP has established controls for not allowing the registration of two primary 
salaries for an employee. However, during the analysis of the database for the 
year 2021, we identified 38 employees who were registered and received incomes 
with the status of two primary salaries. Also, from our analysis, it appears that 
officials of the same categories were not treated equally, so there were similar 
categories that were registered as secondary salary. Considering that the system 
does not allow the registration of two primary salaries, this can only be done in 
the changes directly in the database.

According to Treasury officials, some of them happened because the legislation 
did not define how to treat this income of employees, so it was registered as 
primary salary.

As a result, the registration of two primary salaries contradicts the legal and 
regulatory framework and results in a deviation in the payment of salary tax 
according to certain categories28. After calculating them by taking the largest 
primary salary for the identified cases, it turns out that in total of 38 cases where 
the second salary was registered as primary one has resulted with salary tax 
evasion for €10,763 for the year 2021.

10. The work experience allowance is not calculated in the month in which 
the one-year criterion is met

For each year of work experience spent in the civil service and outside it, in addition to the 
experience spent in practical work, the civil servant according to the law is entitled to the 
additional right to the basic salary of 0.5%.29

In order to verify whether the calculation of wages in the system was done 
according to laws, regulations, instructions and decisions, we tested whether the 
system is calculating pension contributions, taxes according to degrees, whether 
the gross salary includes allowances or stops, and whether the payment of the 
allowance for work experience is being done according to the decisions in force.

27.  Information Technology Audit Manual (NAO, 2022) - Audit Matrix on Application Controls
28. Law No. 05 l-028 on personal income tax, Article 38
29. LAW No. 03/L-147- on salaries of civil servants - Article 18 Salary allowance for work experience
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From the data tested for the year 2021, it has been pointed out that the addition 
of work experience to the basic salary starts to be calculated from the month of 
April, regardless of whether the full experience of one year has been completed 
in any other month. Work experience has started to be paid from April/May 
2015 according to a government decision. However, in the absence of relevant 
instructions on how to implement this addition, it was decided that the month of 
start/cut should be the month of April each year so that budget organizations can 
plan the budget on time.

Also, only full years were recorded in the Payroll System and there was no 
possibility to record the months or dates of the start of work, on which real 
experience would be calculated. The unit responsible for human resources in 
each institution has the obligation to decide on the recognition of the years of 
work experience and keeping the file with details for each employee30, while the 
years of known experience (including months) are sent to the Treasury, but the 
Division of the Salary system records only full years.

This way of realizing the bonus for work experience has created inequality in 
the benefits of this bonus for officials who are employed from May to March, not 
calculating the 0.05% bonus over the basic salary respectively from one to eleven 
months every year.

11. The calculation of the work experience allowance is made for one year 
less than entitled to and does not match with the years in the system 

For each year of work experience spent in the civil service and outside of it, in addition to 
the experience spent in practical work, the civil servant according to this law is entitled to 
the additional right to the basic salary of 0.5%.31

From the data of the salary list for 2021, we have analysed whether the payment 
of the additional work experience for officials is being calculated for all the years 
declared in the system, where 0.5% of the basic salary is calculated every year. 
We have noticed that the calculation for the work experience in SMP is done 
for one year less than the real experience declared by the officials, respectively 
registered in the Payroll System.

Further analyses of the cause of the occurrence show that the calculation of one year 
less for work experience began to appear in 2018, after the government’s decision 
No. 05/24 of 12.01.2018 for the increase of the basic salary of 4%, implemented 
from January 2018. The implementation of this decision was accompanied by two 
shortcomings:

	the calculation of work experience in January 2018 was based on the 
basic salary without the increase of 4% for the next 15 months, which was 

30.  Government Decision NO.06/29 dated 15.05.2015 on conditions and recognition of work experience.
31.  LAW No. 03/L-147- on salaries of civil servants - Article 18 Salary allowance for work experience
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adjusted with the salary of April 2019; and
	the calculation of work experience allowance 0.5% is not included/calculated 

for that year and still continues to be calculated for one less year. Although 
in the system the correction of years of work experience was made at the 
beginning of 2019.

Based on the documentation provided about these decisions and the interviews 
conducted with the responsible officials in the Treasury, in 2018, by decision32 
of the Government of Kosovo, the increase of 4% of the basic salary and the 
allowances determined by this decision was made. According to Treasury 
officials, this increase of 4% included the work experience of 0.5%. This increase 
(4%+0.5%) exceeded the salary increase limit set forth in the Law on public finance 
management33 (not less than 0.5% for each year, and not more than economic 
growth - in this case 4%). 

Therefore, implementation of the Government decision by the Ministry of Finance 
has led to non-inclusion of the 0.5% experience, thus such calculation was not 
made based on the new salary that included the increase of 4%, but rather the 
salary without the increase.

Regarding the justification for exceeding the budget limit of 4%, the Treasury 
has not provided any accurate analysis and details that justify this, as well as the 
government’s decision on the 4% salary increase, it does not mention the work 
experience bonus (0.5%) ), because this supplement is determined by other acts. 
Consequently, this decision has no legal effect on this addition, which is not even 
conditional on any factual or legal circumstances. There is still no action/decision 
from the Ministry or the Treasury to settle this issue.

As a result of the implementation of the decision by the Ministry of Finance, 
not to include a year of work experience in 2018 and not correcting this issue in 
subsequent years, we have estimated that only in 2021, the values that public 
officials/employees have not benefited from is 2,259,817 euros. This has also 
affected the pension contributions paid less for 225,982 euros, therefore this has 
also affected the tax payment less for 2021.

32.  Decision of the Government of Kosovo No. 05/2018 dated 12.01.2018
33.  Law no. 05/l -063 for the amendment and completion of the law no. 03/l-048 on public finance 
management and responsibilities, amended and supplemented by laws no. 03/l-221, no. 04/l-116 and no. 
04/l-194, article 22/c limitation of budget increase for salaries and wages 
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12. The application has no approval levels for the transaction even from 
another user

There must be controls in the information systems for establishing the level of authorization 
of transactions and implemented through various controls, and there must be a correct 
division of tasks for establishing and approving data.34

From the physical observations of the execution of transactions, i.e. of the 
registration of salaries of new workers, of changes in salaries, possible salary 
increases, apart from the operator/officer for data processing, there was no other 
official who would verify whether the transaction was carried out according to 
the requirements or if there is an error in the registration. More precisely, from 
July 2021 to December 2021, transactions registered without additional approvals 
for accuracy verification by 6 operators totalled 35,762. All these transactions 
were submitted together with supporting documentation which were checked 
once physically for completion by the relevant operators and then processed in 
the system. So, on average, there were 5,960 transactions that had to be processed 
from the 5th to the 18th of each month.

Transactions recorded in SMP
The year 
2021

July August September October November December

Operator 1 1,138 1,113 777 1,047 1,337 1,653

Operator 2 1,323 53 964 1,201 1,363 1,238
Operator 3 472 672 1,122 1,551 1,490 1,672
Operator 4 1,114 564 443 1,597 1,264 1,587
Operator 5 1,274 841 1,281 1,228 1,257 1,811

Operator 6 371 320 299 325 -

in total 5,692 3,563 4,886 6,949 6,711 7,961

Table 2. Transactions registered in SMP, July – December 2021

According to the officials, it was very difficult to make an additional control 
in the system in order to avoid possible errors. Therefore, in order to verify 
possible errors, credentials were also opened in the system for the officials in 
each OB so that they could verify the salaries for each of their employees and the 
confirmations were returned to the Treasury before the execution of the salaries.

Failure to establish the necessary authorizations for each registration/change in 
the application increases the risk of erroneous data processing and the application 
may fail to achieve its objectives. The incorrect processing of the transaction 
directly affects the work efficiency, in which case officials are forced to do the 
same procedure once again.
34.  Information Technology Audit Manual (NAO, 2022) - Audit Matrix on Application Controls.
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13. A large number of transactions are placed directly in the database.

Treasurers must ensure that applications developed or purchased meet the organization’s 
requirements and objectives. There is a clear and compact system for handling errors 
by communicating problems so that corrective action can be taken for any type of error. 
Errors can be corrected before processing transactions. Records are reviewed and necessary 
corrective action is taken.35

In addition to regular salaries, budget organizations also have allowances, some 
of which are fixed allowances, but many of them change every month. These 
additions are sent by the BOs to the head of the Salary division in Excel format. 
Data that are not regular or requests for payments that exceed the budget limit, 
a response is returned to the organizations. After collecting the valid data (in 
tabular form), the Salary Division head sends it to the system administrator for 
further processing.

The system administrator manually checks this data and prepares the files for 
import and runs them directly into the database without further approval. In the 
second six months of 2021 alone, 277,210 transactions were imported directly into 
the database, of which around 47% related to the Covid-19 allowances.

Figure 5 : Number of mass transaction registrations in SMP July-December 2021

The control that is done to these transactions is that of the human resources 
officials from the respective BOs, who receive the lists of salaries to check the 
implementation of the changes they have brought. In case of any possible error, 
they are removed from the salary list at the request of the organization itself. 
For exceeding any budget line, grouped based on codes, they are also sent to the 
payments division for verification. If there is an excess of any budget line, then 
the organization is notified and corrective measures are taken.

35. Information Technology Audit Manual (NAO, 2022) - Audit Matrix on Application Controls
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As a result of this work practice, by verifying the main transaction tables in 
the database, there was a large number of deleted rows as a result of mistakes 
during their insertion, or even of eventual changes that came at the request of the 
competent officials, but there were no recorded histories of why the deletion was 
made, by whom or at what time.

It was not planned to automate the system so that a module for mass import is 
developed data which would record and keep a history of all the events that 
happened. Also, due to the lack of development of the system, it is not possible 
to process these data by the BOs themselves. With the new developments that are 
expected to occur, better automation of the system is foreseen.

The lack of automation of the system as well as the lack of data processing in 
the system by BOs can avoid the responsibility of BO officials and other officials 
responsible for salary management, increases the risk of possible errors during of 
the procedure, as well as affects efficiency by avoiding duplicate work.

14. The Payroll System lacks audit trails.

The application and database should have audit trails that identify changes, overrides, 
and authorized logs for critical transactions. Audit trails should be reviewed periodically 
to monitor for unusual activities and should be properly maintained and protected.36 

To verify whether changes made to the SMP by its users can be identified, 
we have analyzed the audit trail if all events are logged. For transactions that 
were recorded by operators, the main tables could identify who processed the 
transaction, the time when it was processed, etc. However, the Treasury has not 
developed a process and procedure for the storage and monitoring of audit trails.

By checking the database traceability tables, we found that there were activities 
that were not stored in the database. By checking the main tables in the database 
if the sequence numbers had a consecutive stem, a large number of them were 
missing. For the reason of their absence, there was no other table in which we 
could identify how the initial transaction was recorded, who did the deletion, the 
type of event (deletion/change), date and time, etc.

The lack of traces of activities in the system is due to the lack of a process and 
procedure related to their collection and handling and the lack of proper attention 
to the importance of traces of activities. Although the Treasury, with the contract 
you had with the economic operator since 2018, had foreseen the improvement of 
the module for storing events in the system.

36.  Information Technology Audit Manual (NAO, 2022) – Audit Matrix on Application Controls
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The lack of establishing mechanisms for the collection, storage, handling and 
monitoring of audit trails may lead to unauthorized activities that may cause 
the loss of data integrity or their misuse. While not monitoring and handling in 
certain periods the events of the activities, presents a risk of not identifying errors 
and misuses in time or not identifying them at all.

15. There is no monitoring for accounts with full access to the Payroll System

Access policies should provide a basis for controlling access to information. Segregation 
of responsibilities and controls should be in place to prevent unauthorized changes to 
information systems and systems configuration. count with full access to the systems 
must be continuously monitored.37

In the analysis of the lists of users with the roles and responsibilities they have 
in the Payroll System, it has been identified that the official who administers this 
system has full access to both the application and the database. Furthermore, 
there are no mechanisms for monitoring users who have full access.

According to the internal regulation, the IT division within the Treasury also 
manages the databases, but the responsibilities for managing the SMP database 
remained with the Salary division. This is because the system administrator 
performed a large number of mandatory monthly transactions and the system 
had not yet been automated to process these transactions through the application.

The monitoring was never done in the absence of procedures and there was only 
one official who had these approaches and for any possible incident he was the 
responsible person.

The lack of control of users with full access as well as the full access of the same 
official to both the database and the application for the execution of salaries, there 
is a risk that unauthorized transactions are made/changed/deleted and these 
transactions are not identified. Consequently, this affects the integrity of this 
system.

16. The user account management process at SMP was deficient

Official electronic accounts (accounts in the application and in the database of the 
SMP system) must be in harmony with the administrative instruction for official 
electronic accounts drawn up by AIS.38 

The Treasury in its procedures for managing electronic accounts does not include 
37.  ISO 27001: Access Controls - User Access Management / Application Access Control 
38.  Administrative instruction (MAP) no. 02/2015 for official electronic accounts
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the process for managing and monitoring the accounts of users of the Payroll 
System. Moreover, there were no other procedures designed for the management 
of accounts in this system, and the instructions designed by ASHI were not 
applied.

The Payroll System had an option which ensured that only officials who had 
an employee number 39could have electronic accounts opened in this system. 
However, the system did not set restrictions for not allowing the opening of 
credentials for passive workers.

In verifying and testing passwords in the SMP system we found that the system 
does not have sufficient account security. This system allows the user to use a 
password of only one character for his account/ID. Also, the system could limit 
the lifetime of a user, but did not allow changing the password after the first 
access, or periodic password changes.

Until now, no measures had been taken to change this practice, since there was a 
limited number of users of the system and the users outside the Salary Division 
have only reading access, so the relevant officials had described the possibility 
of misuse of these accounts as low risk. Therefore, they had not put to use the 
administrative instruction for official electronic accounts drawn up by ASHI.

Lack of password complexity as well as failure to implement password changes 
at regular intervals of time risks the password of user accounts/IDs being 
discovered by unauthorized persons and these accounts being misused.

39. Every employee in the state administration has a unique identification number, regardless of 
the movements he may make within the organization.
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4. Conclusions
IT governance

Treasury has not prepared clear procedures to identify the needs and therefore 
has not put in place adequate structures, plans, and clearly defined processes to 
identify the requirements or needs for the payroll system, as well as to manage 
possible risks. Treasury had highlighted the need to upgrade the payroll system 
for year 2019. However, it had not made an inclusive assessment of the existing 
state of the system and the needs for development in the IT area. As a result, 
there was no clear overview of these needs, on which to base the upgrading of 
the payroll system.

In the absence of adequate strategic plans and procedures, the Treasury risks 
not achieving the intended objective of the organization and the changes in the 
processes for the realization of salaries fail.

Placing the IT division and the salary division in the wrong position, the inadequate 
division of duties as well as the lack of a clear organizational structure, cause the 
salaries process to fail and not to be transparent, as well as risks not achieving the 
goals and fulfilling his needs.

IT Operations

The Treasury has no SMP documentation, while the supporting documentation 
for describing the business work process is out of date. Also, standard operating 
procedures are missing which would enable work in the system. The lack of 
system documentation can risk that the current processing of requests is not 
adequate and increases the risk that the system does not meet user requests, can 
affect the quality of data and increases the risk of dependence on third parties 
(EO) or even dependence on an individual.

Failure to follow a defined change management procedure that requires approval 
by authorized persons prior to implementation in the production environment 
risks unapproved or accidental changes that may have financial consequences. 
Lack of system change controls risks systems not continuing to support Treasury 
operations.

Application Controls

Adequate restrictions and controls have not been established in the salary 
management application in order to avoid errors during the processing of 
input data. This has resulted in officials benefiting more or receiving less of the 
additional income they are entitled to for work experience. At the same time, this 
increases the risk of inaccurate data being recorded in the system.
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In the absence of adequate instructions as well as in the absence of setting the 
parameters for the special categorizations in the application, the benefits in the 
calculation of the salaries and allowances were not applied equally even though 
these officials belonged to the same categories.

In the application for salary management, there are no connections with other 
systems that make up the processing cycle for the realization of salaries. This has 
resulted in double work, a large volume of subjects to be checked and processed, 
thus increasing the possibility of eventual errors and a direct impact on reducing 
work efficiency.

In the salary management application, there were cases that incomes were 
registered under the status of two primary salaries for the same employee, even 
though this is not allowed in the system and contradicts the legal and regulatory 
framework. This was done through changes directly to the database, resulting in 
tax evasion, calculating the tax as wages instead of being taxed as other income.

In the salary management application, the addition of work experience to the 
basic salary is calculated with the salary of the month of April, regardless of 
whether the full experience of one year has been completed in any other month. 
This way of realizing the allowance for work experience has created inequality 
for those officials who are employed from May to March of the following year, 
not calculating the 0.05% allowance on the basic salary from one to eleven months 
every year.

The calculation for the work experience in SMP is done for one year less than 
the experience declared by the officials registered in the system. As a result, we 
estimated that only in 2021, the value that public employees did not benefit is 
2,259,817 euros. This has also affected the pension contributions paid for 225,982 
euros less, therefore this has also affected the payment of less tax for the year 
2021.

In the SMP, the necessary authorizations for data processing were not established, 
in order to reduce the risk of wrong data processing and the application and 
distribute responsibility according to the definition of tasks. The system did not 
enable the import of mass data automatically and did not keep a history of all the 
activities done in it. Also, the system was not developed to enable the processing 
of these data by the BOs themselves. As a result, many data are imported directly 
into the database without an additional approval for accuracy verification. This 
can avoid the responsibility of OB officials and other officials responsible for 
salary management, increases the risk of possible errors during the procedure, as 
well as affects work efficiency.
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The Treasury has not developed a process and procedure for the storage and 
monitoring of audit trails that may lead to unauthorized activities that may cause 
the loss of data integrity or their misuse.

The Treasury had not drawn up a procedure for managing and monitoring 
the accounts of users of the Payroll System, there are full access of the same 
official to the application and the SMP database, and there are no mechanisms 
for monitoring activities of these users. It also did not enforce the necessary 
complexity of passwords. This may lead to increased risk of non-identifying the 
errors or potential misuses. 
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5. Recommendation
The following recommendations are issued to the Ministry of Finance, Labour 
and Transfers and the Treasury of Kosovo to:

1. Identification of needs and risks in the field of IT. To design policies or 
procedures for the identification and prioritization of requests in order to 
ensure that all user requests are identified and prioritized according to a 
proper analysis to ensure the management of risks and the functioning of the 
salary system successfully;

1.1. Establish clear mechanisms for the identification, implementation and 
monitoring of these needs/requests, to ensure that they are being carried 
out in accordance with the intended objectives and that the requirements 
that need approval are presented in advance to the management for 
approval;

2. IT strategy, policies and procedures. To draft the strategy or equivalent plan, 
clearly addressing the strategic objectives of the institution in IT operations. 
This plan should at least cover the investment/operations budget, financial 
resources, and strategy resources, legal and regulatory requirements. Likewise, 
roles and responsibilities for the implementation of strategic objectives must 
be clearly defined;

3. Systematization of jobs. Through the regulation for organization and 
systematization clearly define work tasks avoiding the conflict of positions, 
as well as the management must ensure that it has the necessary resources 
for the operation and smooth running of the information systems, namely the 
Payroll System;

4. System Documentation. Ensure that complete documentation of the system, 
process flow diagrams, standard operating procedures that complete the 
entire process for the realization/execution of salaries is done;

5. Change Management. To design a procedure for the management of 
changes, including emergency changes. Ensure that system changes are 
recorded, evaluated, authorized, prioritized, planned, tested, implemented, 
documented and reviewed in accordance with documented and approved 
change management procedures;

6. Validity of data. Ensure that adequate restrictions and controls are in place 
in the SMP, in order to avoid errors during the processing of input data in the 
application; 
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7. Settings in the application. Ensure that the parameters set in the application 
for specific categories are in full harmony with the legal and regulatory 
framework for salaries in the public sector;

8. Interfacing with other systems. To ensure that the Payroll System has the 
necessary connections with other systems in order to make adequate controls 
that prevent the setting of incorrect data and increase work efficiency ;

9. Primary Salaries. Ensure that transactions in the application are executed in 
full harmony with the rules and requirements of the Salary process ;

10. Calculation of experience. Ensure that the necessary adjustments are made 
in the application for salary management so that the calculation of the work 
experience is done in the month that the officials reach the relevant criterion;

11. Calculation of work experience per year. Ensure that the necessary 
adjustments are made in the SMP, so that the allowances for work experience 
are calculated and executed fully and for all actual the years of work;  

12. App Approvals Level. To ensure that transaction authorization levels are 
set in the Payroll System and implemented through controls for setting and 
approving data, distributing the responsibility for each registration/change 
placed in the system;

13. Changes in DB. Ensure that every registration/change/deletion made in the 
Salary process is done through the application so that the history of all the 
events that occurred is kept; 

13.1. To ensure that no recording/modification/deletion of salary 
transactions is done directly from the database. In case of any mandatory 
change, create a process/procedure where each change is approved in 
advance knowing correctly every data of the transaction that will be 
changed, including the reasonableness of the change;

13.2. To examine the possibility of opening user access to OB for salary 
registration for their officials, to avoid double work and increase the 
efficiency of salary management;

14. Audit trails. To design a procedure as well as to create the necessary 
mechanisms related to the collection, storage, handling and monitoring of 
audit trails in SMP and to ensure that the EO fully implements the contract;
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15. Account monitoring. To design a procedure for access to information systems. 
Ensure that accounts with full access to systems are continuously monitored;

16. Management of electronic accounts. Ensure that all user accounts in SMP are 
in harmony with the administrative instruction for official electronic accounts 
drawn up by ASHI.
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Annex I.  Audit design

Risk areas and audit motive

Considering the importance of the Payroll System, the National Audit Office 
has deemed it necessary to make an initial assessment of the management and 
efficiency of this system.

During the pre-study phase, during the analysis of documentation, reports and 
interviews with officials in the Ministry of Finance, Labour and Transfers, as 
well as the Progress Report for Kosovo for 2020 40, the following problems were 
highlighted:

Based on the issues above, the most dangerous areas have been identified:

	IT governance that ensures that the institution has established the 
structures, processes and identified the needs for the operation of the 
system

	IT operations ensuring that change management policies are in place 
and the necessary structure is in place for system continuity and

	Application controls that ensure the system accepts accurate, reliable, 
complete and timely data.

The indicators of the problems presented above lead us to the formulation of 
the audit problem as follows: the institution has not established the necessary 
structures, processes and mechanisms that ensure that the Payroll System (Payroll) 
supports the Salary process, as well as offers to accurate, reliable, complete and 
timely data.

40.  The European Commission has assessed that ˝An information system was created to manage human 
resources, but not all modules are functional and there is still no interaction/ Interoperability with the salary 
system has been emphasized in the progress report for 2020. (pg. 16)
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System description 

The Treasury of Kosovo is responsible for the management of the consolidated 
fund of the Republic of Kosovo as well as the fulfilment of all the responsibilities 
given to it based on of relevant laws and regulations.41 

According to the Law on Public Finance Management and Responsibilities 
(LMFPP), the Treasury operates with substantial autonomy and is responsible, 
among other things, for its own organization and personnel and is led by the 
Director General, who reports directly to the Minister of Finance. The scope and 
responsibilities of the Treasury are classified into four main areas, which are led 
by Deputy Directors according to specific areas and responsibilities Cash and 
Debt Management; Operations; Accounting, Monitoring and Financial Reporting; 
Treasury Administration and Information Technology. Eleven Divisions are 
organized within the Treasury.

Within the Treasury also operates the Division of the Salary System, which was 
transferred from the Ministry of Public Administration 42in 2015 according to the 
cooperation memorandum. The unit responsible for human resources in each 
budgetary organization has the obligation to submit to the salary division all 
changes for its employees together with the relevant documentation. The salary 
division has the scope of supervision, development and maintenance of the salary 
system for organizations that are paid from the salary and per diem category 
from the Budget of the Republic of Kosovo.

Description of the work process

For more effective management of the Salary process, the Salary System Division 
also manages the SALARY information system. This system has been developed 
in order to support the legislation in force on salaries for employees of institutions 
that are paid by the Budget of the Republic of Kosovo.

There is a Salary processing cycle that must be followed. The purpose of the pay 
cycle is to ensure that all participants in the pay process understand the key dates 
and cycles involved in public sector pay. Dates and deadlines must be respected, 
in order to execute salaries on the last date of the month (working day).

At the beginning of each fiscal year, each budgetary organization at the request 
of the Salary Division brings the completed forms with the depositions of the 
signatures of the responsible (authorized) officials for bringing documentation 

41. Law No. 03/L-048 for Public Finance Management and Responsibilities, Regulation (GRK) No. 06/2014 
For the Organization and Systematization of the Workplaces of the Treasury in Kosovo 
42.  The Ministry of Public Administration (MAP) which is currently integrated into the Ministry of Internal 
Affairs (MIA) 
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into the Salary system for their budgetary organizations. Also, for each calendar 
year, the Department of Budget in MFLT brings the approved budget according 
to programs and under programs for each OB and the number of employees 
defined in the annual budget law.

After carrying out the procedures for the recruitment of a new employee, or the 
necessary changes of the existing employees according to the laws and regulations 
in force, each organization sends the relevant forms for registration/change in 
this system. Depending on the request of the OB, register the new employee 
or make the required changes (secondary salary declaration, retroactives, bank 
account changes, maternity, position changes, layoffs, etc.). After receiving these 
relevant documents, Treasury officials follow the following procedure:

The Treasury of Kosovo, in December 2021, signed the new contract for the 
advancement of the Payroll System.

Figura 6 Cikli i përpunimit dhe ekzekutimit të pagave 

The senior Treasury official receives the documentation via email, as well as checks the budget and
checks the number of employees for each department against the total number approved in the budget.
The documentation is distributed to other officials for processing in the system.

Other officials, depending on the request, if there are new workers for registration or possible
changes, within this, the supporting documents for the requested changes are checked manually
once again. (for new employees, for example, the contract, appointment letter, etc. are checked).

During the registration of changes, the system automatically checks the existence of the
employee, the validity of personal data, if the employee has more than two jBOs in the
public administration, checks bank accounts, etc. Registration is done only by an official,
there are no other approvals. For mass payments, the insertion is done manually through
Excel directly in the database.

The salary calculation is done automatically and the Salary is generated (in detail including
overtime and bonuses for each employee and all its deductions, income tax, union dues,
etc. Double check with TAK for employee data (Treasury has direct access to the tax system
where it attaches the list of employees).

After the calculations, the ZBNJ in the OB check (dates 23-24) once again the lists with the
changes if they are comfortable with their requirements, at the same time a report with the
complete overview is also sent to SIMFK (payments division) for additional checks on the
availability of funds.

After this date, BOs can submit requests for removal from the Salary. After these checks, the
implementation of the final process begins, the preparation of data for TAK, for the Bank,
preparation for reports on the allocation of funds, checks with SIMFK.

The check is prepared with the relevant details, and a comparison is made with the file that is for the
distribution of funds in CBK, after confirmations, the Salary division uploads the detailed file for the
distribution of funds (in the CBK KIPS system), while the payments division authorizes these files. The
process is completed with file confirmations with the payments division.
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Role and responsibilities

The main responsibility for the management of the Salary is the general director 
of the Treasury of Kosovo. In the framework of the “Treasury Administration and 
Information Technology” directorate, informally, there is also the Salary Division. 
Salaries are managed through the electronic system “Payroll System - SALARY” 
by the Salary Division, which consists of ten employees. While the Information 
Technology division for this system is only responsible for managing the servers 
and maintaining backup copies of the systems.

The Salary Division supervises, develops and maintains the salary system for 
organizations that are paid from the categories of salaries and wages from the 
Budget of the Republic of Kosovo (RBK). Directs the work for the successful 
implementation of the introduction into the system of organizational structures 
and salary structures for all institutions that are paid by the BRK and supervises 
the data entered into the system and their verification.

The Payroll System is managed through the official for the administration of 
this system, in addition to the officials in this division who have four different 
accesses, there are authorized officials in institutions that have read-only access. 
The figure below shows the main duties and responsibilities of the officials in the 
salary division.

Figure 7: Main duties and responsibilities of payroll management officers 

•Manages the Salary of all employees who receive a salary from
BRK and executes the salary check in monthly periods, ensuring
that the calculation and execution of salaries is done according
to the legislation in force.

General Director of the Treasury

•Realizes and implements all procedures on the distribution of funds for
the salaries of all employees paid by the Budget of the Republic of Kosovo.Division Leader

•Proposes and recommends rules and procedures for the management and
operation of the Salary database and is responsible for the administration
and maintenance of the Salary management system.

Salary system administrator

•They are responsible for the payment of salaries and the implementation
of all procedures on the distribution of funds for the salaries of civil
servants.

Two senior salary officers

•It is responsible for supervising and maintaining Salary files and updating
data in the database within the Salary management system.Senior Salary Officer

•Who process the material for changes in the salary list in the database of
the salary management system for all institutions that are paid by the
Budget of the Republic of Kosovo.

Five official Salarys

•Management of File Server and backups (Tape Library);
IT Division
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Audit scope and questions
The scope of this audit will be the Treasury of Kosovo, which functions within 
the Ministry of Finance, Labour and Transfers, which is responsible for the 
management of the Salary (Payroll) of all employees who receive a salary from 
the Budget of the Republic of Kosovo and the execution of wages according to 
the legislation in force.

The main focus in the Treasury will be the Salary Management Division, which 
is responsible for the management and maintenance of the Electronic System 
for Salary Management, as well as other departments in the Treasury that are 
responsible for the smooth running of the salary process.

The Department of Information Technology within the Treasury will be subject 
to verify if the backup copies of this system are being stored and maintained 
according to the rules in force.

This audit will cover the current state of this system, the last changes made to this 
application, if they have followed good practices, while the data recorded during 
2021 will be verified in the database.

Audit questions

The questions posed relate to the domain of IT governance, system development 
as well as application controls which lead to answering the audit objective:

1. The Treasury of Kosovo has established the structures, processes and identified the 
needs for the operation of the system?

a. Does the organization’s leadership effectively direct, evaluate, and monitor 
the use of IT in order to accomplish its mission?

2. Are change management policies in place and the necessary structure for system 
continuity in place?

a. As an organization, it ensures that IT projects in development or acquisition 
meet their goals in a quality manner.

3. Are application controls designed so that the system accepts accurate, reliable, 
complete, and timely data?

a. Is the system worked according to the rules predetermined by the institution 
and does it act in such a way that I receive authorized, correct and complete 
data?

b. Do the information systems ensure the integrity, validity and reliability of 
the data throughout its processing cycle?

c. Do information systems ensure that output information is complete and 
accurate before further use and that it is properly protected?

d. Are traceability mechanisms in place in information systems and is system 
information properly secured against misuse?
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Through these questions we aimed to get answers if the institution has established 
sufficient system controls to ensure that the grant and subsidy systems have 
achieved their purpose and ensure the integrity, validity and reliability of the 
data during their processing cycle.

Audit criteria
The audit criteria used in this audit are derived from local laws and regulations, 
international standards of information technology/information systems, control 
objectives for information and technology as well as good practices from the 
field of information technology as well as standards that deal with information 
security management.

In order to assess whether the Treasury of Kosovo has established the structures, 
processes and identified the needs for the functioning of the system, we will 
use the following criteria43:

  For an effective Salary process, the Treasury must identify and specify 
the necessary requirements, must continuously review and evaluate the 
requirements/needs and take appropriate actions, as well as ensure that 
there is a reporting process that informs management on progress and 
decisions about whether they are meeting the goals of the processes so 
that risks are managed and opportunities for success are maximized;

  The Treasury of Kosovo must have a strategic IT plan, which translates 
its objectives into IT goals and requirements, addresses the necessary 
resources to support the salary system, and this strategy is systematically 
reviewed and updated;

  The Treasury of Kosovo has risk management policies and plans, and has 
determined sufficient resources to identify and manage risks so that the 
Salary process does not fail;

  The roles and responsibilities in the Treasury are clearly defined and are 
positioned at a satisfactory level within the organization for the adequate 
functioning of the salary system;

  The organization must have a plan for achieving current and future 
requirements to meet business needs;

43.  Information Technology Audit Manual, a product of the EUROSAI Information Technology Working 
Groups (WGITA) and the INTOSAI Development Initiative (IDI) – Chapter 2, IT Governance; CISA – Revision 
Manual, 26th Edition, 2016 – Chapter 2, IT Governance and Management.
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To ensure that the IT division has established change management policies 
and the necessary structure for system continuity is in place, the following 
criteria have been established44:

  Any changes in information systems must follow a defined change 
management procedure, which must be approved before implementation 
in the real-production environment;

  The change management process must ensure that changes are recorded, 
evaluated, authorized, prioritized, planned, tested, implemented, 
documented and reviewed in accordance with documented and approved 
change management procedures. Also, the Treasury must have and 
implement the procedure for emergency changes;

  The Treasury must identify the critical points of applications and functions 
as well as assess the impact on the operation of the Salary process by 
planning the measures to be taken in cases of emergency. The treasury 
for the implementation of the continuity plan should determine the 
response time, the recovery time, the tolerable period of losses, etc. in the 
assessment;

  In order to have a functional business continuity plan system, the Treasury 
must have a backup copy of the systems and data in a location other than 
where the systems in use are located;

  The business continuity plan and IT systems recovery plan should be 
tested at certain periods to verify if the Treasury can return work processes 
in the event of a natural disaster or primary systems failure;

  The IT Business Continuity Plan should be implemented to allow Treasury 
to regenerate systems/information loss to an acceptable level through a 
combination of preventative controls and recovery.

44.  International Standards of Supreme Audit Institutions issued by the International Organization of 
Supreme Audit Institutions (INTOSAI); Information Technology Audit Manual, a product of the EUROSAI 
Information Technology Working Groups (WGITA) and the INTOSAI Development Initiative (IDI) – Chapter 
4, IT Operations and Chapter 6, Plan business continuity plan (BCP) and disaster recovery plan (DRP); & 
CISA – Revision Manual, 26th Edition, 2016 – Chapter 4, Operations, maintenance and support of information 
systems.
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To ensure that the Payroll System has designed application controls in such 
a way that it accepts only accurate, reliable, complete and timely data, the 
following criteria have been established45:

  There should be guides for the use of application modules that are 
understood by users; There should be a system of clear and concise 
error handling messages that communicate problems so that immediate 
corrective action can be taken for each type of error;

  Errors in applications must be properly corrected or overcome before 
processing transactions; Records should be reviewed periodically and 
necessary corrective actions taken;

  Validation rules must be well-designed, documented and implemented in 
input interaction ; Invalid data must be identified and properly rejected by 
the application; Validity criteria must be updated in a timely, appropriate 
and authorized manner;

  There should be additional controls such as authorized registers ( logs) 
in cases where there is a possibility of data overwriting during data 
processing at the input interfaces;

  Application transactions must be executed in accordance with the rules 
and requirements of the Salary process; The parameters set in the Payroll 
System must be developed in order to support and be in full harmony 
with the legal and regulatory framework for salaries in the public sector 
in Kosovo;

  The application must correctly identify errors in transactions. Data 
integrity must be maintained even during random interruptions in 
transaction processing; There must be an appropriate mechanism for 
handling processing errors, reviewing and clarifying suspended/rejected 
files;

  Procedures should be in place to ensure that the completeness and 
accuracy of application output/reports are valid before the results are 
used for further processing, including end-user processing;

  The application must enable the tracking of outgoing data from it; Data 
output from the application must be checked for completeness and 

45.  International Standards of Supreme Audit Institutions issued by the International Organization of 
Supreme Audit Institutions (INTOSAI); Information Technology Audit Manual, a product of the EUROSAI 
Information Technology Working Groups (WGITA) and the INTOSAI Development Initiative (IDI) – Chapter 
8, Application Controls.
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accuracy; The distribution and publication of results / reports must be 
well controlled and personal data must be handled in accordance with the 
law on the protection of personal data;

  The application and database must have audit trails that capture changes, 
overrides, and authorized logs ( logs ) for critical transactions; Audit trails 
should be reviewed periodically to monitor unusual activities and should 
be properly maintained and protected; Unique and sequential numbers 
or identifiers must be assigned to each transaction;

  Official electronic accounts (in our case only accounts in the application 
and in the database of the SMP system) must be in harmony with the 
administrative instruction for official electronic accounts drawn up by 
ASHI, which defines the procedures for the creation, administration, use 
and closure of these accounts;

  The databases used by SALARY must comply with the regulation for 
electronic databases drawn up by ASHI, which includes rules and 
standards for administration, storage, creation and recovery of backup, 
archiving, security, auditing, removal and monitoring by the relevant 
institution or by any person, in accordance with the legislation in force.

Audit Methodology 

The analysis included:

Our audit approach uses a variety of techniques to obtain audit evidence and 
assurance. Documents, relevant legislation will be analysed, responsible parties 
will be interviewed and field observations will be carried out46.

Analysis will include:

  The legal and regulatory framework applied to the Payroll System;

  The legal and regulatory framework related to IT (Laws, regulations, 
administrative instructions);

  Organogram of the Treasury as well as the positioning of the Salary 
Division in the Treasury;

  Internal policies and procedures for systems development, change and 
management;

46.  The methodology to be used is detailed in the audit matrix
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  Application and module manuals;

  Interview with the staff of the Salary Division, the IT division, as well as 
the officials responsible for the realization and execution of salaries;

  System testing (testing modules to determine if they are compatible with 
business requirements);

  Physical observation of the work environment and IT equipment;

  IT work reports/ Incident/problem reports;

  of data interaction with other systems;

  Internal and external rules related to classified and confidential 
information;

  Contracted agreements with external parties; AND

  Materials for the realization of projects in process, etc.

Relevant documents

List of laws and regulations relevant to this audit:

  Law No. 06/L-114 on Public Officials

  Regulation (GRK) No. 06/2014 on internal organization and 
systematization of jobs in the Treasury of Kosovo

  Law No. 06/l-082 on Personal Data Protection

  Regulation (MAP) No. 02/2015 on Software and Hardware Standards

  Regulation (MAP) No. 01/2018 on Electronic Databases

  Regulation (GRK) No. 06/2018 on Project Management in the Field of 
Information and Communication Technology
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Annex II. Comments of the entity 
Finding Agree 

Yes/
No

Auditee’s comments when not 
agreed  

NAO view  

F i n d i n g 
11

No The work experience has been 
calculated according to the 
Government decision 05/24, dated 
12.01.2018, wherewith the basic 
salary increased by 4% and the 
allowances specified in the decision. 
Within the increase of 4% work 
experience is also included (0.5% 
as an addition, part of the 4%), in 
accordance with LMFPA (fiscal 
rules, article 23C), by respecting 
the minimum 0.5% as required in 
the fiscal rule and the maximum 
(economic increase 4%). Work 
experience is allowance, when 
only budgeted as such, constitutes 
a legal obligation for payment 
(Articles 18 and 19 of Law No. 03/
L-147). This is in accordance with 
the applicable legislation on public 
finances (Article 22c of the LMFPA, 
Law on 2018 Budget, and Articles 
18 and 19 of the Law on Salaries of 
Civil Servants).

The Government’s decision 
on the 4% increase in salary 
does not mention the work 
experience (0.5%), because 
this allowance is defined 
by other acts and is not 
affected by this decision 
that the work experience 
is paid for one year less. 
Likewise, Treasury has 
not provided any accurate 
analysis and details that 
prove and justify the 
exceeding of the budget 
ceiling of 4%. Therefore the 
finding does not change.
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Annex III. Confirmation Letter



 

  Adress
Na�onal Audit Office of Kosovo

Arbëria District,

St. Ahmet Krasniqi, 210

10000 Prish�na

Republic of Kosovo

Prishtina, June 2022
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