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The National Audit Office of the Republic of Kosovo is the highest institution of 
economic and financial control and is accountable for its work to the Assembly of 
the Republic of Kosovo.

Our mission is to strengthen accountability in the public administration for the 
effective, efficient and economical use of national resources through quality audits. 
The reports of the National Audit Office directly promote the accountability of 
public institutions by providing a solid basis for holding managers of any audited 
organization to account. In this way, we increase confidence in spending public 
funds and play an active role in ensuring the interest of taxpayers and other 
stakeholders in increasing public accountability.

This audit was conducted in accordance with the International Standards 
of Supreme Audit Institutions (ISSAI 3000) 1 and the Guidance on Audit of 
Information Systems (GUID 5100 )2 as well as European good practices.

Information technology audits undertaken by the National Audit Office are an 
examination and review of Information Technology systems and related controls 
to provide assurance on the principles of legality, efficiency3, economy4, and 
effectiveness5 of the Information Technology system and related controls.

The Auditor General has decided regarding the content of this audit report 
“Follow-up audit for the recommendations given on KFMIS in the “Annual 
Audit Report 2020” for the IT part” in consultation with Acting Assistant Auditor 
General Myrvete Gashi, who supervised the audit.

This audit report was carried out by the team:

 Samir Zymberi, Acting Director of the Audit Department;

 Poliksena Berisha, Team Leader;

Shqipe Mujku Hajrizi, Team Member; and

Arbërore Sheremeti, Team Member.

NATIONAL AUDIT OFFICE - Address: Str. Ahmet Krasniqi no. 210, Neighborhood Arbëria, Prishtina 10000, 
Kosovo

Phone: +383(0) 38 60 60 04/1011
http://zka-rks.org

1. ISSAI 3000 – Standards and guidelines for performance auditing based on ONISA Auditing Standards and 
practical experience.
2.  GUID 5100 – Guidance on Audit of Information Systems issued by INTOSAI.
3. Efficiency – The principle of efficiency means achieving the maximum from available resources. It has to do 
with the connection between the resources engaged and the results given in terms of quantity, quality and time.
4. Economy - The principle of economy means minimizing the cost of resources. The resources used must be 
available on time, in the right quantity and quality, and at the most suitable price.
5.  Effectiveness – The principle of effectiveness means achieving predetermined objectives and achieving 
expected results.

http://zka-rks.org


ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

TABLE OF CONTENTS

Executive summary ....................................................................................................... i

1 Introduction ............................................................................................................. 1

2 Audit objective and areas ....................................................................................... 3

3 Audit findings .......................................................................................................... 4

      3.1 Information Security ......................................................................................... 6

      3.2 Application Controls ...................................................................................... 12

4 Conclusions ............................................................................................................ 19

Appendix I. Audit design .......................................................................................... 21

      Risk areas and indicators of audit problems ..................................................... 21

      System description  ............................................................................................... 22

      Role and responsibilities of the parties  ............................................................. 24

Audit scope and questions ........................................................................................ 26

      Audit criteria .......................................................................................................... 26

      Audit methodology .............................................................................................. 31

      Relevant documents ............................................................................................. 32

Annex II. Confirmation letter .................................................................................... 34



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

CRA Civil Registration Agency

AIS Agency for Information Society

CBK Central Bank of Kosovo

CAAT Computer - Aided Audit Tools

CISA Certified Information Systems Auditor

IP Internet Protocol 

ISACA Information Systems Audit and Control Association

ISSAI International Standards of Supreme Audit Institutions

MFLT Ministry of Finance, Labor and Transfers

MIA Ministry of Internal Affairs

BO Budget Organization

EO Economic Operator

AAR Annual Audit Report

KFMIS Kosovo Financial Management Information System

IT Information technology

AI Administrative Instruction

VPN Virtual Private Network

CFO Chief Financial Officer



ZYRA KOMBËTARE E AUDITIMIT - NACIONALNA KANCELARIJA REVIZIJE - NATIONAL AUDIT OFFICE

i

Executive summary
The Treasury of Kosovo (Treasury) manages the electronic system “Kosovo 
Financial Management Information System (KFMIS)”, which is a centralized 
system for all public finance processes of the Government of Kosovo and is used 
by all budget organizations in all levels, both central and local.6 

During the year 2021, the National Audit Office within the framework of the 
Annual Audit Report has carried out an information technology audit for the 
Kosovo Financial Management Information System, to assess whether the 
Treasury has created a secure environment in order to maintain availability. 
confidentiality and integrity of this system. The findings in the preliminary 
report showed that there were deficiencies in the application’s security and 
controls, while the Ministry of Finance, Labor and Transfers and the Treasury 
were responsible for implementing the recommendations.

In order to assess the extent to which the recommendations given in the audit 
report of last year have been implemented, the National Audit Office has 
conducted this follow-up audit.

The conclusion of this follow-up audit is that the Treasury and the Ministry 
of Finance, Labor and Transfers have made significant, but not sufficient, 
progress in the implementation of the action plan for the full implementation 
of the recommendations. Initially, the plan was drawn up with the actions to 
be taken and the planned time for the implementation of the recommendations, 
which was until December 2022. From thirteen recommendations, six have been 
implemented, one is at the end of the implementation, while for five others 
the implementation has started but has not yet been completed and for one 
recommendation the implementation has not yet started.

The improvements are in the security and quality of the system, data and 
infrastructure for the Financial Management System of Kosovo - KFMIS. 
Network documentation, employee awareness of information security, 
improvement of administrative approaches and password storage have been 
carried out. In addition, the implementation of the procedure for managing 
KFMIS users’ access and the review of the procedure for registering suppliers 
in KFMIS have been ensured. The application of the control, through which the 
identification and rejection of transactions with identical data is done, as well 
as the opportunities offered by KFMIS for increasing the efficiency of the users’ 
work have been reviewed.

6.  Financial Rule No. 01/2013/MFLT – on Public Funds Expenditure
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However, there are still deficiencies in providing mechanisms for information 
security to guarantee the storage, integrity and confidentiality of data in 
the information system. The Treasury has failed to harmonize IT positions in 
relation to their privileges and access to IT systems and has also failed to ensure 
the administration of databases through contractual obligations. They have not 
yet managed to determine the official for information security and the continuous 
monitoring of audit trails, as well as foresee the regular implementation of the 
penetration test for protection from interference for the systems located in the 
network of the Ministry of Finance, Labor and Transfers.

The application controls implemented in KFMIS are not sufficient to ensure 
that only correct and valid data is entered into the system. The Treasury has 
not yet managed to implement the recommendation for the validity of the fields 
during the registration of input data. In KFMIS, it is not possible to implement 
the Regulation for the Management of Non-Financial Assets, for its adequate 
registration and classification. There is also a lack of an assessment of the users’ 
needs and different reports are still not offered according to their needs.

Therefore, the risks identified in information security and application controls 
indicate that the Treasury, which is responsible and manages KFMIS, as well 
as the Ministry of Finance, Labor and Transfers, which manages the part of 
the network where KFMIS is located, need to continue the implementation of 
recommendations and improvements so that the data in this system are protected 
and accurate.

Response of audited entities

Ministry of Finance, Labor and Transfers and Treasury of Kosovo agreed with 
the findings and conclusions of the audit and are committed to continue full 
implementation of recommendations. In addition, the Ministry of Internal Affairs 
and the Municipality of Obiliq agreed with the content of the report.
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1 Introduction
The KFMIS system is an integrated system for the management of public finances, 
adapted to the legislation and the needs for the management of public finances, 
which reflects a detailed accounting plan for public finances in Kosovo, enabling 
the codification and control of all financial transactions, for guaranteed economic 
and effective use of public funds.

The Treasury was established within the Ministry of Finance, Labor and Transfers 
and is responsible for the management of the Consolidated Fund of Kosovo as 
well as for fulfilling all the responsibilities vested in it by the Law on Public 
Financial Management and Accountability7. Also, the Treasury operates with 
substantial autonomy and is responsible for its own organization and personnel, 
including the employment of its own financial officers.

As for the KFMIS, the Treasury exercises control and responsibility over the 
development and maintenance of the KFMIS and the IT function, as well as being 
primarily responsible for the management of system controls in the KFMIS.

KFMIS offers the following modules: Controls, Approvals, General Book of 
Accounts, Expenses, Purchases, Income, Assets, Balances.

Expenditure of public money is the main process that is carried out through 
KFMIS; the essential elements of this process are: budget allocation, allocation, 
commitment, procurement, obligation and payments.

All obligations to be paid from public funds must be signed only after the funds 
are pledged and registered in the Treasury system. All payments must be made 
within the budget limits, at the right time and for the correct final destination, 
for which confirmation of payment is made by the Treasury for the realization of 
correct financial reporting 8.

The following table presents the admissions and expenditure trend for all BOs 
during the last three years according to the economic categories that are managed 
through this system.

7. Law No. 03/L-048 on Public Financial Management and Accountability;
8. Ministry of Finance - Book of Processes for Public Expenditure Management, September 2017;
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Table 1 . Consolidated overview of the comparison of the budget with the realization9

Description 2021 2020 2019

Total Admissions 2,490,973,000 2,206,647,000 2,222,922.00

Salary and allowances 668,124,000 661,343,000 616,921,000

Goods and services 306,255,000 280,007,000 273,313,000 

Municipal expenses 25,287,000 22,168,000 24,866,000 

Subsidies and transfers 842,897,000 868,480,000 627,959,000 
Capital expenditures 423,941,000 384,471,000 533,773,000 
Reserves - - -
Interest 30,881,000 27,505,000 23,450,000

Others 81,354,000 90,969,000 52,264,000 
Total payments 2,378,740,000 2,334,943,000 2,152,546,000

This system is used by all budget organizations of the Republic of Kosovo, 
through which funds are managed through the Treasury’s single account, the 
total bank balance is about 442 million10, and there are 1738 registered users. This 
system works through two internal networks, the state network and the network 
of the Ministry of Finance, Labor and Transfers.

KFMIS users have the right to access this system in certain modules and for 
certain functions.

                              

                Figure 1. KFMIS processes for processing payments to the Treasury

9. Ministry of Finance, Labor and Transfers - Annual financial report Budget of the Republic of Kosovo for the 
year ended 31 December  2021.
9.  Annual Financial Report, Budget of Republic of Kosovo, for the year ended 31 December 2021.
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2 Audit objective and areas
The objective of this audit is to assess the level of implementation of the 
recommendations given in the Annual Audit Report 2020 regarding KFMIS, for 
the creation of a safe environment to maintain the availability, confidentiality and 
integrity of this system.

Audit areas

We have focused on the area of information security and application controls for 
which thirteen recommendations have been provided, six of them for the area of 
information security and seven for application controls, as follows:

Table 2. Audit issues by audit areas

Audit areas Audit matters

Information Security

1. Structure
2. Organization of information security
3. Configuration management
4. Employee awareness and responsibility
5. Privilege management

Application controls:

6. Appropriate checks on input data to the application
7. Input controls for data recording
8. Management of source documents, data collection and entry
9. Drafting of business process rules and requirements
10. Evaluation of the application
11. Output data is properly protected

This audit covered the period from August 2021 to June 2022.

The scope of this audit is the same organizations from the previous audit, in 
order to test and verify progress in the implementation of recommendations: the 
Ministry of Finance, Labor and Transfers and the Treasury with its departments, 
as well as the Ministry of Internal Affairs and the Municipality of Obiliq as end 
users of the system.
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3 Audit findings
In this chapter, the level of implementation of the recommendations and audit 
findings related to the activities of the parties responsible for the administration and 
information security of the Kosovo Financial Management System in the Treasury 
and MFLT are presented. The findings are structured in two parts, linked according 
to the audit areas shown in Figure 2.

Figure 2. Structure of audit issues for KFMIS

The issues/findings that are presented with an ordinal number and correspond to 
the same number of recommendations given in AAR 2020 for KFMIS. First, they 
were summarized and presented in tabular form, and then their situation was 
presented in detailed form.
Table 3: Overall progress of implementation of recommendations, according to 

responsible parties.

Recommen-
dations
 given

last year (2021)

Responsible 
for the 

implement-
ation of

recommend-
ation

Progress of implementation of recommendations

implem-
ented11

Implemen-
tation in 
the final 
stage12

Implem-
entation

 has
 begun13

Impleme-
ntation 

has
 not 

started14

Unadd-
ressed15

It no 
longer 

applies16

Recommendation 
1 treasury √

Recommendation 
2

Treasury/
MFLT √

Recommendation 
3 MFLT √

Recommendation 
4

Treasury/
MFL √

11. Implemented – The recommendation has been successfully implemented.
12. Implementation in final stage – Appropriate measures have been taken by the auditee towards the 
implementation of the recommendation and implementation is in the final stage to be fully completed.
13. Implementation has begun - Some measures have been taken towards the implementation of the 
recommendation, but the progress of implementation is still at an early stage.
14. Implementation has not started – So far no measures have been taken by the auditee to implement the 
recommendation, but an action plan has been presented.
15. Unaddressed – No action has been taken and no action plan has been presented to implement the 
recommendations.
16. No longer applicable – Due to changes within the structure of the auditee or for any other reason, the 
recommendation is no longer relevant to the auditee.
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Recommendation 
5

Treasury/
MFLT √

Recommendation 
6 Treasury √

Recommendation 
7 Treasury √

Recommendation 
8 Treasury √

Recommendation 
9 Treasury √

Recommendation 
10 Treasury √

Recommendation 
11 Treasury √

Recommendation 
12 Treasury √

Recommendation 
13 Treasury √

In the following chapters, the illustrated issues correspond to colors according to 
the table above and indicate the level of implementation of the recommendations.
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3.1 Information Security

Information security is one of the fundamental aspects of IT governance to ensure 
the availability, confidentiality and integrity of data. For better information security 
management, the institution must create mechanisms to enable the management of 
security-related risks, taking appropriate measures and guaranteeing that information is 
available, usable, complete and uncompromised.

  

   Figure 3. Information security management

1. IT security framework

Recommendation 1: Implementation has begun

The Treasury to harmonize IT positions and the Regulation for the internal organization 
and systematization of workplaces in relation to their privileges and access to IT systems 
and procedures by revising this Regulation and the organization of the IT department in the 
Treasury. I also ensure the administration of databases only through administrators who have 
the duty and responsibility of administering the database through contractual obligation.

The Treasury has started the implementation of the recommendation, but has not 
yet managed to complete its implementation, for the harmonization of IT positions 
and to revise the regulation for the internal organization and systematization 
of workplaces. As well as ensure the administration of databases only through 
administrators who have the duty and responsibility to administer the database 
through contractual obligation.

The Treasury issued two decisions and created two working groups which will 
draft two documents within certain deadlines. The first working group has 

Nature

Awareness Privileges

Configuration
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completed its work in the specified time and on 30.09.2021 drafted the document 
with the proposal of the new organizational structure of the Treasury. The 
other working group is in the process of drafting the regulation for the internal 
organization and systematization of workplaces, but they have not yet finalized 
and completed the approval of this document.

Actions have also been taken to address the rest of the recommendation. The 
Treasury has sent a request to the EO with which it has the contract for the 
maintenance of the KFMIS and the change of the contract for the administration 
of the database has been requested. Through this change in this point of the 
contract, it would be possible for the KFMIS database to be administered through 
a contractual obligation. However, until the time when this audit was carried out, 
EO did not respond to this request.

Therefore, although the Treasury has started to take actions to implement this 
recommendation, it has not yet managed to complete the implementation, as the 
reason is that the internal organization regulation of 2014 is still in operation, 
given that even with the action plan this it is planned to be realized later. In 
September 2021, it drafted the structure document and is now in the process of 
finalizing the internal regulations.

As a consequence, duties and responsibilities were given to officials not in 
accordance with the regulation and a procedure was created without being 
harmonized with this regulation, also the company’s consultants were given 
duties and responsibilities without including the performance of those duties in 
the contract.

2. Organization of information security

Recommendation 2: Implementation has begun

In the organizational structure of the MFLT and the Treasury, foresee and define the 
information security officer by reviewing and approving the internal regulations, IT 
and information security policies, in order to define their privileges and approaches 
respectively with the responsibilities of the position that belongs to him. Through the 
IT policy and procedures, provide for the implementation of the penetration test for 
protection from intrusions for the systems located in the MFLT network on a regular 
basis.

The Treasury and the MFLT have not yet managed to implement the 
recommendation to designate an information security officer. As well as foresee in 
the IT procedures and policy, the realization of the penetration test for protection 
from intrusions for the systems located in the MFLT network on a regular basis. 
However, during this time they have undertaken the following actions:
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The Treasury has drawn up a draft structure in which it has defined the information 
security officer, which will be part of the internal organization regulation which 
has not yet been finalized.

Likewise, the Ministry of Finance, Labor and Transfers has created a draft proposal 
of the new IT structure for the MFLT to provide IT services to the MFLT together 
with all its agencies. In this structure, the department and the information security 
officer for the MFLT and its agencies are foreseen.

Also, in the absence of the organization of the information security structure, 
they have not yet managed to define a policy and procedure that foresees the 
implementation of the penetration test for protection from interference for the 
systems located in the MFLT network on a regular basis.

This happened because the MFLT and the Treasury have the old regulations and 
have not yet managed to carry out their planned review even with the action 
plan. Also, in 2019, a penetration test for protection against interference was 
carried out only once, for the systems located in the MFLT network, but they 
did not manage to carry it out on a regular basis, due to the lack of IT security 
structure, justified by lack of budget.

The lack of information security staff and the lack of information security 
structure in the Treasury and MFLT organization chart allows other officials to 
have overlapping and conflict of responsibilities and also reduces the ability to 
protect IT resources, such as information contained in IT systems.

3. Documentation of the MFLT network

Recommendation 3: Implemented

The Ministry of Finance, Labor and Transfers should, in addition to the network 
configurations, also carry out the network documentation to ensure the continuity of 
the systems.

The IT department at MFLT has carried out the network documentation including 
the configurations of the interconnecting devices for the internal and external 
network. Therefore, as a result of this documentation, this recommendation has 
been implemented.

With the implementation of this recommendation, the IT Department at MFLT has 
influenced the continuity of the systems, namely in maintaining the continuity of 
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operation and configuration of the network.

4. Employee awareness of information security and protection from 
intrusions

Recommendation 4: Implemented

The Ministry of Finance, Labor and Transfers and the Treasury should continuously 
organize trainings and campaigns for their employees on the importance and awareness 
of information security. Also implement password complexity policy for user accounts 
(MFLT and Treasury) in Active Directory.

The Treasury and the IT Department of MFLT, for the awareness of employees 
about the importance of information security, have carried out awareness 
campaigns for their employees. Created guidance documents for users and 
distributed them through e-mail and information systems. The Treasury of 
Kosovo has also placed in the training material for KFMIS a special part for the 
awareness of users of KFMIS about information security.

The IT Department at MFLT for the part of the password policy implementation 
recommendation, has applied to Active Directory the password complexity 
policy for all users including those of the Treasury.

Therefore, as a result of these actions undertaken by MFLT and the Treasury, this 
recommendation has been implemented.

With the implementation of the recommendation, the Treasury and the IT 
Department at MFLT have managed to raise the level of awareness of users about 
information security, which directly affects the increase of information security, 
they have also affected the increase of security of access to the accounts of Active 
users Directory.

5. Monitoring of user activities

Recommendation 5: Final stage implementation

MFLT and the Treasury of Kosovo should ensure that administrative access to 
information systems is done through accounts that identify the user and any changes 
he makes. Store the administrator’s password in a secure environment and create the 
necessary mechanisms for continuous monitoring of audit trails.
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The Treasury of Kosovo had drawn up a procedure for password management 
and had started with its implementation. From the physical verification of how 
passwords are stored in secure environments, we conclude that this part of the 
recommendation has been implemented.

Also, for administrative access, personalized accounts have been created for 
the KFMIS database, and the IT Department at MFLT now uses personalized 
accounts for access to the interfaces of network devices. Consequently, this part 
of the recommendation has also been implemented.

The Treasury has provided the application for continuous monitoring of audit 
trails, and it is in the testing phase. Testing has been successful with the servers 
they use. However, the testing has not yet been completed for the database, as 
they had not yet managed to implement this system for monitoring account 
activities with administrative access to the KFMIS database. However, authorized 
persons who have full access to the database have reserved IP and leave traces 
of their activities. Likewise, the officials who were determined to monitor these 
activities were the same officials who were the systems administrator. Therefore, 
the part of the recommendation for the creation of the necessary mechanisms for 
the continuous monitoring of audit trails is partially implemented.

The Treasury had not yet determined the adequate official for monitoring the 
activities of users because it was changing the regulation for internal organization, 
the duties for this part had not yet been determined. Meanwhile, for the full 
implementation of the monitoring tool in the database, they were in the process.

The lack of monitoring of user activities in information systems presents a risk of 
not identifying errors or misuses in time or not identifying them at all.

6. Access management in the KFMIS application

Recommendation 6: Implemented

The Treasury of Kosovo should create the necessary mechanisms for the implementation 
of the procedure for managing the access of KFMIS users. To ensure that users have 
only one KFMIS account, duplicate accounts must be closed. Also, ensure that the 
system is deactivating users who do not use KFMIS; To continuously implement the 
procedure for the access of users to the network for remote work.

Taking into account the recommendation of the National Audit Office, the 
Treasury has undertaken several activities. Initially, it standardized all user 
accounts in KFMIS and consequently eliminated users with two accounts each. 
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It has disabled users who do not use KFMIS. Also, it has taken the necessary 
steps so that the procedure for the management of KFMIS users’ accesses was 
implemented continuously, including the procedure for the access of users to the 
network for remote work. We therefore conclude that this recommendation has 
been implemented.

By implementing the recommendation, the Treasury has managed to ensure 
access from only one account and eliminate duplicate accounts in the system. It 
has also ensured the implementation of the procedure for the access of users to 
the network for remote work.
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3.2 Application Controls

Application controls are control over input, processing and output function. They 
include methods to ensure that: only complete, accurate and valid data is entered 
and updated in an information system, the processing performs the correct task, 
and the result of the processing meets expectations, and the data is stored.

    

        Figure 4. Input-processing-output controls in the information system

7. Field validation checks in KFMIS

Recommendation 7: Implementation has not started

The Treasury in KFMIS should make checks on the validity of the field of personal 
identification number, unique identification number and bank account, as well as make 
the connection of the system with the information systems of CRA, KBRA and CBK.

The Treasury has not yet managed to implement the recommendation for 
the validity of the fields during the registration of input data. In the KFMIS 
application, in the fields where the personal identification number, the unique 
business identification number and the bank account number are set, checks for 
the validity of the input data had not yet been established. During testing, we 
noticed that in these fields it is possible to enter the number with more or less 
characters/numbers than what is defined, personal number (10 characters), NUI 
(9 characters), bank account (16 characters), as well as the system accepted the bank 
account which did not belong to the respective bank. Likewise, in its interfaces, 
the fields dedicated to certain information are used for other information that 
does not correspond to that field.

The invalidity of these fields in KFMIS occurred because the relevant algorithms 
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for data validation are not implemented in this system. Likewise, the system 
has no connection with the information systems of the Civil Registry Agency, 
the Kosovo Business Registration Agency and the Central Bank of Kosovo. The 
interconnection between these systems would only enable the recording of 
accurate data.

The Treasury has drawn up the draft document “Transparency and Security 
Enhancement” for the connection of KFMIS with other central systems and in 
cooperation with the donor is in the process of developing the system for realizing 
this connection in order to increase the quality of the data which it is planned to 
be operational at the end of 2022.

The lack of implementation of the relevant algorithms for the validity of data in 
KFMIS as well as the connection with the central information systems through 
which it would accept correct data may affect the opening of suppliers to the 
natural person and business with incorrect data and as a consequence it may 
result in poor data quality.

8. Registration of the supplier in KFMIS

Recommendation 8: Implemented

The Treasury of Kosovo should revise the procedure for the registration of suppliers in 
KFMIS for the case when a new bank account must be added to the registered supplier, 
as well as in the application of KFMIS a supplier should be registered only once and 
each new bank account of the supplier to be added to its existing code.

The Treasury has implemented the recommendations for the registration of 
suppliers in KFMIS. At the end of 2021, the Treasury has revised and approved 
the procedure for the registration of suppliers in KFMIS. From the beginning of 
2022, this procedure has been implemented in KFMIS, registering the supplier in 
the system only once. In cases where a supplier has more than one bank account, 
the field in the system can be used which enables adding the bank account for the 
same supplier code. During the registration of the spending voucher in KFMIS, 
the list of bank accounts of the beneficiary is displayed if there is more than one 
registered bank account.

The registration of the supplier only once in the system has facilitated the 
realization of the transaction of the creation of the obligation, the purchase order 
and the creation of the expenditure in the determination of the beneficiary and 
the bank account. It has also made the system more efficient by facilitating the 
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payment registration process for system users.

9. Improvement of existing non-financial assets in KFMIS

Recommendation 9: Implementation has begun

The Treasury should create the possibility in KFMIS to register costs of improvement 
of non-financial capital assets in the relevant registers as an increase in the value of 
the asset.

In KFMIS, it is not possible to implement Regulation 02/2013 on the Management 
of Non-Financial Assets, so that the costs for the improvement of the capital 
asset which significantly extend the period of use of the item are recorded in the 
relevant registers as an increase in the value of the capital asset. As a result, these 
expenses are registered in KFMIS as new assets.

The Treasury in the KFMIS test system has implemented the possibility of 
increasing the value of the property. Currently, they are in the testing phase of 
the system for the realization of improvement expenses to enable registration 
as an increase in the value of the property in the respective property registers. 
However, the Treasury has not yet defined a methodology from the accounting 
point of view, how to increase the value of the assets, and the depreciation rates 
for these assets have not been determined. It is expected that by the end of the 
period Q32022, according to the action plan, this process will be carried out.

Recording the expenditure applied to improve the value of capital assets as new 
assets affects the incorrect presentation of non-financial asset data, as well as the 
incorrect reporting of financial statements.

10. Registration of property class codes in KFMIS

Recommendation 10: Implementation has begun

The Treasury should register in KFMIS all the published property class codes, to enable 
budget organizations to correctly classify property during registration according to the 
accounting plan.

the Ministry of Finance, Labor and Transfers publishes on its website the list of 
economic codes that must be used by BOs for the registration of capital (non-
financial) assets. However, the Treasury, which is responsible for the management 
of KFMIS, has not yet registered all asset class codes in the system according 
to the list published on the website. As a result, during the registration of non-
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financial assets in KFMIS, in cases where the appropriate code of the asset class is 
not in the system, they are obliged to classify that asset in the code with the most 
suitable name or in the asset class “Other Capital “.

The Treasury has identified the asset classes of the accounting plan that are missing 
in KFMIS, but the depreciation rate for these classes has not yet been determined. 
According to the action plan submitted by the entity, this recommendation is 
expected to be implemented by the end of August.

The registration of non-financial assets in an inadequate class code affects the 
unclear reflection of the asset classification, as well as there is a risk that that 
asset will not be depreciated in accordance with the rate determined for that asset 
according to the class.

11. Registration of the expenditure voucher

Recommendation 11: Implemented

The Treasury of Kosovo should implement in KFMIS the control function for the 
identification and rejection of transactions with identical data.

The Treasury, at the end of August 2021, implemented in KFMIS the function 
which rejects the registration of the expenditure coupon with the same data 
more than once. As in the cases of creating the expenditure voucher which is 
created manually to record the expenditure and automatically through the mass 
payment import function, the system made the verification to identify and reject 
the expenditure data from the budget organization. Therefore, the Treasury 
has implemented the recommendation for the identification and rejection of 
transactions with identical data which are registered in KFMIS, and which action 
was also tested during the audit in the system.

By implementing this recommendation, the control of data processing has been 
ensured by not allowing the registration of duplicate data. This affects the increase 
of data reliability in the system.
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12. Utilization of the opportunities offered by KFMIS

Recommendation 12: Implemented

The Treasury of Kosovo should review the opportunities offered by KFMIS and use its 
advantages in order to further increase the efficiency of the users’ work.

The Treasury, based on the recommendation of the National Audit Office, had 
carried out activities for the regulation of many areas in the system, which affect 
the increase of work efficiency. The possibilities that the system offers and that 
are adapted according to needs, limiting the possibility of errors and for which it 
is recommended are:

•	 In the system, in the purchase order module, a control has been set in 
the relevant fields so that no procurement expenditure can be registered 
without marking the number of the relevant contract. This established 
control can prevent overpayments for that contract and also increase 
effectiveness in managing its performance;

•	 Treasury officials had also considered the possibility of carrying the 
attached contract in cases where payment was made in installments for 
the same contract, but the current design of the system did not allow 
it. Attaching the contract is now mandatory for every purchase order 
regardless of the payment method.

•	 The necessary restrictions have been set in the purchase order module 
to establish the contract, while in the expenditure module it has become 
mandatory to attach the invoice. As a result, the system does not allow 
any transaction to proceed further without being completed.

Taking into account the aforementioned changes that were made in the system, 
the recommendation has been implemented, also the Treasury officials were 
continuously examining the possibilities of improvements in the system to 
increase work efficiency.

With the implementation of the recommendation for examining the possibilities 
offered by KFMIS, the Treasury has managed to make this system more efficient 
and easier to use for users.
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13. Reports for further analysis at KFMIS.

Recommendation 13: Implementation has begun

Treasury of Kosovo should make an assessment of users’ needs for reports and ensure 
that I offer different reports according to their needs. Deficiencies identified in reports/
modules to be corrected.

Through KFMIS, various reports can be generated that end users can use for 
statistical purposes, verifying their work as well as whether the system is making 
the calculations according to the rules in force. Treasury had started by changing 
some reports and renaming some fields in the application. However, during 
the testing of these reports we noticed that there are still deficiencies in some 
information that would complete the required information. Also, no assessments 
have been made of the needs that users have related to these reports, or even 
improvement of the existing reports.

In the property valuation reports, the start date of asset depreciation is missing. In 
its absence, users do not have the opportunity to verify whether the registration 
of the property was done correctly or during the registration there were errors 
that could affect the value calculated for depreciation.

Also, the reports do not contain the contract number of a procurement procedure, 
even though in cases where the contract number is recorded in the obligations/
purchase order, this number is not presented in the reports.

Also, the export in Excel format did not split the columns into columns, which 
affects additional work for each report that is used for further calculations.

If the Albanian/Serbian language is selected for use in KFMIS, there are cases 
that the report columns as well as the fields in the application modules are not all 
in the Albanian/Serbian language, but there are columns and fields that the label 
still continues to be in the English language.

The application lacks a user report, from where one could easily monitor their 
status. The system administrator to verify the list of all system users must 
manually copy them from the application form to Excel and then make manual 
adjustments in order to monitor them. According to officials, the creation of a user 
report is in progress. Also, there is no possibility to generate a report through the 
system/application where all suppliers registered in this application can be seen.

These deficiencies in the reports are a consequence of not periodically evaluating 
the published reports, which may affect minimal controls on the recorded data. 
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Also, the additional manual processing after downloading the reports affects 
engagement and additional time for users, directly affecting work efficiency. 
While the translation of the reports into the relevant languages is in progress, it 
has not yet been completed.

The lack of sufficient reports forces users to process the system data manually, 
exposing them to the risk of accidental errors and this would cause additional 
time and commitment, as well as make the user inefficient.
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4 Conclusions
The Treasury and the Ministry of Finance, Labor and Transfers, despite the 
actions they have taken, have not yet achieved full implementation of the 
recommendations. There are still deficiencies in the provision of information 
security mechanisms and application controls are not sufficient to ensure that 
only correct and valid data is placed in the system.

Information security  

The Treasury has not revised the regulation for the internal organization and 
systematization of workplaces and has not created a clear structure for information 
security and the IT department, causing a conflict of IT responsibilities and 
positions. Also, in the absence of the information security structure and the 
designation of the information security officer, the Ministry of Finance and the 
Treasury risk the security of the operation of IT processing equipment, by not 
clearly defining the access and privileges of the responsible officials in the IT 
systems, for the realization of the relevant procedures determined through the 
regulation or policy of IT and information security or a contractual obligation. 
As well as not having foreseen the regular controls for the security of the systems 
such as the penetration test, this risks that the MFLT and the Treasury are not 
aware of the level of vulnerability of the systems to possible cyber threats.

However, regarding the organization of the internal security of the network, 
MFLT has managed to implement the recommendation for the realization of 
the network documentation that affects the maintenance of the continuity of the 
operation and configuration of the network.

In addition, the Ministry of Finance and the Treasury have implemented the 
recommendation for raising employees’ awareness of information security and 
protection from intrusions, as well as implemented the password complexity 
policy in Active Directory. With this, they have increased users’ awareness of 
information security and the security of access to Active user accounts. Directory, 
influencing the increase of information security.

The Treasury of Kosovo and the IT Department at MFLT had managed to 
implement the recommendations related to the security of access to information 
systems, including the elimination of duplicate accounts in the KFMIS application 
and ensuring access for system users from only one account. 

However, the Treasury had not yet determined the adequate official for the 
continuous monitoring of audit trails and had not succeeded in monitoring the 
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activities of users in the information systems. This presents a risk of not identifying 
possible interventions or errors in the system.

Application controls

KFMIS continues to have deficiencies related to application controls. In the absence 
of the connection of KFMIS with other central systems, data validity checks for 
the personal identification number, business number and bank account number 
in the supplier’s registration have not been implemented, allowing the setting of 
inaccurate data, which may result in poor data quality.

However, the Treasury has implemented controls for the registration of suppliers 
by limiting the registration of the supplier only once and has enabled the addition 
of the supplier’s bank account to the supplier’s code. 

In KFMIS, all the legal and regulatory requirements with which the Treasury 
operates for the registration and classification of non-financial assets have not 
been met, which affect the incorrect reflection of non- financial assets and there 
is a risk that those assets will not be depreciated in accordance with the rate of 
defined for that asset class.

The Treasury in KFMIS has implemented the function in data processing controls 
to identify and reject transactions with duplicate data, as a result, data processing 
control has increased, and their reliability has been raised.

The Treasury is continuously working on improving KFMIS functions, making 
this system more efficient and easier to use for users.

However, there is a strong need to improve the reports generated by this system, 
since the reports contained in the system were not complete, for further use they 
had to be reprocessed, which affected additional work for officials manually, 
exposing them to the risk of mistakes.

Therefore, we estimate that the Treasury and the Ministry of Finance, Labor 
and Transfers, despite the actions they have taken, is not enough for the full 
implementation of the given recommendations and the elimination of risks 
around the security and controls of the application.

Therefore, continuous actions must be taken for the efficient and effective 
implementation of unimplemented recommendations, for the creation of a safe 
environment to maintain the availability, confidentiality and integrity of the 
Kosovo Financial Management Information System.
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Appendix I. Audit design
Risk areas and indicators of audit problems
During the pre-study phase, the audit findings and the plan for the implementation 
of the recommendations given in the AAR 2020 for the SIFMK were analyzed and 
evaluated, and we discussed with the management of the Treasury regarding 
the actions taken. This has shown that the Treasury, at the end of 2021, has 
undertaken several actions by increasing the levels of control for the realization 
of transactions, as well as implemented several configurations in the application 
and IT infrastructure, which have influenced the increase in the security of KFMIS.

However, the area of application security and controls is still a challenge. It has 
been identified that there is still work to be done in the implementation of the 
action plan and to create additional mechanisms that enable the management 
of risks related to information security, as well as to carry out additional 
configurations in KFMIS modules to meet all regulatory requirements as well as 
to increase work efficiency for its users.

They had not yet managed to create a structure that provides complete information 
security, the persons responsible for information security have not been defined, 
there are deficiencies in the management of user access, and there was not enough 
awareness on information security. Multiple supplier codes are still allowed to be 
created with multiple bank accounts and expense vouchers with the same data 
and there is a lack of full asset class codes.

Regarding the implementation of the action plan, the management of the Treasury 
has stated that six of the thirteen given recommendations have been addressed 
and seven others are still in the process.

Therefore, we consider that the identified problems have not yet been eliminated 
and taking into account the importance of this system, the National Audit 
Office has deemed it necessary to monitor and verify the implementation of 
recommendations for the management and security of this system.
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System description 
KFMIS users have the right to access this system for certain modules and certain 
functions. This right is assigned by the Chief Administrative Officer in the 
Budgetary Organization according to certain duties and responsibilities.

Initially, the request for training is submitted to the Treasury by the CAO/CFO 
of the Budgetary Organization, attaching the decision for appointment to the 
position requested for training. Training is held in the relevant module according 
to the submitted request and the future user is subjected to the test. If the test 
is passed, then the request for access to KFMIS is fulfilled. After verifying the 
necessary documentation, access to KFMIS is opened following the scheme of the 
user opening process shown in figure 1.

Figure 1. User opening processes in KFMIS

Expenditure of public money is the main process that is carried out through 
KFMIS. This financial rule for spending public money presents the essential 
elements of spending public money, which are: budget allocation, allocation, 
commitment, procurement, obligation and payments.

Initiation of expenditures, for all purchases, the authorizing officer (budget 
holder) authorizes (initiates) the request for commitment of funds.

The authorizing officer (budget holder) must ensure that the information 
identifying the following is correctly filled in the purchase commitment request 
form and in the PCO in KFMIS: source of funds, budget organization code, 
program code (Sub-program), project code, functional classification, economic 
classification, approximate procurement delivery dates and commitment value.17

17. Financial Regulation No. 01/2013/MFLT – on Public Funds Expenditure
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Expenses must have the appropriate codes, defined by the Administrative 
Instruction for the accounting plan. The authorizing officer (budget holder) must 
carefully consider whether the proposed expenditure will be an economic use 
of public money, the proposed expenditure is in accordance with the budget 
and procurement plans, that the funds have been allocated and allocated for 
expenditure and that it has been prepared statement of needs and other required 
procurement documents.10

All the necessary documentation after the authorization of the commitment must 
be submitted to the Chief Financial Officer, to be registered in KFMIS. The process 
which is shown in Figure 1.

 

Figure 2. Main processes and roles in KFMIS for general procedures for processing payments in 
a Budgetary Organization

After the approval of the spending coupon in KFMIS by the Certifying Officer of 
the Budgetary Organization, the process for making the payment continues in the 
Treasury. The Treasury selects the expenditure vouchers approved in KFMIS and 
creates the extract for payment. This process is shown in Figure 2.
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Role and responsibilities of the parties 
The Office of the General Director of the Treasury is responsible for exercising 
control and responsibility over the development and maintenance of the KFMIS 
system and the IT function.

In the Operations Department, KFMIS management division is the main 
responsible for the management of system controls in KFMIS; This division 
consists of the KFMIS Division Leader, two training and development officers, 
two help desk officers and two KFMIS functional analysts. This division of duties 
and responsibilities has:

  Creation and implementation of a framework of internal control of public 
finances;

  Modification of KFMIS procedures and guidelines in compliance with 
annual accounting plans;

  Management of system controls in KFMIS;

  Management of the structure of functional classes and other controls 
established in KFMIS;

  Drafting of procedures for changes of use rights and functional classes of 
KFMIS;

  Ensuring that current and future users of KFMIS are trained to a good 
standard in the use of KFMIS and their obligations under various financial 
laws and regulations.

In the Department of Operations, the Information Technology Division 
is primarily responsible for the administration of the Kosovo Financial 
Management Information System (FMIS). This division consists of the Head of the 
Administration and IT Division, the IT systems administrator and two support 
officers. The duties and responsibilities of this division are also:

  Administration of databases in Oracle and MS SQL;

  Management of Electronic Digital Archives, dedicated system hardware and 
system clients;

  Management of KFMIS clients, cash, debts, grants, help desk, Oracle clients 
and SQL clients;

  Government Network Management (problems, dedicated IP, remote 
support, official communication);

  PTK VPN management (problems, invoices, official communication);

-

-

-

-

-

-

-

-

-

-

-
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  Customer support management for all Treasury and MF users (hardware & 
software);

  Management of File Server and backups (Tape Library );

  Management of all Treasury Servers and Server room;

  Management of security, routing and access protocols from OBs to Treasury 
Terminal Servers;

  Compilation of procedures and instructions for the further development of 
the information technology infrastructure of the Treasury, etc.

Monitoring the implementation of the accounting plan by the OBs during 
registrations in KFMIS is the duty and responsibility of the Monitoring Division. 
Also, this division has the task of monitoring expenses and respecting legal 
deadlines, monitoring the approval of expenses in KFMIS by OBs, etc.

The Department for the Management of Information Technology Systems 
(DMITS) which is within the Ministry of Finance, among other things, is primarily 
responsible for the design of policies, procedures, projects and strategies for the 
normal and highest quality operation of IT in this the minister. Also, cooperates 
with the heads of departments in the design, implementation and maintenance 
of policies, objectives, short-term and long-term planning. They also did the 
monitoring, administration and general maintenance of the MFLT network, 
system and applications. This department consists of IT Infrastructure Division, 
IT Operations Division and Application Management Division.

-

-

-

-

-
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Audit scope and questions
This report assesses the level of implementation of the recommendations by the 
responsible parties, therefore our audit is focused on the actions that the audited 
entities have taken to eliminate problems, from the publication of the report of 
the CAO until June of 2022. For the recommendations given by audit report, the 
MFLT has provided the action plan through which it has presented the estimated 
deadline for their implementation and the responsible sector.

Part of the scope of this audit are the Ministry of Finance, Labor and Transfers 
and the Treasury of Kosovo with its departments. In the Treasury of Kosovo, the 
main focus is on the Information Technology Division as the main responsible 
for the maintenance of information technology equipment for full functionality of 
the KFMIS and the Management Division of the KFMIS as the main responsible 
for the management of controls and users in the KFMIS. Special attention is also 
paid to the Department for the Management of Information Technology Systems 
in the Ministry of Finance, which is primarily responsible for the design of IT 
policies and procedures, for the security of the network and information systems.

In order to verify the implementation of the recommendations in the KFMIS 
system, tests were carried out in the same entities that were selected for the 
AAR 2020 for the IT part, which are: the Municipality of Obiliq respectively 
the Directorate for Economy and Finance and the Ministry of Internal Affairs 
respectively Budget and Finance Division. This audit covers the period from 2021 
to the period of the audit phase.

Audit questions 

In order to answer the audit objective, we have focused on the areas with identified 
problems, namely in the area of security of information systems and application 
controls that are included in the audit question for achieving the specific objective.

1. Has the Ministry of Finance, Labor and Transfers managed to implement 
the given recommendations and what is the level of their implementation?

Audit criteria
The key criteria for this follow-up audit are the recommendations given in the 
2020 Annual Audit Report for the IT part related to the recommendations given 
to KFMIS, against which the measures taken by the entities responsible for the 
implementation of recommendations based on the Action Plan.
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Table 4. Recommendations given by the Annual Audit Report in 2020 for the IT part 
related to the recommendations given to KFMIS, the responsible sector and the period of 
implementation.

Recommendation
Responsible 
institutions 
Department

Implementa t ion 
Deadline

Harmonize IT positions and the Regulation for 
the internal organization and systematization 
of workplaces in relation to their privileges 
and access to IT systems and procedures by 
revising this Regulation and the organization 
of the IT department in Treasury. I also ensure 
the administration of databases only through 
administrators who have the duty and 
responsibility of administering the database 
through contractual obligation.

MFLT / Treasury of 
Kosovo Q1 2022

That in the organizational structure of the 
MFLT and the Treasury to foresee and define 
the information security officer by reviewing 
and approving the internal regulations, IT and 
information security policies, in order to define 
their privileges and approaches respectively 
with the responsibilities of the position that 
belongs to him. Through the IT policy and 
procedures, provide for the implementation 
of the penetration test for protection from 
intrusions for the systems located in the MFLT 
network on a regular basis.

MFLT / Treasury of 
Kosovo & Department 
of IT

Q1 2022-Q3 2022

In addition to network configurations, I also 
perform network documentation to ensure 
system continuity.

MFLT / Department 
of IT Q4 2021-Q2 2022

To continuously organize trainings and 
campaigns for their employees on the 
importance and awareness of information 
security. Also implement the password 
complexity policy for user accounts (MFLT 
and Treasury) in Active Directory.

MFLT / Treasury of 
Kosovo & Department 
of IT

Q4 2021 - Q1 2022

Ensure that administrative access to 
information systems is made through accounts 
that identify the user and any changes he 
makes. Store the administrator’s password in 
a secure environment and create the necessary 
mechanisms for continuous monitoring of 
audit trails.

MFLT / Treasury of 
Kosovo Q1 2022
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Create the necessary mechanisms for the 
implementation of the procedure for managing 
KFMIS users’ access. To ensure that users have 
only one KFMIS account, duplicate accounts 
must be closed. Also, ensure that the system is 
deactivating users who do not use KFMIS; To 
continuously implement the procedure for the 
access of users to the network for remote work.

MFLT / Treasury of 
Kosovo

Q1 2022 – Plan with 
recommendations 
Q4 2022 - 
Implementation of 
the plan

In KFMIS, make checks for the validity of the 
field of personal identification number, unique 
identification number and bank account, as 
well as make the interconnection of the system 
with the information systems of ARC, ARBK 
and CBK.

MFLT / Treasury of 
Kosovo Q4 2022

Revise the procedure for registering suppliers 
in KFMIS for the case when a new bank account 
must be added to the registered supplier, as 
well as in the KFMIS application a supplier 
should be registered only once, and each new 
supplier’s bank account should be added to its 
existing code.

MFLT / Treasury of 
Kosovo Q4 2021

Create the possibility in KFMIS that the costs 
of improving non-financial capital assets 
be registered in the relevant registers as an 
increase in the value of the asset.

MFLT / Treasury of 
Kosovo

Q1 2022 - Plan with 
Recommendations 
Q4 2022 - 
Implementation of 
the plan

Register in KFMIS all the published property 
class codes, to enable budget organizations to 
correctly classify property during registration 
according to the accounting plan.

MFLT / Treasury of 
Kosovo Q3 2022

Implement in KFMIS the control function for 
identifying and rejecting transactions with 
identical data.

MFLT / Treasury of 
Kosovo Implemented

Review the possibilities offered by KFMIS and 
use its advantages in order to further increase 
the efficiency of the users’ work.

MFLT / Treasury of 
Kosovo Q1 2022

Make an assessment of users’ needs for 
reports and ensure that I offer different 
reports according to their needs. Deficiencies 
identified in reports/modules to be corrected.

MFLT / Treasury of 
Kosovo Q1 2022
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In this audit, the reasons related to the possible delays in the implementation 
of the recommendations are given and the possibilities of how to continue their 
treatment are analyzed.

Part of this report is the actual situation against the recommendations given by 
the audit, which serve to evaluate the change in the situation and the elimination 
of problems from the period when the audit was performed.

The criteria used in the 2020 Annual Audit Report for the IT part related to the 
recommendations given to KFMIS are:

•	 The tasks and responsibilities of the IT Division must be harmonized and 
in accordance with the internal regulation for the internal organization 
and systematization of jobs in the Treasury.

•	 The institution must ensure that information and IT security activities 
are coordinated by an adequate organizational structure, with relevant 
roles and responsibilities. A management authorization process for 
information systems must be defined and implemented, where business 
processes involve external parties, prior controls must be identified and 
implemented before access is allowed.18

•	 Networks must be managed and controlled in order to protect against 
threats and maintain security for systems and applications that use the 
internal network, including information in transit, regardless of whether 
these are provided as internal or external services. Network operating 
standards and protocols should be documented and made available and 
should also be reviewed periodically to ensure compliance.19

•	 Network operating standards and protocols should be documented 
and made available and should also be reviewed periodically to ensure 
compliance.20

•	 Personnel must understand and maintain information security. All 
employees of the organization and when necessary, contractors and third-
party users should receive appropriate awareness training and regular 
updates of organizational policies and procedures relevant to their job 
function. 21Password management systems should be interactive and 
ensure quality passwords. Also, the app and devices should be shut down 

18. ISO 27001: Controls and Objectives: Information Security Policy & Information Security Organization.; 
Regulation no. 17/2017 for the internal organization and systematization of workplaces in
Ministry of Finance, Labor and Transfers
19.  ISACA: The CISA Handbook 27th Edition: Network Infrastructure Security
20.  ISACA CISA Handbook 27th Edition: Network Infrastructure Security
21. ISO 27001: Security of human resources – Information security awareness, awareness and training
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after a certain period of inactivity.22

•	 All users of information systems must have unique and personalized 
accounts (user IDs), which are used only for individual use. The 
password of the administrator account should be known only by one 
individual, stored in secure premises and able to use the system when 
the administrator is not available. Accounts with full access should be 
monitored on an ongoing basis.23

•	 The information security policy and procedures should be reviewed and 
approved at scheduled intervals (at least annually) or when significant 
changes occur in the organization, its business operations or in the event of 
an inherent security risk, to ensure its continued suitability. Mechanisms 
must also exist to ensure that these policies and procedures are being 
followed.24 

•	 The application must have validation rules applied to the interaction of 
incoming data. Invalid data must be identified and properly rejected by 
the application.25

•	 Based on the procedure for registering suppliers in KFMIS, a supplier 
must be registered only once and will be considered for any payment to 
be made by any budget organization.26

•	 Improvements to non-financial capital assets in KFMIS must be recorded 
in the relevant registers as an increase in the value of the assets.27

•	 Each budgetary organization must create and update the register of 
non-financial assets under its management. The register must be kept 
separately for each asset and in aggregated form according to categories 
classified according to the accounting plan.28

•	 The information system must have the necessary controls for identifying 
and rejecting transactions with identical data.29

22. ISO 27001: Access controls in operating systems – Password management system
23. ISO 27001: Access Controls - User Access Management / Application Access Control
24. ISACA: CISA Handbook 27th Edition: 2.3 IT Standards, Policies and Procedures
25. audit manual – Audit matrix on application controls
26.  Procedure for registering suppliers in KFMIS, March 2018.
27.  MF Regulation – No. 02/2013 - On the Management of Non-Financial Assets in Budgetary Organizations, 
Article 15
28.  MF Regulation – No. 02/2013 - On the Management of Non-Financial Assets in Budgetary Organizations, 
Article 6.
29. Information technology audit manual - Application controls - Processing
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•	 Structures responsible for managing IT systems ensure that system capacity 
and performance meet the current and future needs of the organization. 
The organization analyzes, prioritizes and manages requests to ensure 
that users’ needs are optimally met to increase their work efficiency.30

•	 The organization must have procedures in place to ensure that the 
completeness and accuracy of application output/reports are valid before 
the results are used for further processing, including end-user processing.

Audit methodology
In this audit, an analysis of relevant documents and legislation was made, as 
well as interviews with the responsible parties, field observations and tests 
were carried out in the application to assess the level of implementation of the 
recommendations in the entire process. The comparison of the situation presented 
in the audit report (2020) with the current situation (2021) is also presented. This 
will enable the answer to the question posed in this audit.

Analyzes include:
  Legal and regulatory framework applied in MFLT;

  Regulatory framework related to the KFMIS system and IT (Laws, 
regulations, administrative instructions);

  Organogram of the Treasury and IT;

  Internal IT policies and procedures and use of the KFMIS system;

  Manuals of KFMIS applications and modules;

  Interview with IT staff in Treasury and MFLT;

  KFMIS system testing (module testing to determine if they are in 
compliance with the institution’s requirements);

  Database analysis;

  Physical observation of the work environment and IT infrastructure in 
MFLT and Treasury;

  IT work reports/ Incident/problem reports;

  Interview with KFMIS system users in Treasury departments, Ministries 
and Municipalities;

  Observation of the way of work by KFMIS system users;

  Contracted agreements with external parties; etc.
30. Information Technology Audit Manual 3.1. Service management & 3.2 Capacity management
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Relevant documents
The Ministry of Finance, Labor and Transfers has approved laws and regulations 
that define the responsibilities and the operating process of its departments, 
namely the Treasury and the Department for the Management of Information 
Technology Systems.

Law

Law No. 03/L-048 on Public Financial Management and Accountability - This law 
aims to improve budget, capital and operating expenses, financial management, 
accounting, budget responsibilities and the financial reporting system for public 
authorities and public enterprises in Kosovo, as well as for the description of 
the powers and duties of the Minister of Finance and other public authorities 
regarding these issues.

Law No. 07/L -001 on Budget Appropriations for the Budget of the Republic 
of Kosovo for the year 2020 - The purpose of this law is to determine the budget 
allocations of the Republic of Kosovo for the year 2020. The provisions of this law 
are mandatory for all relevant institutions and units. of them that fall within the 
scope of the budget of the Republic of Kosovo for 2020.

Regulations and Procedures

Regulation MF-No. 1/2018 for the End of the Fiscal Year - The purpose of this 
Regulation is to define the responsibilities and deadlines for the budget execution 
procedure for the end of the fiscal year. The provisions of this regulation are 
mandatory for the Treasury and all budget organizations.

Regulation 06/2016 on Internal Organization and Systematization of Jobs in 
the Treasury of Kosovo - This Regulation defines the internal organization and 
systematization of jobs in the Treasury, the legal framework for the operation, 
tasks and responsibilities of the Treasury.

The procedure for the management of users’ access to KFMIS - It is aimed at 
the management and control of users of the Financial Management Information 
System of Kosovo (KFMIS). This procedure is implemented in the Treasury and 
budget organizations.

The work procedure for the Financial Management Information System 
Division of Kosovo - This procedure defines the responsibilities and description 
of the services provided through the Functional Analysts, the Training Unit and 
the Help Desk, as well as communication with other teams in order to enable the 
Management Division to KFMIS to achieve its objectives.
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Cash Advance Procedures (Petty Cash) and Official Travels in KFMIS - The 
purpose of this document is to determine the way of processing and recording 
petty cash financial transactions cash and advance for official trips, which can 
be received only by officials who have employment relationships in budget 
organizations or are registered within the payroll in the Payments Division in the 
Treasury of Kosovo.

The procedure for importing mass payments for individuals in electronic form 
(import with CD) – The procedure aims to provide technical assistance to OBs 
from the Treasury in the way of processing payments with lists in electronic form 
(mass), through the registration of them in KFMIS. This procedure is mandatory 
and is implemented by the Treasury of Kosovo and budget organizations at the 
central and local level.

Procedure for the Registration of Suppliers in KFMIS - This procedure describes 
the process of registering suppliers in KFMIS as well as the way of searching data 
from KFMIS.

Database Management Procedure - The standard operating procedure serves as 
a guiding document to ensure the continuous maintenance of all databases of the 
Treasury of Kosovo through a reliable approach taking into account the specifics 
of the platform ( Oracle, SQL Server, etc.), but also to ensure access control. The 
database refers to all the data stored by the Financial Management Information 
System of Kosovo (FMIS), but also to the data of other systems and subsystems 
that are owned or managed by the Treasury.
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Annex II. Confirmation letter
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